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This paper investigates how consumers and investors react to the standardized disclosure of data
privacy practices. Since December 2020, Apple has required all apps to disclose their data
collection practices by filling out privacy “nutrition” labels that are standardized and easy to read.
We web-scrape these privacy labels and first document several stylized facts regarding the supply
of privacy. Second, augmenting privacy labels with weekly app downloads and revenues, we
examine how this disclosure affects consumer behaviour. Exploiting the staggered release of
privacy labels and using the nonexposed Android version of each app to construct the control
group, we find that after privacy label release, an average iOS app experiences a 14% (15%) drop
in weekly downloads (revenue) when compared to its Android counterpart. The effect is stronger
for more privacy-invasive and substitutable apps. Moreover, we observe negative stock market
reactions, especially among firms that harvest more data, corroborating the adverse impact on
product markets. We also find that consumers' annual WTP to avoid data collection by an average

app is $7, which is mostly attached to data used for tracking and advertising.
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1. Introduction and Objective

Recent decades have seen a digital revolution, shifting economic activities from offline to
online markets. With this sweeping change, personal data has become an essential element
of business, fueling a $227 billion-a-year data industry. The rise of social media and Big Tech
showcases the potential of data monetization at scale. However, the risk of privacy intrusion
and data breach looms large at the same time. In response to growing public concerns about
data privacy issues and cybersecurity risks, bold regulatory moves have emerged in various
jurisdictions. Meanwhile, a nascent set of academic works is starting to associate firm
valuation and corporate policies with cybersecurity risks and data breaches. These discrete
events originate from firm’s continuous data harvesting, and their impact on firms depends
crucially on consumers’ attitudes towards privacy. Despite major regulatory efforts and heated
public discussions, there is limited large-scale evidence on the market for data privacy. How
much privacy do firms supply? Can we consistently measure the scope and the purpose of
data collection? How much do consumers demand privacy, and does it translate into the
valuation of firms that thrive on monetizing personal data?

This project aims to shed some light on data privacy's supply and demand side, especially
focusing on customer reaction toward policy regulation changes. First, we aim to provide a
comprehensive descriptive analysis of the supply side: how much data the firm collects, for
what purposes, and what app characteristics are associated with more data collection. Second,
we investigate how customers react following the release of the iOS privacy labels relative to
apps’ Android versions. Third, we check how broad the pattern is applicable across 95
economies and aim to find contributors to the country-level heterogeneity. Finally, we

guantify customer’s willingness to pay for online privacy using structural estimation.

2. Empirical Methodology
2.1 Reduced-form regression: Difference-in-difference

Using a difference-in-differences approach, we first estimate the causal impact of privacy label

release on the demand for digital services. Our main regression sample is the top 10k US



sample. We begin by investigating the share of the iOS version of apps relative to the Android
version over time. To take into account any potential pre-trends, we allow for platform-specific
linear trends in the regression specification. We formally estimate the following regression

specification:
Yipe = B110S;p X Post; i + B Postyy + & + Pagep + 0 + A0S, Xt + &5,

in which the subscript i, p, and t denote app, platform, and week respectively. The app-
specific event indicator, Post; ; equals one for all the weeks after the respective app’s release
date and zero otherwise. The treatment indicator, i0S;,, equals one (zero) if the observation
corresponds to the iOS (Android) version of an app. The outcome variable, Y;,,;, is the
logarithm of the weekly downloads or revenue of app i on platform p in week t. We add app
fixed effects a; so that the variation in the outcome variable comes from the difference
between the iOS and Android versions of the same app. We include year-week fixed effects,
0, to control for seasonality and other common shocks to the consumption of all mobile apps.
With i0S,, X t fixed effects and platform X t as an additional regressor, our specification
also allows for different time trends for iOS and Android apps over their life cycle and calendar
years. We double-cluster standard errors by app developer and year-week. Our coefficient of
interest, 1, captures the effect of privacy label release on users’ consumption of mobile apps.
The key variable of interest is i0S;,, X Post;., and its coefficient captures the differential
effect of privacy label release on app downloads and revenue from the iOS platform versus
those from the Android platform. Based on this benchmark regression, we also conduct
dynamic difference-in-difference regressions, and we explore heterogeneities through triple

interactions.

2.2 Structural estimation: BLP model

To quantify customers’ willingness to pay, we estimate a nested-logit BLP type discrete choice
model in which we assume the same degree of substitutability among apps in the same nest,
and consumers choose the apps to download, taking into account app price, data collection
intensity, and other app features. Importantly, we assume that in the absence of privacy labels,
consumer beliefs about an app’s data collection are constant. We further assume the supply
of data privacy by app developers, measured by the amount of data collected, to remain

unchanged. This is consistent with the lack of time-series variations in privacy labels for any



given app during a 12-month period. We model a continuum of homogeneous consumers who
choose from J apps to download among the top 10k iOS apps and an outside option. This
outside option h can be interpreted as the option to download no apps or to download apps

outside the top 10k iOS app sample. Consumers’ utility from app j is given by
th == 6jt + 8jt
where §;; denotes the mean utility derived from app j at time t, and ¢;; denotes the error

term. Specifically, the error term is i.i.d. with the Type | Extreme Value distribution. To

capture the features of the app markets, we model the mean utility term as
8je = Xjef + apje +vd; + &t

where X;; captures app characteristics (e.g., rating, recent updates, app size) that influence
the user experience, p;, denotes prices, d; represents the amount and scope of data collected
from consumers (e.g., whether the app tracks users, the number of data types or items
collected), and ¢, represents the unobserved characteristics to econometricians. We expect
negative coefficients for both p;; and d;, with the coefficient for the latter representing
disutility from data being collected. After the release of privacy labels of app j, d; becomes
observable to consumers and directly impacts their decision to download the app. Before the
release of privacy labels, while X;; and p;; are observed, data collection intensity d; is not.
Instead, consumers form beliefs of d; based on the nest an app belongs to, which we assume
to be the same for all apps within the nest. The pre- and post-label scenarios can be combined

into and represented by the following estimation equation, where the pre- and post-label

choices can be estimated simultaneously:
In(sj¢) —In(sgr) = XjeB + apjr + APostj, + ¢pPosty X dj + 6; + 6, + pIn(Sjjncj.e)

where s;; and s, are market share of app j and the outside option, while s; (/) denotes the
app’s market share within the nest. Coefficients A measures the overall impact of nest-specific
beliefs about data collection and ¢ captures the marginal disutility from data collection.
Consumer surplus and willingness to pay can be calculated following standard BLP estimation

procedure.

3. Results



3.1 Supply side: Privacy Labels

Figure 1. Data Collection Intensity
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Intensity We find that an average app collects 24 data items across 16 data types, with
substantial variations across apps. 80% of data items collected are used for purposes
unrelated to the functionality of an app. Data are most frequently collected for product
personalization and developer’s advertising or marketing. More importantly, 60% of apps
collect data to track users (or their devices) and share user data across different apps,
advertising networks, and companies. Worse still, sensitive information collected within this

category could be sold to data brokers.

Characteristics We found that apps that collect more data have a larger market share, a
younger age, a higher rating, and more in-app purchases. They are also more likely to be
developed by publicly listed firms (Figure 1). These results hold after controlling for app

category fixed effects. Out of over 20 categories, we find that gaming apps gather the most



data for third-party advertising, while shopping apps are the top data collector for multiple
data wuses including developer’s advertising or marketing, analytics, and product
personalization. Apart from these two categories, news, food & drinks, and social networking

apps are also heavy data collectors for purposes other than app functionality (Figure 2).

Figure 2. Data Collection Intensity and Data Use
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3.2 Demand side: Difference in Difference



Exploiting the privacy label release, we estimate a difference-in-differences model, where iOS
apps form the treatment group and corresponding Android apps the control. Our central
finding is that, following the release of privacy labels, relative to its Android counterpart, the
iOS version of a given app on average experiences a 14% decline in weekly download and a
15% decline in revenue from user subscriptions and in-app purchases. This result is robust to
different combinations of fixed effects, clusters, and alternative sampling criteria. We show
that the decline in downloads and revenue is greater when the data collection intensity is
higher (Figure 3). For example, the treatment effect for apps that collect data to track

consumers is 2.2 times that for apps that do not collect such data.

Figure 3. Impact of Privacy Label Release on Downloads

Panel A. Collect Data Used to Track You:  Panel B. Collect Data Used to Track You:
Yes No

2
?

A
A

]
4
+

i}
»
.
L
—p—
-
+
—
*
*

2
2

mirt Estimats 1nd S6% Combdence il
[
—
——
.
wint Estimate §nd 6% Combdanos el
.
.
-
.
-

a
]

4
4

=% -5 4 2 ) 4 5 =8 =5 5 4 2 3 4 5 =5

I A 3 2 4 0 1
Tima iovar Privacy Label Ruliase (n sewts) Tira inviabr Privacy Label Alabmase (n sewts)

Panel C. # Data Types Collected - High Panel D. # Data Types Collected - Low

B 4

A

2
2

Dirk Estimatn and $6% Combdance il
a 1
" - 1
[ —
—
v + .
. - '
-
——
.
+
—
——
1
vt Estimats and S6% Combdance ilerl
0

3
3

4
4

<5 B 4 i 4 &5 =B <8 B 4

I o 1 2 3 4 & =
Titiae hi'iaf Pivoiicy Ll Fludisaios (1) sy

S o 1 2
T leafilied Py Lidvid Flidisasa (i misiti)

Panel E. # Data ltems Collected - High Panel F. # Data Items Collected - Low

o o

A

0 i
S I
—L—
——s
i
+
I S
.o
’ il
— 1
. ]
+

2
]

nint Estimatn and S6% Comfoencs inienesl
0
i
—l
*
-
+
]
*
*

'
[
—
e
v - 1
- 1
cint Estimatn ard S6% Condancs ilonal
-
b

3
]

4
4



3.3 International Evidence

we expand the sample to 95 countries and repeat our baseline difference-in-differences
analysis to obtain country- specific DiD estimators (Figure 4). We can associate these
coefficients with country-level factors including legal environment, general trust, and survey-
based data privacy concerns (Figure 5). We first document the role of legal institutions.
Countries with stronger legal protection of privacy and better law enforcement react less
negatively to privacy labels, presumably because consumers consider the current legal
protection of their personal data adequate. Second, as proxies for general trust, confidence in
the press and confidence in major companies negatively correlates with consumers’ demand
for privacy. In the end, consumer attitudes regarding data use and privacy also matter.
Consumers in countries with more severe privacy concerns react more negatively to privacy

label release.

Figure 4. Data Collection Intensity and Data Use
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Figure 5. The Role of Regulation, Public Trust, and Privacy Concerns
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4.4 Customer’s willingness to pay

Motivated by our reduced-form evidence, we conjecture that consumers underestimate the
number of collected data items on average, and therefore, overestimate the utility of using
digital services. Our counterfactual analyses therefore provide answers to the question of
“how the perceived consumer surplus would change had customers known the data collection

intensity before privacy label releases, for a given prior belief and holding their app choices



unchanged.” We consider a set of counterfactual prior beliefs by setting it to the minimum
(i.e., zero), 25th, 50th, and 75th percentiles of the actual data collection intensity distribution
among the top 10k gaming apps. We found that indeed, consumers underestimate data
collection intensity, even when setting the prior belief to the median collection intensity,
customers still overperceive welfare by $0-524 per data use per annum (Figure 6). We also
find that consumers' annual WTP to avoid data collection by an average app is $7, which is

mostly attached to data used for tracking and advertising.

Figure 6. Counterfactual belief in data collection intensity in the Pre-label period
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4. Conclusion

Following Apple’s privacy label policy, iOS app developers are required to report the collection

II'

and use of customer data in a transparent and digestible “nutrition label” format. We scrape
privacy labels for the most popular iOS apps in ten countries to provide a valuable measure of
data collection intensity. Supplementing this dataset with weekly downloads and revenues
from Sensor Tower, we investigate how consumers react to the standardized disclosure of data
privacy practices - a key element of corporate digital responsibility. We show that consumers
are averse to data collection by apps, especially when their data is collected for privacy-
invasive uses. Our findings highlight the lack of consumer awareness about firms’ data
collection practices as one important explanation for the privacy paradox — the discrepancy
between an individual’s intentions to protect their privacy and how they actually behave in
the online marketplace. We also document negative stock market reactions, in particular

among firms in the retail and service sector that harvest more user data. Overall, our findings

suggest that data play a central role in firm valuations in today’s digital economy.
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