Challenging NATO'’s Security Operations in Electronc Warfare: the Policy of Cyber-
Defence: the Case of Greece.

Dr. Marios Panagiotis Efthymiopoulos

Biography: PhD University of Crete, Faculty of Social and Bcéil Sciences, Department
of Political Sciences, former academic envoy of@neek Foreign Ministry at the NATO
Defense College, Rome ltaly, author of the bookTAN the 2% century: NATOs need for
a new security concept and the ever enlarging NAIGsia relations.

marios.efthymiopoul os@xstr ateqyi nternational .org

Abstract: NATO is evolving. It is changing. It is estimatedt in the 2010 summit meeting in Portugal, Allied
member-states will hold, as requested at the K&thdsbourg summit of 2009, a first evaluation om ieed for
renewed Strategic Concept. In terms of 21st cenasymmetrical warfare, as part of the current ségur
dogma, NATO requires to be technologically updafidds entails NATO to continue its effort to changke
results that shall occur in this subject shall bertpayed to the effort made on the renewed secutycept.
NATO is steadily unfolding its policy of Cyber-Defe. NATO needs to be operationally ready to couate
attacks of assymetrical warfare, whether from thg@de or the outside of its operational spherenfifience. The
aim of this paper to provide the reader with theessary information to firstly learn what has beleme up to
this date, in relations to NATO's operational pregtgons and in relations to its Cyber-Defence pglitn a
second part, this paper examines and evaluatesntpolicy decisions, as to understand whether/AJ® will
actually take a major step into becoming involvetb ia new form of self-defensive or offensive astyeal
warfare b) whether a political-military organisatioof international members, such as NATO can abtual
afford working together. C) Whether the unfoldinigQyber-Defence policy will be implemented in NATO'
operational environments, as to counter new phemanad terrorism via the web. An explanation on rogkwv
preparations and operations shall be made. At tiaestime an explanation shall be provided, why khthe
internet be so important to NATO's network centperations and why does NATO need a Cyber-Defence
policy. In practical terms, the case study of Geéx examined. What is Greece’s policy objectiiesawis
NATO policy of Cyber-Defense? What has been dor@rbgce in creating the necessary steps to both &ak
initiative at NATO and at the same time initiateaional policy of implementation of the possiblecomes
decided by NATO Heads of States? This paper isgiatie author’s wider topics of research made dxr®
and its policies in the 21st century.
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1. Introduction

It is said, that future war-like operations will beld in a far more complicated than the
current one, military operational environments, weheattles will be dealt at multiple levels
and multiple dimensions. Missions, according to NDATh all fields “will continue to require
agile and interoperable, well-trained and well-ledlitary forces”; assuming that these
military forces shall be in greater need than todaMATO decides to take part (as ordered
by a viable and robust renewed Security Concdpmt #6 currently considered) at “offensive —
first to be engaged- operations of all kinds, ifediebe, but also in defensive-clause
operations”.

In the following paper we argue that NATO’s newatlenic security operational preparation
that is unfolding should be challenged, as ther@nisncreasing need to adopt new methods
and actions, as to counter both, current and ngmnetrical and asymmetrical threats.
Accordingly the result of possible new methods actions to counter the ever emerging



challenges should be applied at a renewed SecGotycept, to come. A proposal for a

renewed and viable concept of security for NAT@xpected to be proposed at the Portugal
Summit of 2010. The outcome is a decision made &gydd of States at the Stratsbourg-Kiehl
Summit in April 2009.

This paper shall examine the evolving challengesth&f North-Atlantic Organisations’
security operations and preparations at the fiefdslectronic Warfare and in specific Cyber-
Defence.

The aforementioned subject will be portrayed anahg@red. It is the purpose of the paper to
draw the reader’s attention, to portray and undedshow the future of, what and how, when
and in what other dimension, shall military opeyas be, according to NATO decisions, as
accepted by the North Altlantic Council (NAC). Tipaper argees that the argument that -
most future, defensive or offensive battles shalb accur in an asymmetric level-, as was the
case with the cyber-attacks in Estonia in 2007 r&foee a policy of Cyber-Defence but also a
general preparation for electronic warfare, whicttludes network-centric operational
interoperability of forces preparation, is in negdNATO to exist and to evolve for the sake
of the Allied ‘e-networked’ states, against allditeonal but also non-traditional forms of
attacks.

The outcome of this paper’s analysis shall be setyaof proposals, which will be put forward

for consideration. At the same time these propcsiaddl be combined with any efforts made
by the Greek Government to apply this new policthbat a national or supranational level.
What are if any, the proposals that are in prepardty the Greek State to NATO'’s objectives
on a renewed security concept and in specific NATlicy of Cyber-Defence?

What should be noted is that the opinions mentianetthe current paper reflect solely the
opinions of the author. They do not reflect anyrtaes’ or the North Atlantic Organisations’
policies or actions. Current arguments are solelged on personal academic research,
judgments and working experience from NATO.

A variety of issues in this case study needs tad@ressed. The issues for consideration
reflect the operational and tactical levels of WNATO needs to be. The Alliance is currently

renewing and evaluating its transformation prot¢kaswas initiated after the Prague Summit
in November 2002

2. Establishing NATO’s new symmetrical and asymmetrich security
environment.

Latest research has shown that NATO’s policies @sdsecurity environment has been
assessel At the same research, it is mentioned that -post-2001 terrorist attacks in the
USA- era, the Alliance has 1) invoked articlg Blaiming its right to defense against external
aggression 2) Allied states agreed on an evemtadtansformation, politically, militarily,

operationally and strategically in Prague 2002a@eed to be involved in outer-areas of its
traditional (26 member states) area i.e. Kosovo9198fghanistan 2001 onwards via

operation International Assistance Force (ISAF¥) now challenged its current operational
planning and decision procedure and agreed to eaamnd be engaged at new forms of
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military preparation, for preventive or offensiverposes i.e. Decisions of the Allied Defence
Ministers October 2007.

Considering aforementioned political decisionsg amportant issue is that has been agreed
by all member-states is that NATO is a neceSsi§ATO is in fact, “required, requested, but
now also retained”. By introducing the 3 (R)s imstpaper, we establish what the Heads of
States decided over and over again, from the Trelatyondon during the beginning of the
1990s Summit, to its 1994 Summit in Brussels, $01999 over its 50 year anniversary
Summit in Washington, to the immediate decisiokeran 2001 after the terrorist acts in the
USA* and finally to its 68 anniversary, which was held in Strasbourg and Kiiehspecific
Baden-Baden) accordingly in April 2009: NATO wagated for a long-term and thus it is
here to remain. NATO today is evovling. NATO’s adistrative, operational and tactical
current form is considered as “the purest form tfua military-political alliance that brings
and binds together countries that hold the sameaeaponal interests, in terms of security, in
all fields related, such as military, political,néincial, sociological and environmental

Xi

security™.

Politically, militarily, administratively, by conssus decision-making process of the Allied
states, it was considered in 2002, due to the aatigtchallenging security environment that
NATO is required to change. Its current 2001 SgateDogma is under evaluation and
consideration as it is now widely challenged by rberrstates. Some say, it is no longer
viable. Others consider NATO’s 2001 Security Conogpuld be the basis for collective
member-states negotiations, as an opportunitygstructuring a renewed Strategic Concept;
One that will portray all needs but also challeng&sConcept that will clarify policies,
operational needs and doings, both at tactical @gmerational levels; a concept that will
provide with the necessary financial but also legaluses, which are now needed. The
outcome for a renewed Concept of Security was @ygett at NATO Heads of State Summit
in Strasbourg-Kiehl in April 8 and 4" 2009

NATO is in need for a renewed Security Concept. Aiieance should be able to deliver
better and robust outcomes in the'2&ntury security challenges. 10 years within thg 2
century, it is the result of the authors receneaesh outcom€ that NATO should continue
to transform in order to operate within the lim@k its political decisions (that should be
widened), according to its own ‘rules of engagem@TO’s military doctrine). Therefore

a renewed legal and political plan of operation esperation, for which NATO was in fact
challenged and criticized, meaning over its abitiby prepare and deliver actual military
results, is in need. These aforementioned issues algo the reasons why the NATO Prague
Summit of November 2002 came about. It resultetthégpolicy of transformation. Two major
operational camps were created: 1) the Allied ComimBransformation (ACT —USA-) and
2) the Allied Command Operations (ACO —Belgiumy#).the following Summits, NATO'’s
Istanbul (2004), Riga (2006) and Bucharest Sum(2i#98), accordingly, delivered concrete
and practical results after thorough evaluatiothef current and ongoing changes within the
Structure the administration, the military and pcéil preparation. NATO’s leaders believe
that the Alliance has today the ability to operiatea largely different security environment
that is no longer limited only to symmetrical the@r geographical areas but also to an
environment of asymmetrical threats as well as abletareas of interest. The Alliance’s
readiness for prevetion against any or all assymaoaétattacks includes: Radiological,
Biological, Chemical attacks, all forms of terrésisittacks. NATO has also the capability and
capacity to counter-fight any opponents by militamen-led operations supported by
components of land and sea power in an out of ocbedtk area operation via its NRF (NATO



Reaction Forces) force, i.e. Afghanistan. It ioatapable of support led, peace-keeping, or
peace-making operations i.e. Darfur or Somalia.

3. The trend for an e-security world.

Within the framework for a renewed security dogioaye proposet!, NATO leaders have to
acknowledge the need to establish a policy théhked to the general technological trends.
This opinion, motive-wise, was certainly sustaipedt-2007 case of cyber-attacks in Estonia.
The outcome was the creation of a cyber-defenceecancording to the decision made by the
Allied Command Transformation, in Norfolk VirginlaSA.

It is believed that the 21century shall be the century where all things Wil dealt by
constant creations and use of advanced technofdfygourse technology has long-lasting
history that dates back to the use by the Phoetscihe Ancient Greeks and the Chinese. At
the 2F' century however, technology is referred to asuse of computers and their means
such as the (World Wide Web). Unfortunately, ourcatled wired-society that includes
online services such as: banking, communicatidmgp@ing, media-services etc, take place in
cyberspace and therefore are eligible to cybeckdtaThe fact that countries do steadily
move forward in becoming dependent on computersahdorked e-world, network security
is becoming increasingly needed. E-world assuraf@eformation is therefore needed, as to
increase the security level of countries, meanegpple, institutions and businesses.

Current security risk assessments consider thathirdevelopment of an e-secure world,
organized crimes, made via the use of the web,|dho& countered. ‘Cyber-crimes’, are

nowadays done by organized small groups. ‘Hacken®, considered eligible to criminal

justice judgements, by accessing to personal, iikd®r other unauthorized information by

informal and unaccepted ways. The use of persamaythorized, or private information to

get access to other resources such as funds isna, @s is a crime the use of the web to
terrorize citizens, states, institutions or orgatians.

In terms of applying these issues in military pgplitor which this paper is concerned with,
the web and its service operations, are now widsid by national or multinational armies,
by organizations such as NATO. Their technologyeimted is thus used as to become
engaged at e-level networked centric operationapgmation for assymetrical warfare and
counter-warfare operations, where decided. As afergioned above, cyber-space shall be
used as a form of battleground and counter-baittldature conflicts. At the same time the
thought only of hackers: 1) having access to sgasnformation on military weaponry and
possible use against any possible public, goverhmemultinational organization, 2) using
the web for cyber-attacks, makes the creation@ylaer-Defence policy necessary.

Below, we will explain NATO’s newest policy issue decision-made by the Heads of States
and Governments as published at the Bucharest Sunhr®008 and the request of the ACT,
which, since the Prague Summit in November 2002)sdwith the ever ongoing NATO
transformation, to seek solutions for the constamd emerging challenges against cyber-
attacks.
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4. NATO’s Concept of Cyber-Defence:

NATO’s Military Committee has recently decided ohat has come to be called as a “Cyber-
Defence Concept”. The Committee’s aim is to delipeactical results that will point out: 1)
the necessity of NATO as a collective organizaiiora globalised and currently unsafe e-
world 2) the Alliance’ ability to deliver new poliaesults, taking into perspective new forms
of asymmetrical threats such as cyber-attacks.

Historically, the 2002 Prague Summit first marke®TD’s tasking authority committee with
regards to all activities that should be held itatiens to Cyber-Defence. As technical
achievements were delivered, so did policy-makeesiyer policy results on Cyber-defence.
That is why, Allied leaders during the Riga Summit2006 acknowledged the need to
include as is stated on its decisions at the FREessmunique: 1) protect NATO’s operational
information systems 2) protect its allied countifieen any e-, or in other words cyber-attacks
by new forms and means developed by NATO'’s Allieashthand Transformation (ACT).

In turn, the October 2007 outcomes of NATO, atléwel of Allied Defence Ministef$, gave
way to the inauguration of NATO'’s centre of excetle (COE)" by the Allied Command
Transformatioh™ on Cyber-Defence, in Estonia —Tallti. It is based, on the
aforementioned Concept on Cyber-Defence, as a¢me®tATO’s Military Committee.

The central and final decision-making role over plodicy of Cyber-Defence however is the
North Atlantic Council (NAC), which is the highesteciding political authority, as we

foretold. It considers NATO’s policies and actiggiin regards to the subject politically and
militarily. Below the NAC, is NATO’s Consultation ditrol and Command Agency

(NC3A)™ and the NATO Military Authorities (NMA). This las¢ authority, takes part mostly

on the implementation as its taSk

The implementation of NATO’s Cyber-Defence policy ¢onsidered as the second most
important decision of countering criminals and aests, as the decisions are taken by the
NAC. The “Concept of Cyber-Defence” “adds practiaation programmes to fit within the
overarching policy®™'. The ‘Cyber-Defence Management Authority’ thatasked upon its
policy concept “brings together the key actors l\TD’s Cyber-Defence activities”. Its aim
is to manage and support all NATO communication iafokmation networked systems and
individually allies upon request.

NATO'’s policy activity is encouraged by the Alliamcto the engagement of as many as
possible, if not all governments, member-statethef Alliance, but also industries relating

with these subject matters. In accordance to is$ peactice policy, NATO considers that its

‘operational forum’ can and should be consideredhasbest joint operational co-operation

between states, as to also avoid duplication ofresff

Practically or otherwise said in military policy plementation, operationally, as is mentioned
by NATO, there are “three phases of practical @gtivas how this policy came about: In its
initial phase a “NATO Computer Incident Respons@dlality (NCIRC)” was established as
well as its “interim operating capability”. Its sew phase involved an ever more realistic-
pragmatistic perspective, that required the cormation of all initial ‘offering’ states (under
the NATO agreement between states of a voluntaigmal contribution -VNC-), in bringing
the NCIRC to a full operational capability.



New policies came about after being proposed amth ttoming to effect (well-known
procedure of internal NATO working process). A stled ‘Memorandum of Understanding’
is drafted and proposed to NATO by the sponsoriatesin this case Estonia, prior to any of
the above-mentioned phases of practical activitgnthat point on it is the administrative
decision of the Alliance, that once the aforemerdob stages are put into effect, then a third
phase comes into turn. Needless to say, this phase may also be the most important. “It
consists of incorporating -lessons learned- fromghor two phases as using new and latest
Cyber-Defence measures (use of new technology ettithg more knowledge on the security
environment), in order to “enhance Cyber-Defencgtyre”™"'. Once the third phase has been
evaluated, then the Allied Command Transformatid@T) decides whether to declare the
operational centre —in this case the Cooperativee€ypefence (CCD) COE (Estoritd)
what is called as a “Centre of Excellent€” The outsome in May 2008, was that the centre
of CCD was declared by NATO Allied Command Transfation as a ‘Centre of Excellence’
(CCDCOE).

5. Cyber-Defence put into the test: The Estonian Case.

The Centre of Excellence in Tallinn was primarilypported for two reasons: 1) It was
already scheduled by the time of its inaugurat®@amidea. Estonia would have been the host
country for such an operational centre. It had pseg as a newcomer to the Alliance to
establish the first operational international raijt centre ever, in NATO'’s history as an Ally.
2) Estonia had already been witness of modern aggrival warfare attacks in 2007. This
came as a result of Estonians removing the broteteesof a Red Army soldier from the
centre of Tallinn an honorary statue honouring dead of the Second World War. This
matter sparked social outrage between the 60-65%s dtussian Speaking, Russian native
population and the Estonian Governnié&ht It resulted to continuous cyber-attacks on
Estonia’s e-infrastructure public or private, naity or civilian. One year later in 2008, 7
countries according to the memorandum of undergsigntielped Estonia get full operational
capability (Germany Italy, Latvia, Lithuania, Sld&wa and Spain), which lead to its current
status. Current Status includes also the possihbilitevolving as the US in interested in
Joining; Turkey and Greece are in the middle dfiahng an evaluation of their needs on
whether or not to join this centre.

The cyber-attacks in Estonia, with a duration perad several weeks, in 2007, provided
nonetheless NATO with a motive. NATO was in fagihti on its judgment that: 1) Such an
operational centre was in fact needed 2) Its ojmaralt centre, it was decided, that it should
constantly be evaluating current and prospectiv@udons in warfare and more specifically
in Cyber-Defence.

Therefore, for this positive, for NATO, developmemt the matter of electronic warfare, the
centre looks like that it will become the leadirmqgemtional centre against any cyber-attacks.

Since the inauguration of its Co-operative CybefeDee Centre of Excellence (CCDCOE) in
Tallinn Estonia in May 2008, the 30 men group openal centre, initiated a mission and a
vision statement. Its raison d’ étre as statetioisesnhance the co-operative Cyber-Defence
capability of NATO and NATO nations, thus improvittge Alliance's interoperability in the
field of cooperative Cyber-Defence”. Its visiontes be “a primary source of subject matter
expertise for NATO in cooperative cyber-defencated matters™" .
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Core policy-creating by research and policy-presgnareas, are presented primarily at the
Supreme Commander Allied Command TransformationQBA by a request of NATO HQ
(Head Quarters) and by the North Atlantic Courldi\C) level. This includes:

“Doctrine and concept development
Awareness and training

Research and development
Analysis and lessons learned

XX

Consultation™".
6. NATO approaches issues relevant to cyber-security

For the concept of Cyber-Defence to be succestial,Centre for Excellence in Tallinn,
should continue to portray NATOs need for the ¢osadf a permanent, of major importance
core policy. On the'6and 7' February 2009, NATO’s Science for Peace and Sgc{B8PS)
sponsored a workshop entitled “Operational Netwaotglligence: Today and Tomorrow”. Its
overall purpose as stated was “to rethink preseategies and identify urgent measures to be
taken in order to minimize the strategic and ecanompacts of cyber attack8™.

NATO increasingly recognizes that organized cylitae&s seek to take advantage as is
stated “modern society’s dependence on sophisticaehnology in order to inflict serious
damage on economies and national secfity”

NATO is also of firm belief that there is an incseay need for the co-ordination of the human
factors related to the issues of electronic wayfaqgerational network, intelligence and
Cyber-Defence. Said that, NATO implies that all pleoinvolved such as systems and
security engineers, researches, officers dealintdp wetwork operations and operational
centers should be systematically involved at oghievels of discussion, under the form of
academic research. In turn, at this point the papeposes that this research could, if
applicable, be put under the central command atigodty of the Estonian Cyber-Defense
Centre with simoultaneous presentation of its auie® to the political and military

Commitees of NATO and under the auspices of theesmy General of NATO.

It is also important to stress that NATO’s levelashbition on the policy of Cyber-Defence
and at the general policy of electronic warfareusthioncrease. Current Academic research
should co-ordinate itself with practical work maateNATOs military operational levels. Said
that, NATO should and could do more on this mditer

1) Applying the outcomes both from the Centre otd&bence but also from the SPS at both
tactical but also operational levels of NATO maonces.

2) Applying Tallinn’s coordinated efforts outcomes Cyber-Defence in its operational
military centers that deal with the use of intengtsde forces and network centric operations
in warlike engagement operation.

3) The Allies involved at the Cyber-Defense cerdgh®uld consider inviting more Allied
member states to join, under the NATO co-operatform of ‘Voluntary National

Contribution (VNCY¥*", looking to a positive outcome that will be offérby the Centre of
Excellence on Cyber-Defence, in Tallinn Estonia.



4) By joint co-operation at the level of electromiarfare prevention, detection and reacti
onto attacks to member allied states, duplicatigmoticy can be avoided.

The NATO Summit Meeting in April 2009, proposed tw@jor issues: 1) The intention for a
renewed Security Concept and 2) a policy-creattmmégotiations amongst states, as well as
evaluation and policy implementation agenda for theewed Security Concept. While
NATO creates, a political and military agenda fauacessful renewed and viable dogma for
security, a new policy-implementation and operatlesirategic framework on the Cyber-
Defence Concept, should also be drafted and thenested under the framework of the
renewed Security Concept. Once accepted is shalthdluded at the as aforementioned
renewed NATO Security Concept. In turn, for thistteathis paper proposes:

1) New policies relating to practical operational aactical guidelines on how to achieve
full operational security in electronic warfarelde drafted as included at the Security
Concept.

2) At the same time as network-centric warfare has established its legal status of
engagement, the NAC or ACT should provide with tieeessary decisions to allow the
CCDCOE to evaluate and propose a legal guidelinenproper legal protection but also
operation within the framework of the wider NATQ#& operative environment.

3) Tallinn’s CCDCOE, should be supported by theatom of a purely military NATO
operational centre on electronic warfare (NATOCEWat will deal only with the
application of current CCDCOE research, towards shecessful and interoperable
engagement of NATO forces. It will be able to cete with other leading nations and
possibly non-Allied members that do support widetigies such as the fight against
terrorism.

4) Within the evolving strategy of NATO on Cyber-Deten the CCDCOE should
propose more Nations to get involved into the sttbyeatter. Political support is there.
The former Secretary-General Jaap de Hoop Sch@tféihat time still current) insisted on
supporting its creation. Accordingly, at NATO’s smmib communiqué in Bucharest in
April 2008, NATO reaffirmed its readiness to “prdeia capability to assist allied nations,
upon request, to counter a cyber att&€K”. In 2008 the US forces command stated that it
would not be involved at this level of operationesearch. However by February 2009,
the CCDCOE was informed that the US would becomeftaring nation under the VNC
(Voluntary National Contribution) clause, at the NA effort made for a joint co-
operation on Cyber-defense. At the same time, hukegressed its willingness to be
involved at the operational research of the CCDCYE As of the end of 2008, the
CCDCOE holds also the recognition of an internatioorganization, which offers the
centre’s ability to choose its partners but to alsden it perspectives depending on its
current needs and allocation of fufid$

7. Greece’s case on NATO policy of Cyber-Defence

Although Greece has not yet joined Tallin’'s CentfeExcellence against cyber-defence,
Latest developments, following the NATO summit @02, resulted to a joint consultations
and proposals workshop meeting of high level expeftNATO and General Armed Forces
Staff of Greece in Athens between thé"End 18" May 2009*". This was the 1. NATO
workshop on cyber-defence. It was hosted by Gré&smmeral Armed Forces and sponsored
by NATO’s NCIRC (NATO Computer Incident and Respa@apability).
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The aim was to present and provide an update on QI&\Tcyber-defence policy and
management aspects, NATO’s policy on cyber-defaparations, on its capability but also
project deployment. The aim was to initiate a désoon at the military level with the creation
of syndicate committees and to result to a positiiecome for both NATO and Greece on
how to deal and to this effect, examine the pokisibof Greece joining the Center of
Excellence of NATO and international organisation]allinn.

Greece’s is still far from joining a cyber-defencentre and even more joining in Tallin’s
centre of Cyber-defence. This abovementioned cgb&nce workshop that took place in
Athens in May 2009 was therefore considered essentipresenting the causes, the needs
and the burdens that Greece would be asked tod@ctuits military but also political agenda
if agreed to join. The first results are therefget to be presented once they are made
officially publisized. In the meantime, Greece’slipp of cyber-defence as NATO military
objectives are portrayed, do not formally apply Goeece’s current and formal military
objectives.

Greece is in the middle of re-allocating its miltagriorities in terms of symmetrical and
assymetrical threats as is ordered by its nationbtlary dogma. What ever the decision will
be, shall be a policy of full integration on therggective under the policy of NATO
interoperability of forces. As the Minister of Daf@e stated in his speech at the NATO
council on & February 2008, and one year prior to the n ABD2NATO summit, several
issues where discussed as well as the policy ofcgreis a vis NATO'’s cyber-deferf¢g".
The combination of a workshop in Athens one yetarla May 2009 headed by the General
Armed Forces of Greece and NATO, simoultaneousiygldeus to the initial outcome that
Greece is planning both at the national but alsd@ Q@Aevels to apply an interoperable policy
of a joint effort on the matter of cyber-defenceopiding any possibilities of duplication of
efforts as is also the statement made by NATO $mgré&eneral.

At the operational level the decision of the Gré&kme-Minister to apply more national
forces under the ISAF and NATO commands in Afghanisand in specific in Herat, entails
that in the effort of operational success netwavkcés should be interoperable but also
protected from any e-threats.

It is therefore the authors’ assumption that Gresmener or later shall be involved at a
military level at the tactical preparation and auibation of NATO to conduct simoultaneous
and joint operations at a defensive level againssible and world cyber-attacks.

Concluding Remarks:

In conclusion to this paper, the main aim was tdrpyg a recently new but important issue
that has been decided by NATO Allies, to develgmhbcy in regards to electronic warfare
and in specific Cyber-Defence. The creation of anc@pt of Cyber-Defense and the
inauguration of the Centre of Excellence for Cybefence in Tallinn Estonia, according to
the decision of the SACT at Norfolk Virginia, NAT® now challenging its current form of
Strategic Dogma that has been there since 200%. df importance to stress that NATO
Allies do widely accept now that a renewed Secu@ibncept that portrays all challenges of
the 21 century, is necessary. Within this renewedcEpt, we estimate that the policy of
Cyber-Defence and overall the policy of electrowarfare shall be mentioned. The question



is what and how the final decisions shall be madeether the actual current players on this
policy shall increase for an effective engagememtractical military operating environments;
will other allies such as Greece decide to offeirtbo-operation under any form such as the
VNC or otherwise instructed or decided, as wasntgelone by the USA and intended to be
done by Turkey to the CCDCOE? Will the CCDCOE fipakach its full operational pick?
Not withstanding the fact that a legal proceduik s¢eds to be drafted as to evaluate and
establish the legal scale and the wideness of tipesahat it should reflect.

During the course of this paper we estimated thateat developments shall lead the
CCDCOE to a full operational capability. It will fef robust results, in support of current
military man-handled operations. Nonetheless, whateeded to be clarified is NATO’s

intention for this current centre to offer its antees to the effort made by military operational
centres such as the ‘NATO Deployable Coprs’ in Gegén order to reach at an electronic
level but also the levels of the military, interogiility of forces.

It is thus the outcome and proposal of this papet this centre continues its efforts to
become fully operational: Once all administrativecidions have been taken for its smooth
operation and once all member allies such as Graexén full co-operation amongst each
other upon this matter, then the centre, shouldbéish a strategic and tactical plan of
operation and co-operation in the field of elecitomarfare.

This plan shall be in support to current preparetiof military man-made operations under
NATO forces, such as the preparation of the NREh&gh the latest has become into full
operational capability (Riga summit 2006), the NRFstill located at its preparatory and
rotating (country-wise preparation) basis levelshere interoperability is yet to be

accomplished.

By portraying such a subject we believe that thee collective interest for NATO members.
This subject relates directly not only to secuntgtters to a third party such as states but
rather to the well-operational environment of NAT@ces, as are offered by the Allied
States.

Greece is in the middle of a decision-making predésit is not yet to become official as
current risk assessments are been made. Greegashascently embarked on examing the
possibility of joining NATO’s policy of cyber-defee, according also to the ‘guide’ of
NATO'’s policy of interoperability of forces commaimaid operation. The results are yet to be
presented and then be evaluated. According to @ieeesponsibilities to NATO, its military
heads of Armed forces shall consider both posséslipositive or negative from this policy
evolution on cyber-defence. If Agreed to join th@&meece will do the outmost to take
initiatives for the best co-operation at the le@eNATO co-operation.

NATO is consider to represent the military moralues and the ethics of a collective

supranational alliance that works for the collegtinterests, which are to defend democratic
values, the rule of law and the respect of humgimisi That is why NATO changes and that is
also why NATO is required to change, to evolvedévelop and to expand current or new
policies such as matters of Cyber-Defence.

NATO is needed. It is a provider of security in fidllds. A preliminary assessment and a
critique on NATO'’s policies were made. During theurse of this paper we examined and
analysed the policy of Cyber-Defence and the cédd8reece. We proposed new practical,
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administrative, political ways of expanding NATOgeoational environment symmetrical or
assymetricall, in constantly changing security emvnent.
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Greek Foreign Energy Policy: Is It Conflicting with European Union Energy
Security Objectives?

Introduction

According to the United Nations General Secretaan Bi-moon, four crises are
currently under way. There is a food crisis, a eliencrisis, a financial crisis and an
energy crisig. The focus of this paper is on the latter. But ¢ocalscurate the world is
not facing as yet an energy crisis. What existayate characteristics of an imminent
crisis; One that directly affects the climate, tgeobal food production and
distribution and as a consequence the financiatesys There is still time for
humanity to move towards the right direction, hutai world of competitive nation
states how possible that is?

In this paper | am examining whether Greece’s gndiplomacy and policy choices
are conflicting with European Union energy relateglcurity aims. The transit
pipelines projects in which Greece participatesehaised questions on whether they
jeopardise European Union security of supply. Ideorto address that issue the
necessary conceptual framework needs to be sethenctlevant structure has to be
presented. Therefore, at first | am going to byiefiscuss the recent developments
and changes that are taking place within the iatgznal system. Then, | attempt to
define the European Union. Since the main questiamore about Greece than the
EU as an organisation | use concepts and assursgdtiom the neorealist theoretical
toolbox. Thirdly, | explore Greece as a nationestamd its foreign policy under the
condition of anarchy. Finally, the projects thaie€ase participates are presented and
discussed before providing the conclusions of y@ep.

Setting the Framework

As life is, the international system is in constah&inge. It is evolving continuously
and the new aspects and trends within it alwaydlesige the nation states, which
comprise the system’s fundamental units. The enthefEast — West geopolitiéal
and ideological rivalry, namely the Cold War, brbtigbout the rise of a new global
environment with different characteristics. The @®%ave been a decade where the
rapid developments in technology, communicationd ah international financial

! Introductory remarks at the 2009 Davos based, #M&conomic Forum.

2 The term ‘geopolitical’ refers to a branch of theience of Geography. Geopolitics deals with the
political, economic and strategic issues that ariice and shape the study of Geography. There @re to
many analyses recently that use the term and dgrmtide the necessary definitions. Others are
mistakenly identifying geopolitics to realism. Howee, all forms of realist thinking use the term to
describe phenomena referring to spatial politics. & general analysis see, Daniel Deudney (1997),
Geopolitics and Change, in Michael W. Doyle and J&hn lkenberry eds.New Thinking in
International Relations TheoryOxford: Westview Press, pp.91-123; and, ColitG&y and Geoffrey
Sloan (1999) edsGeopolitics — Geography and Strateggpndon: Frank Cass.

In this paper | use the term to describe systefmm@nge or foreign and security policies and strategi
in which geography plays a determinative role thesply influences decisions or limits choices.



interactions gave boost to the forces of globabsat Scholars like Francis Fukuyama
declared that the end of history had arrived wfele years later, others like Samuel
Huntington argued about the oncoming class ofizafions? A series of challenges
jeopardised national security forcing nation stateadapt to the new conditions. In
the post-Cold War era states not only faced ol@sypf threats but a series of new
ones like the massive movements of refugees, wliften leads to illegal
immigration, environmental pollution, internation&rrorism that identify itself
beyond state structures, the trade of narcoticseberdronic warfare to mention a few.
In September the 1Mof 2001 the world witnessed the terrorist attatlloQaeda in
New York. From that point onwards it was obviouattthe international system had
entered into a new phase signalling simultanedhg\ydawn of the Zicentury.

Since the end of the Cold War it became widely ptxthat the increased levels of
energy consumption and the negative environment@rmalities that these create
were putting nation states and humanity in genatrahe crossroads of history once
again. At the same time, rising global energy daeimaas followed by the need for
extensive investments, the deployment of more stighted technologies, the
inevitability for energy’s efficient use and by theed to access oil and gas fields,
which are located into remote and/or highly unstgialitically regions. According to
the International Energy Agency (IEA), on averagerld/ primary energy demand
grows by 1.6% per year for the period 2006 to 208tich translates to an increase of
45% (from 11,730 to approximately 17,010 Mtdeddditionally, the projections for
the investment needed to meet the rising demaruth i $26 trillior” These trends
are alarming and co-operation among governmentgasatdination of their actions
seems to become a necessity. But in a world anidtarnational system, where the
nation state prevails as a fundamental unit, howsibte that is? International
institutions as other units of the same system hasreased their number and scope
of action. But again, have they reached these devkkxpansion, development and
strength that nation state’s power is seriouslyled®

In this paper Greece as a nation state is discumsedts foreign policy choices are
examined by giving attention to its energy relatdgglomacy and actions, and to the

% By globalisation | refer to the process where rimttions among peoples and societies increase in
number and complexity due to the elimination oridaminimisation of distances, borders and of
physical and non-physical barriers. World is natirsgle place but is rapidly perceived as one due to
the tremendous development of communication tecigyohnd of the global movements of finance.
There is an ongoing debate about the nature, degistcs and the definition of globalisation.
However, since neo-realism will assist us in exptag Greek foreign energy policy choices, it has to
be noted that for realists in general globalisatisna trend within the international system does no
eliminate the security considerations of states. tlin contrary it increases them as new security
challenges arise.
* Francis Fukuyama, (1992Jhe End of History and the Last Madmndon:Penguin; and, Samuel P.
Huntington, (1997)The Class of Civilizations and the Remaking of W@rtder, London: Simon &
Schuster. When Francis Fukuyama declared elnid of history his thesis had been that liberal
democracy and free trade had triumphed over othmrd autocratic) forms of politico-economic
organisation. He argued that as a result humaraty moving towards a specific end, namely, a world
with democratic nation-states, with open sociegied liberalised economic structures. On the coptrar
Huntington despite being influenced by the reaidtool of thought, he used constructivist analytica
tools, such as culture, ideas and identities agdeat that in the Zicentury we will witness conflicts
among the planet’s major civilizations.
Z International Energy Agency (2008),orld Energy Outlook 200&aris: OECD/IEA.

Ibid.



impact these actions and policies have on Europiaon’s energy security policy
framework. Energy security as a term may have etyaof definitions. It depends on
whether someone examines it from a supply sideoon fa demand side. An exporter
of hydrocarbons focuses on security of demand,enéil importer is interested in
guaranteeing its energy supply security. The latiéonal Energy Agency defines the
term security of energy supply, “as the availapitif a regular supply of energy at an
affordable price.” However, this definition does not cover all aspenid dimensions
of energy security — or even of supply as in tlasec— and this reveals the level of
complexity any analysis on the issue may face.dfare to examine energy security
issues it is needed to identify first the areasreltlee research is focused on.

Apart from supply and demand we need to make @ndigin between the types of
energy sources such oil and gas or primary enargpgtwveen types of energy such as
nuclear energy, renewable or electricity and themd use associated issues.
Furthermore, special attention is needed to be @aithe physical, the economic, the
political, the social, the environmental and thenperal, namely short-term, long
term, dimensions of energy security issues andhether the analysis focuses on the
local, national, regional or international/globaVél® Here, the focus is on Greece’s
foreign energy policy choices and on the impacsehpolicies have on European
Union. Therefore, in the case of Greece, as a,datéthe European Union (EU) as
union of states, which have given part of theireseignty to five main institutions,
the focus is on energy supply security. In the adgRussia, which is also discussed,
the focus is on the demand side of its energy #gcur

Another crucial factor is that from an InternatibrlRelations perspective the
overwhelming majority of the discussions within treious international forums and
institutions over the past two decades, startirgnfthe first Gulf War'? are about

energy supply security issues. As a consequendgietey Hem points out, the energy
policy of the nation states has become to largerdd foreign policy since the vast
majority of hydrocarbon reserves are located iratile! areas Moreover, various

state-owned national companies, such as Gazprdsauai Aramco, continue to hold
the bulk or all the reserves of their respectiventoes®? In today’s world energy

policy and foreign policy are interrelated. Thisedonot imply that all aspects of
energy policy are linked to foreign policy nor vieersa. It does imply though that

" International Energy Agency (200T)pward A Sustainable Energy FutuRaris: OECD/IEA.

8Ani|, Markandya, Valeria, Costantini, et al. (JuB805), Security of Energy Supply: Comparing
Scenarios From a European Perspecti&M — International Energy Markets, NOTA DI LAVORO
89.2005.

° The European Union is primarily composed of fimstitutions, which are the European Commission,
the European Parliament, and the Council of the & ,European Court of Justice and the European
Court of Auditors.

1% Namely the Gulf War of August thé®1990, which was triggered by the Iraqi invasiorKtowvait
and led a coalition of states under the leadershipe United States and with the authorisatiothef
United Nations Security Council to liberate the eat@ from Irag. The invasion and the annexation of
Kuwait were changing significantly the balance ofygr in the already unstable region of the Middle
East and were threatening the flow of the staté’supplies to the international markets. This tiohf
also signalled the beginning of the post-Cold Whderinational order, or better to say the post-Cold
World international system.

" Dieter Helm (2007), Introduction: The Return ofeEgy Policy in Dieter Helm, ed.The New

Energy ParadigmQxford & New York:Oxford University Press, p.1.

12 |bid. Also see, Valerie Marcel, (200&)jl Titans — National Oil Companies in the Middla<,
Brookings Institution Press: Royal Institute ofdmiational Affairs.



major aspects of a state’s energy policy are irmated within its foreign policy

designs. At the same time, dealing with energyessand their economic and
environmental aspects have become today one gbrtbgties in the foreign policy

making of nation states.

In order to examine Greek foreign energy policyecbyes and discuss their impact
on European Union three main states have to be takder consideration; these are
Russia, Turkey and of course the United States. Him@pean Union seems to be
dependent on Russian energy sources, views Turkegpna of the key transit

countries in its periphery and since the end ofSeeond World War was depending
more or less on the United States for its secwvitych led to the development of a
trans-Atlantic community. But what is the Europa&amon and which are its energy
security objectives?

The European Union, Theory and the interplay of Enegy and Security

The European Union is an international organizatomposed of 27 member states.
The characteristics which make the EU a unique sagdy in international affairs are
the liberal democratic governance, the free-maskientated economy, the protection
of social values and of human rights and the excgteof the concept of an integrated
security community. The term ‘security communitynplies that a group of states
within a certain geographical area have achievg tavel of co-operation and non-
institutionalised collaboration. As a consequenice settlements of disputes and
conflicts among them are reached through comprgmisiethrough the use of force.
According to Karl Deutsch high degree of transnaldinks and networks among
societies can make resorting to war, as a confésblution mechanism, a highly
unlikely option®® Till the end of the Second World War the Europeantinent had
been one of the most — if not the most — confladieén regions of the planet. After the
second largest world-wide war European leadersitge8eir differences in the way
they viewed national sovereignty argued about a kihunity for Europe. Winston
Churchill argued at Zurich University in Septemld&46 in favour of a “United
States of Europe” led by France and Germany. AtghoGhurchill did not directly
include the United Kingdom into his project, hisoefs led to the Hague Congress of
May 1948 and to the founding of the Council of Ehgan 1949 In 1950 France’s
Foreign Minister Robert Shuman and Jean Monnet gaeg the creation of the
European Coal and Steel Community, which was astedd by the Treaty of Paris in
1951. It was a major effort to integrate the coadl ateel industries of France and
Germany, namely the two industries vital for thekmg of war. Monnet was
influenced by the functionalist theorising of Dawitrany.> Mitrany argued that
enhanced co-operation and greater interdependemosga countries can lead to
peaceful relations but the necessary prerequisités what the links and the
collaboration should come mainly from their teclahiexperts, not from their
politicians. Close to the 1960s Ernst Haas develofe neo-functionalist theory
which although is based on functionalism he rejelots politics can be separated

13 Karl, W. Deutsch et a. (1957Rolitical Community and the North Atlantic Are®rinceton:
Princeton University Press.

4 Brent F. Nielsen and Alexander C-G. Stub eds. 4).9%he European Union — Readings on the
Theory and Practice of European Integratidtondon: Boulder, p.5.

15 David Mitrany (1966)A Working Peace Systef@hicago: Quantrangle Press; David Mitrany (1975),
The Functional Theory of PoliticsdNew York: St Martin's Press; Jean Monnet (1978gmoirs,
London: Collins.



from Mitrany’s technical co-operation. He proposetkgration should be based on
the co-operation, mutual assistance and collalworati self-interested political elites.
For Hass, the integration process occurs whentfpaliactors are persuaded to shift
their loyalties...toward a new centre whose institosi possess or demand jurisdiction
over the pre-existing national staté8.Neo-functionalism suggests that this process
of integration depends on the notion of ‘spill dvereaning that increased co-
operation in one area enhances co-operation in miey different areas as wéfl.

However, even though the 1950s and the early 1968stern European states started
co-operating, the limitations of France’s natiosavereignty made Charles de Gaulle
to oppose increasing interdependence. These deweldp forced neo-functionalist
theorists to realise that “...theory of regional griion should be subordinate to a
general theory of interdependenc®.Interdependence is a condition where the
actions of one state have direct or indirect imgacother states. As a process it is
linked to the phenomenon of globalisation. Espégialfter the end of the Cold War
the integration of national economies into the rméional financial system, the
expansion of a worldwide market and the technoldgievolution in all forms of
communication have to an extent reduced statefityaly completely govern their
affairs. For the liberal theorisifigsince the late 1970s the world was rapidly enterin
into a new historical stage as the changing intevnal conditions were challenging
national sovereignty and state security. Roberthéee and Joseph Nye developed
the concept of “complex interdependence,” whichergfto conditions within the
international system that make international reteti becoming more like domestic
politics. The main characteristics of “complex nmdependence” are the rise of
transnational actors that constantly enhance tb&rwithin the state system, the use
of military force becomes less relevant as ingtnal instruments can be more
effective, and, states are more focused on lowipslinamely welfare issues than
high politics, such as national secufifyThe post-Cold War euphoria that brought
about the collapse of the Soviet Union and the apref democracy in former
communist states gave boost to the neo-liberalitutisinalist theorising of
international relations.

Neo-liberal institutionalists consider the stateajor actor within the global system
but they support that it has significantly minindsés influence due to the existence,
rapid expansion and evolution of international itn§bns and non-state actors. The
anarchical nature of the international system isogeised but the presence of
international institutions and regimes can decre@seffects on state behaviour. In
other words, co-operation among states is not ueaable. Unlike the realists they
do not perceive international politics as a zenm iame and argue that by enhancing
the notion of interdependence and the economitisalamongst states, societies are

% Ernst Hass (1958)The Uniting of Europe — Political, Social and Ecamio Forces 1950-1957,
Stanford: Stanford University Press, p.16.

" Robert Jackson and Georg Sgrensen (206fhduction to International Relations — Theoriasd
Approaches3rd ed., Oxford: Oxford University Press, p.104.

'8 |bid, at p.105; Also see, Ernst Hass (1976), TlemiuFields and the Theory of Regional Integration,
Vol.30, No.2,International Organizationp.179.

19 Liberal thinking includes a variety of theoriexkuas, Liberal Internationalism, Idealism, Neo-file
Institutionalism. Integration theories such as Riemalism and Neo-functionalism belong to this
school of theorising.

% Robert Keohane and Joseph Nye (19P8)er and Interdependence — World Politics in Titms,
Boston: Little Brown.



driven to more liberal democratic and free marketgyples of organization. The end
result would be a world of liberal democratic ssatkess likely willing to resort to
force, to solve their differences.

In addition, neo-liberal institutionalism claimsathstates are more interested in
absolute rather than relative gains, as neoreafigpports. In terms of security,
collective action should prevail to unilateralisfFor neoliberal institutionalists the
response to the Iragi invasion of Kuwait on Augthgt 2° 1990 was a characteristic
example of collective security in the post-Cold Vetea®*

For neoliberal institutionalist theorists, with teaed of the Cold War humanity had
reached a point where political and economic irgpethdence is a reality and that the
nation state was becoming less and less significBingé forces of globalisation
constantly change the international system and sxpgbe nation state into new
challenges, opportunities and threats. By globitisaare meant “the processes
whereby social relations acquire relatively distafess and borderless qualities, so
that human lives are increasingly played out inwheld as a single place?® The
expansion of global markets, of global communicajcand of global threats and the
fact that an event happening in one part of theldvoan affect the processes in
another, reveal the main aspects of' 2&ntury life. In the era of globalisation the
nation state has lost some elements of sovereigmy was characterising the
Westphalian state system. Globalisation is a psagkich nobody denies that occurs
within the system and influences all the politicaeomic and social interactions.
However, the level of these influences as wellh@sarigins of this process is greatly
debated in the literature. For example theoriske IMartin Khor argue that,
“...globalisation is what we in the Third World haver several centuries called
colonization.®

With regard to security, as | mentioned before ligeral institutionalists argue that
economic well being is of more importance now thalitary might. Extending this it
could be argued that national security is betteargoteed when a state is
economically developed and its society is finamgjapolitically and culturally
evolved. They emphasise on the phenomenon of gperttience and claim that states
need to develop strategies and forums for co-ojperawver a whole set of new issues
and areas that unilateral approaches would be oessiul?* An example here can be

% The policy of economic sanctions against Irag,dbestant political pressure the Iraqi regime faced
through the United Nations organisation and ‘OperaDesert Storm’ that ousted Iragi forces out of
Kuwait comprise primal example of collective setgumechanisms.

22 Jan Aart Schotle (1997), The Globalisation of WdPblitics, in Baylis, J. and Smith. S., edghe
Globalisation of World Politics — An Introductiom World Politics New York: Oxford University
Press, p.14.

% |bid, at p. 15. For more on the phenomenon orgssof globalisation see, Paul Hirst and, Graham
Thompson (1996)Globalisation in Question: The International Econprand the Possibilities of
Governancg Cambridge: Polity Press; lan Clark (199Jobalization and Fragmentation —
International relations in the 20 Century New York: Oxford University Press; Jagdish Bhatiwa
(2004),In Defence of GlobalisatiqgrOxford University Press, New York.

% For more see, Robert Keohane (198¥fter Hegemony: Cooperation and Discord in the \&forl
Political Economy Princeton: Princeton University Press; Robert k@ (1989) edInternational
Institutions and State Power: Essays in InternagioRelations Colorado: Boulder; Robert Keohane
(Spring 1998) International Institutions: Can ladependence WorkXoreign Policy pp. 82-96;
Robert Keohane, Joseph Nye, and Stanley Hoffmall#93) eds.After the Cold War: International
Institutions and State Strategies in Europe, 198911 Harvard: Cambridge University Press; Robert
Keohane (2002)Power and Governance in a Partially Globalised VdptNew York: Routledge. For
Nye see, Joseph Nye (200Bhe Paradox of American Power — Why the World'syCBliperpower



the global environmental problems. Co-operationemnanarchical conditions can
exist if the process is facilitated by the estditient of regimes. Regimes have been
identified as “...sets of implicit or explicit pringies, norms, rules, and decision
making procedures around which actors’ expectatmrs/erge in a given area of
international relations®® Neorealist and neoliberal institutionalists dissgmwhen
they assess international regimes. The assumgtainttiey share is that regimes are
able to promote international ord8rOne of their differences is that for neorealism
regimes enable states to co-ordinate whereas faibeeal institutionalism regimes
enable states to collaborate and promote the conynod?’

Although for neo-liberal institutionalists the mdematures of the international system
change, for neo-realists the change occurring do¢fundamentally alter the way
states act within the anarchical environment ngnificantly enhances the prospects
for co-operation amongst theth.

The European Union, as it is in its current formgswestablished by the Treaty of
Maastricht in 1993 and it is composed of 27 mendiates. As a case study it is
unique because of the level of political and ecoiomtegration amongst its
members. The creation of a single market in theneeuc sector and
multidimensional co-operation in many other areaskenthe European Union a
unique case study in international relations. Nberal institutionalists claimed that
institutions within the EU helped it to absorb #fecks of the sudden end of the Cold
War and the reunification of GermaffyOn the contrary, neorealists argued that the
end of the United States-Soviet Union rivalry waling more instability within the
European continent. Neorealist thinking is thattf®escond World War peace in
Europe was established because of the balancenermmnditions that existed within
the international system. The system’s bipolaritye distribution of military power
between the United States and the Soviet Union,thaduclear arsenals that both
possessed, had been the reasons behind this ecitdivility.

For neorealism the focus and research interest the structure of the system itself,
where the nation states are born, interact andTdlie.system’s most important units
are the rational nation states but their actiores lemited and constraint within an
anarchical international environmefitRecent neorealist thinking can be categorised

Can't Go It Alone Oxford: Oxford University Press; Joseph Nye (20&bft Power — The Means to
Success in World Politicdew York: Public Affairs.
% Stephen D. Krasner, (1983) ehternational RegimesNew York: Cornell University Press, p.2.
% Richard Little (1997), International Regimes, @hd Baylis and Steve Smith edshe Globalisation
gf World Politics — An Introduction to World Poti§ Oxford: Oxford University Press, p.233.

Ibid.
% For a general understanding of the debate betweerealism and neoliberal institutionalism with
regard to the issue of co-operation and for amaew of the main theorists see, Robert Jervis
(Summer 1999), Realism, Neo-Liberalism, and Co-afi@n — Understanding the Debate, Vol.24,
No.1, International Securitypp.42-63. Jervis supports the realist school hist article offers a good
understanding of the issues and the scholars iadadlv the debate. Also see, David A. Baldwin (1993)
ed.,Neo-Realism and Neo-Liberalism — The Contemporapdde New York: Columbia University
Press.
% Robert Keohane (1993), Introduction — The Endhef €old War in Europe, in Robert Keohane,
Joseph Nye and Stanley Hoffman edifter the Cold War: International Institutions arftate
Strategies in Europe, 1989-19%arvard: Cambridge University Press, pp.1-23.
% See, Kenneth N. Waltz (2001ed.), Mahe State and War — A Theoretical Analyiew York:
Columbia University Press; and, Kenneth N. Walt37@), Theory of International PolitigsNew
York: McGraw Hill.



into two sub-schools, namely that of defensiveisealand that of offensive realism.
Defensive realists argue that states behave aggghsbecause the structure of the
international system forces them to compete forgrowhis does not imply that states
are necessarily mean and immoral. Defensive reassumes that in order to survive
in anarchical conditions, the best way is to becpawerful. Furthermore, defensive
realists claim that states may seek power but tmign extent, because if they seek
too much it can be destructive.

John Mearsheimer, who is the main theoretician ftgngive realism, agrees with
defensive realism that the structure has strongcefin the behaviour of states and
that anarchy makes them highly insecure. Offenseaism accepts that states’
insecurity causes security dilemmas which give tigesystemic instability and
conflict. Security dilemma as a term implies tha aictions of state A to enhance its
security by acquiring weapons alarms a neighbouwstate B, which perceives state’s
A policies as threatening to its own security. Tésult is that state B will follow the
same process which will create zero sum game donditand inevitable instability.
The difference though the two sub-schools havéfénsive realism’s assumption that
states seek hegemony. Realist scholars pay attetttithe use of force and to the
military power that a state and especially a gpeater, possesses. Offensive realists
argue that military power is a means for a statgoiminate the system. A state would
seek hegemony mainly on a regional level becaugedifl so the others would be
incapable to wage war on it. Waltz would disagréh this assumption because when
a state becomes so powerful the other states tialhat to balance it. Ifthe Tragedy
of Great Power PoliticsMearsheimer asks, a) what causes states to cenipet
power?, and, b) how much power do states want2hdnfirst question classical
realism assumes that human nature forces statssripete, whereas both defensive
and offensive realism theorise that the answeousd in the structure of the system.
In the second question defensive realism arguestages do not seek so much more
power than they already have in contrast with boéssical and offensive realism,
which claim that states aim to maximise relativevpohaving as their ultimate goal
hegemony*

Moreover, for neorealism international institutiog® units within the international
system but their role is not as crucial as neddilsedescribe and argue. States do
operate through institutions as well but the caudasar and peace have to be traced
in the balance of power or better say in the wayegyds distributed in the system. As
Mearsheimer remarks, the great powers in the systeate and shape international
institutions, “...so they can maintain their sharevofld power, or even increase it..,”
adding that, “...the balance of power is the indepandariable that explains war and
institutions are merely an intervening variabléhia process®

In addition, Joseph Grieco, points out that neerhb instititutionalism gives too
much attention on absolute gains and neglects th@tphenomenon of cheating as
well as the importance of relative gaiisGenerally, although for neo-liberal

#John Mearsheimer (2001}he Tragedy of Great Power Poliic New York: W.W. Norton &
Company Inc.p.22.

32 John Mearsheimer (Winter 1994-1995), The Falsemi@® of International Institutions, Vol.19,
No.3,International Securityp.13.

% Joseph M. Grieco (1993), Anarchy and the Limit€obperation — A Realist Critique of the Newest
Liberal Institutionalism, in David A. Baldwin ed.Neo-Realism and Neo-Liberalism — The
Contemporary DebateNew York: Columbia University Press, p.118. Forrealist view on the
European Union as a case study see, Joseph M.oQfi685), The Maastricht Treaty, Economic and
Monetary Union and the Neo-Realist Research Progm@nVol.21, No.1,Review of International
Studies and, Joseph M. Grieco (1996), State Interests labernational Rule Trajectories — A



institutionalism the existence and expansion adrimational institutions deeply affects
the prospects for co-operation amongst statesenbsm stresses that their influence
is just marginal.

Within the energy sector European Union states hmeen co-operating since the
process of liberalization of electricity and gasrkess is under way, research and
investments in the renewable energy sector isiflburg and various nuclear projects
are under consideration. Additionally, efforts tanmmise the energy’s consumption
negative environmental externalities are being nauksteps for its efficient use are
constantly taken. In the European Union’s summgpring 2007, it was decided that
by 2020 the main energy policy targets would be 20&tease in energy efficiency,

20% reduction in greenhouse gas emissions and 208evgy should be produced
from renewable sources. These measures along wWlittr @nes, which included

nuclear energy, the establishment of trans-Europesiworks and investments in

research projects were described by the Energypearo Commissioner Andris

Piebalgs as “...a new industrial revolutioff.Furthermore, European Commission
President José Manuel Barroso pointed out that,dergy policy was a core area at
the start of the European project. We must nowrneitito centre stage®™

Despite the intentions and the setting of targe& gy security has become one of the
most crucial issues in the foreign policy agendaalbfnation states. Although the
energy mix is changing, oil and natural gas wikjen dominating the fuel (energy)
market over the period 2000-2030. At the same tinatural gas it is estimated to
have a 30 percent share of the total energy matktie European Union member
states just like other major or minor powers arotiveglobe are facing the pressure
of an oncoming energy crisis. The main reasons thee rapid growth in the
consumption of energy and the declining amount yafréicarbons that reaches the
international markets either due to lack in refjneapacity or for geological and
geopolitical reasons. Moreover, the recent oil goriecord highs accelerated the
phenomenon of energy insecurity of supply. Curgettie price of oil has dropped
due to the autumn 2008 international financialisriBrom almost $150 per barrel of
oil in July 2008 it reached lows below $35 per bhin December the same year.
However, the lack of investment and the constaatirier energy consumption for the
production of goods and services and for the welhdp of societies have started to
increase the price again. According to Nobuo Tan#ka Executive Director of the
International Energy Agency fossil fuels will conge 67% of energy consumption
till 2030.3” Furthermore, Deutsch Bank estimates that the pficél will reach $65 in
2010 from $50 in June 2009.

These factors show that not only energy securitstantly increases the concerns of
nation states but also show that in a world whetermational anarchy co-exists with
forms of organised interdependence, the forcesoedperation will conflict with

Neorealist Interpretation of the Maastricht Treatyd the European Economic and Monetary Union,
Vol.5, No.2,Security Studies
3 European Commission (200%ommission Proposes an Integrated Energy and Cén@tiange
Package to Cut Emissions for the®2Century IP/07/29, European Commission Press Release, 10
January, http://europa.eu/rapid/pressReleasesAdt@reference=1P/07/29.
35 i

Ibid.
% Adam E. Sieminski (2005), World Energy FuturesJan H. Kalicki and David L. Goldwyn eds.,
Energy and Security — Toward a New Foreign Politat8gy, Washington DC: Wilson Centre Press,
pp24-25.
3" This was claimed by Nobuo Tanaka, the Executivedor of the International Energy Agency, at
the St. Petersburg International Economic Forurthén3" of June 2009. Source: Reuters.



unilateral approaches. Two points have to be maaste. hFirst, there is not any

physical shortage of oil and gas. There are vasturees ready to be exploited in the
Middle East, in Russia and Central Asia, heavyimilCanada and Venezuela and
recent findings, like the offshore giant field imagil, to mention a few. The problem

is that supply will not be able to meet demand he future due to capacity

constraints. In other words the main problem liashow to make these resources
available to the market. The second crucial pagnthat energy independence is
unachievable. Energy specialists and internati@ilatompanies’ executives agree
that a nation state must take measures to enhtmeaergy security but a policy of

achieving energy independence is not feasible.lllgjre last factor that needs to be
mentioned is that the bulk of oil and gas reselw&sng to national oil companies.

Price of oil increases can have macro-economic @éinpa a states’ economy leading
their governments to pursue policies of greatarirgntion in their energy sectofs.

It is estimated that by 2030 70% of European Uremergy consumption will be
covered by importd® However, as with the formulation of a common fgreiand
security policy, a viable agreement among memlaestthat would create a common
energy policy has not been achieved yet. Membdesstseem to pursue the main
aspects of their energy policies independently. édwer, two non-European Union
states are playing significant role in its suppbcwity considerations. These are
Russia and Turkey. Russia is seen as a major sumblgas and secondary of oil but
since Putin’s first administration till the presetay is gradually regaining its great
power status partly because of the exploitatiomtokenergy sources, which in turn
leads Russia to adopt a more realpolitik approadtsiforeign policies. Turkey due to
its geographical location is seen as a vital ttastsite for the supply of oil and gas.
One way to access the oil and gas supplies of Rudse Caspian Sea and of the
Middle East is through the use of transit pipelin@arrently the EU has one policy
with two dimensions in order to safeguard its syppthile it attempts to develop
political and economic links with Russia is simakausly investing in pipeline routes
that by-pass it° According to Mark Leonard and Nicu Popescu of Ehgopean
Council of Foreign Relations, European Union mengiates can be categorised into
five groups with regard to their relations with Rias These are the “Strategic
Partners” such as France, Germany, Italy and Sp&ese countries are developing
special relations with Russia that occasionallyarnmdne common EU policies. There
are the “Friendly Pragmatists” like Austria, Belgiy Bulgaria, Finland, Hungary,
Luxembourg, Malta, Portugal, Slovakia and Slovemnihp have close relations with
Russia and tend to give priority to business irgisréhan political ends. The third
group is the “Frosty Pragmatists,” like Czech Réjpulienmark, Estonia Ireland,
Latvia, the Netherlands, Romania, Sweden and thietrKingdom. These states
although they do promote their economic intereste Russia and tend to speak out
when the latter seems to have an aggressive behlaasoduring the Russo-Georgian
War of August 2008. Fourth, is the group of “Newld€a&Varriors” composed of
Lithuania and Poland that have hostile relationghviRussia and are able of using

3 paul Stevens (2008Jhe Coming Oil Supply CrunctA Chatham House Report, London: Royal
Institute of International Affairs, p.8.

% Green Paper (2006)\ European Strategy for Sustainable, Competitivel &ecure Energy
COM(2006) 105, 8.3.2006, final, Brussels.

% For more on energy security and its dimensions Bemiel Yergin (2005), Energy Security and
Markets, in Jan H. Kalicki and David L. Goldwyn edsnergy and Security — Toward a New Foreign
Policy StrategyWashington DC: Wilson Centre Press, pp.51-64.
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their veto power to prevent a series of negotiatibatween the EU and the Russian
Federation. Fifth, there is the “Trojan Horses” grdormed by Greece and Cyprus.
Greece and Cyprus the report argues that frequdefisnd Russian interests within

the EU and are willing to veto common EU positiansl policies'

The main argument of this paper is that classifyBrgece and Cyprus as a “Trojan
Horse” within the European Union is unfair and mégling as it does not include

national security realities and balance of powetdis found in the geographical

location where Greece and Cyprus are placed.

Greece’s National Security and Energy Policy Choise

Greece has been a member of the EU since 1981e 8iea its foreign policy has
been determined mainly by three different factnesnely the relations with the EU as
an international institution in which Greece papttes, its relations with Turk&y
and the country’s relations with the Balkan regespecially after the demise of the
communist regimes from 1990 onwards.

Greece’s patrticipation in the EU has benefiteddbentry in many ways. The most
important aspects have been the strengthening eéddts democratic institutiots
and the new security framework offered by the Eddexnwhich the costs of a major
Turkish expansionist action would be perceivedraattack to a European Union soil.
However, Greece is located within a region in whititrany’s and Hass’s integration
concepts border with Morgenthau's and Waltz's bedaof power principles and
conflicting states’ interests. Turkey is Greece’aimexternal threat. Three are the
main reasons why Greece perceives Turkey in thgt Wwat, there are the Turkish
claims with regard to the status of the Aegean&@wehlarge parts of it that are under
Greece’s sovereignty, secondly, the Turkish invasimd occupation of 37% of
Cyprus’ territory and third, the Turkey’s hegemoaititude in the region of South
Eastern Mediterranean and South Eastern Europkoddh Greece enjoys a certain
level of security through its participation inteetEuropean Union within an anarchic
international system, states can only rely on tledwes for the preservation of their
interests, their territorial integrity and for theafeguarding of their national
sovereignty. The crises of 1987, of Imia in 1996d @he constant violations of
Greece’s airspace are reminders that great powdrstaer minor in power states that
enjoy EU-membership status, do not have as yetrarmmm policy developed able to
guarantee Greece’s or any other member state’snadtsecurity. We also have to
remember that only recently Greece obtained comiawath borders with another EU
country. Since the end of Cold War both the inteomal and the regional
environment where Greece is located are constahtipging offering simultaneously
opportunities and threats to the country. One efdéntral features of the politico-
economic interactions that were taking place withim geographical area that extends
from Europe to Central Asia is the transport ofasll gas resources through the use
of pipelines.

*1 Mark Leonard and Nicu Popescu (November 208®pwer Audit of EU-Russia Relatioi®licy

Paper, ECFR/2, European Council on Foreign Relation

http://ecfr.3cdn.net/1ef82b3f011e075853 Ofm6bphdiv.p

“2 The Turkish-Greek relations involve the interastidetween these two states on the one hand and
the security dynamics within the Greek-Turkey-Cypiiangle on the other.

“3 From 1967 to 1974 Greece suffered from a militdigtatorship which destabilised the socio-
political system and finally collapsed with the @son of Turkey in Cyprus.
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Greece is currently involved in three major pipelprojects'* These are the Burgas-
Alexandroupolis oil pipeline, the South Stream gaseline and the Turkey-Greece-
Italy gas inter-connector. All projects are aimingenhancing the energy supply both
of Greece and of the European Union.

Transit Pipelines — The Case Studies

A common mistake in many analyses on energy sgcthidt discuss the use of
pipelines is that the main definitions and clagfions are not being offered. Transit
pipelines are lines which cross a state’s soverg&gritory to get the hydrocarbon
resource to the market. Sovereign territory refeos national or regional
administrations that have the power to cancel aeeagent. The geography of Central
Asia dictates the use of pipelines for the trantspboil and gas. Pipelines are highly
efficient and their efficiency depends on the sifepipeline and the length of the
hole. The capacity of a pipeline is approximateaigportional to the 2.5 power of the
diameter of its hole, while the capital cost is tqudirectly proportional to the
diamete*® As a consequence the pipelines with larger dianteted to have lower
average total costs for the same utilization fattofrherefore, pipelines are
characterised by very large technical economiexalie and as economists remark, in
pipeline economics “big is beautiful.” Furthermofegm an economic point of view
one big pipeline carrying a certain volume betwega points is far more efficient
than two pipelines carrying the same voluth&he huge economies of scale that
characterise pipelines imply very large capitakstiments, which in turn lead to fixed
costs and lower variable costs. In pipeline ecowsrifull is beautiful” as well. When

a pipeline is constructed then capacity utilisatismecessary for its profitability,
which means that if capacity throughput of a pipelfalls, then the average cost of
throughput rises. When this situation occurs, tperation of the pipeline system
becomes significantly less profitable. Thus, asl Béevens argues, security of supply
with respect to throughput is vital if it is to heaa profitable operation of the pipeline
system®® Therefore, when a pipeline is being designed fherator always seeks to
ensure long term agreements and contracts witlpribducers due to his security of
supply concerns. However, these contracts are la@tya respected mainly due to
greater politico-economic reasons. The large nurobelisagreements and breaches
of contracts in the past has led pipeline operatmrsontrol at least one end of the
pipeline. In that way they secure supply and kdep aperation profitable. Paul
Stevens supports that “...ownership of the pipeliseally reflects the ownership of
the oil and gas that is being produc8d®n the other hand, pipelines tend to be
natural monopolies just like the transmission aistribution wires. This means that
between two points only one pipeline is desiral@ednse otherwise — for example, in

“ The energy related projects in which Greece ppeies are more than these three pipelines.
However, the focus of this paper is only on thepgditical considerations, the economic parameters
and the security implications that these threesitaipelines have on Greece and the European Union
For a brief but comprehensive analysis see, Kdfdasis, Greece’s Energy Security Policy — Between
Needs and Geopolitical Imperatives, in Antonio Mang (2008) Energy Security — Visions from Asia
and EuropelLondon: Palgrave MacMillan, pp.69-83.
“5B. McLellan (Summer 1992), Transporting Oil andsGaThe Background to the Economics, Vol.7,
L\éo.Z,OiI and Gas Finance and Accounting Journal

Ibid.
*" Paul Stevens (19997 History of Transit Pipelines — Lessons for thetufe, Seminar Paper
University of Dundee: Centre for Energy Petroleurd Mineral Law and Policy, p.5.
“8 bid, at p.6.
9 Ibid.

12



case you have two pipelines for security of supm@gsons — the whole system

becomes much less profitable. The construction seeond pipeline makes both

pipeline projects inefficient compare with one withge economies of scale. The use
of one pipeline with large diameter makes absatgtnomic sense. In reality though,

the nation states do not always solve their statgdte issues in a peaceful way and
as a result the construction of multiple pipelitedges place.

As | mentioned earlier, when a pipeline is crossingther territory either national or

interstate is called transit pipeline. Since ie@nomically better for the operator to

continue operating the pipeline system even incdee that the whole operation is
less profitable or just making loss@sthe bargaining power rests with the transit
country. The latter can pressure either politicallyeconomically in order to increase

profits, namely the transit fees. This may happecahbse the transit state knows that
the operator would prefer to continue operatingttiasing the pipeline system.

Another issue that needs to be mentioned is tlasprort of oil and gas differ.
Transporting gas by using pipelines implies thaggbr diameters and greater
compression energy are requirédThe compression of gas has higher costs in
comparison with the pumping of oil for various tewal reasons. Furthermore, gas
pipelines need high pressures to be economic beagas is a “high volume” “low
value” hydrocarbon. This means that high pressurgigles economic transportation
costs>? Finally gas cannot be stored or shipped in contrith oil, and the product to
be transported per day is usually determined bysétler in case of oil and the buyer
in case of ga¥® Gas can be transported by tankers in the formN® |- liquefied
natural gas — but that is not an option in thisecas which pipelines instead of
tankers are able to transport gas form the landidalesource rich states of Central
Asia and the Caspian Sea. Exceptions to this meléesminals of gas pipelines. From
there gas can be transported in a liquefied forth thie use of tankers.

Last, Paul Stevens in a recent report about translines extends his earlier findings
and categorises the characteristics of ‘good’ &rdl* transit countried! It is true the
political, the geopolitical and the strategic calesations of nation states almost
always affect the construction and operation ofiditapipelines and shadow many
fundamental economic parameters and principleshé&soints out his list is not
absolute as characteristics change over time, anddgement is required to weigh
their relative importance’® In general, ‘good’ is a state that is tending todpice a
situation where conditions are predictable and @ece by all, with minimal
disruptions that guarantee economic transportafioh.‘bad’ state is the one that
creates insecurity and disrupts the design, thetoaction and the operation of the
line. Therefore, a ‘good’ transit country, a) waftseign investment, b) transit fees is
unimportant for foreign exchange, c) transit feesmimportant for revenue, d) there

0 The same fixed costs have to be met both whemarator decides to close the pipeline system or
in case the system does operate but it is notadiighble as expected.

1 B. McLellan (Summer 1992), op. cit., p.85.

*2 |bid, p.89.

3 B. Zakirov (1999),The Economics of Transit Pipelines — Can Transjiefnes Provide Viable
Export Routes for Kazakh Petroleunihesis, University of Dundee: Centre for Energgir®eum
and Mineral Law and Policy, p.17.

> paul Stevens (2009)ransit Troubles — Pipelines as a Source of CopficChatham House Report,
London: Royal Institute of International Affairs.

% |bid, p.11.

%% |bid.
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is limited rent to be grabbed, e) it is amenablenibtary pressure, f) is dependent
upon line off-take, g) it is one of a number ofeatatives, h) there is no collusion
likely with alternatives, i) the state is not a quetent exporter. A ‘bad’ transit
country, a) rejects foreign investment, b) trarfeiés are important for foreign
exchange, c) transit fees are important for revedyehere is significant rent to be
grabbed, e) it is not amenable to military pressiyrié is not dependent upon line off-
take, g) it is the only possible export route, b)lusion is likely to occur with
alternatives, and, i) the state is a competent rept

The Burgas -Alexandroupolis Oil Pipeline (BA)

In March 15 2007, the Burgas-Alexandropoulis pipelagreement took place. This is
a proposed pipeline which will begin from the Bulga Black Sea port of Burgas to
the Greek port of the city of Alexandropolis in tAegean Sea. This pipeline is
designed to transfer oil from the Russia as welfrasn sources of the Caspian Sea
region. With the visit of the Russian PresidentiiPiuh Athens an agreement was
signed amongst the interested parties, namely,c8yétussia and Bulgaria, aiming to
start its construction in 2008. However, the disauss about this pipeline take place
for 14 years® The significance of this pipeline is that it wile the first Russian
owned pipeline within EU soil since 51% of the swawill belong to Lukoil and
other Russian companies. This raises questionsergg security for the European
Union. This transit pipeline by passes the strait8osporus (Turkey) and offers an
alternative for the supply of Western Europe antkeptinternational markets. This
geo-economic project will enhance Greece’s rol8anith Eastern Europe and within
the EU in general, and simultaneously will secire state’s oil supplies. When this
project was under consideration there were tworgbthgects proposed as well. The
first had been the AMBO pipeline running from Bwsgand through the Former
Yugoslavic Republic of Macedonia to Vlore in therradic coast of Albania. In the
early 1990s the changing regional environment m Balkan region offered both
opportunities and security threats to Greece. Raelatbetween Greece and Albania
were not at a good stage due the large numberrofgrants arriving from it after the
collapse of the communist regime and due to dispater the human rights of the
Albanian population of Greek origin found mainlytime south of the country. With
FYROM the name dispute as well as the nationalatitude of the regime of Skopje
towards Greece forced the latter to consider ppdion into the designs of pipeline
projects in the area as a means not only to gainauic benefits but also to attempt
to balance regional power politics policies. Last hot least, compare to the BA,
AMBO is longer and more expensive to construct.

While the discussions for the construction of the\Bere under way another project
of great geopolitical significance was taking platteat of the Baku-Ceyhan-Thilisi
(BTC) oil pipeline. It is a United States backeggline that transfers oil from
Azerbaijani and other Central Asian oil fields, abgh Thilisi in Georgia to the
Mediterranean port of Ceyhan in Turkey. This linstgare is divided among many

" |bid at pp.11-13 and Paul Stevens (1998), A Histof Transit Pipelines in the Middle East —
Lessons for the Future, in Blake, G. H., Pratt, MaAd Schofield, C.H. edBpundaries and Energy —
Problems and Prospegtsondon: Kluwer Law International, pp.215-232.

8 For an in depth analysis see, Theodore Tsaki®®7{R The Bosporus Conundrum — Alternative
Pipeline Bypasses for the Turkish Straits to 20ll8ndon: GMB Publishing Ltd; and; P. Ghikas
(2003), Which are the Geopolitical Considerations and trepiomic Parameters Behind the Dsign
and Construction of the Baku-Thilisi-Ceyhan and ®Bwergas-Alexandropoulis Transit Pipelirigs
Unpublished MSc Dissertation, University of Dund€entre for Energy, Petroleum and Mineral Law
and Policy.
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participating companies but the largest percentagiengs to BP of the United
Kingdom. Although, the BA pipeline has not been stamcted as yet the BTC is
constructed and operational. It was a very expengixoject but its economic
significance is not as important as its geo-stiateglue, since from United States
point of view it is by-passing Russia and offersadternative way of oil supply to
world markets.

Through the BTC project Turkey enhances its rediomia and benefits both in terms
of economics and politics. From a neorealist patpe Greece had to participate
into the BA designs because the regional systenstnts led it to find another
pipeline project to balance the increase in poWwat Turkey gained via the BTC. The
benefits for Greece from the BA are, a) it secwgegplies of oil, b) develops the
region of Thrace, which has been highly neglectest the past years, c) as a result
investments have a stabilising effect on the ams@esTurkey systematically attempts
exploit the presence of a Muslim minority that ibha there, d) through BA Greece
has been enhancing its links with Bulgaria, e) yitplasses the Turkish Straits, f)
enhances European Union energy security as botbc&rand Bulgaria are member
states of the EU.

A trilateral committee of Russia, Bulgaria and Geenet in Sofia in 18of January
2008 and decided the establishment of a compargdhiaghe Netherlands aiming to
start BA’s construction in 2010.

The South Stream Pipeline

In June 2007 the Russian state company Gazpronitalgts largest energy major
ENI signed an agreement to create the South Stppetine. This pipeline would
link Russia’s Black sea ports to the city of VainaBulgaria. From Bulgaria the
pipeline will be divided into two parts. The fingtill continue to Greece and via the
lonian Sea to south Italy. The other, to the nartbuld go through to Romania,
Hungary, Slovenia and north Italy while a seconastedhas been recently agreed to go
through Serbia. The significance of this pipeliree that directly challenges the
Nabucco pipeline project, which is considered auédr European Union energy
security designs. The United States is also affesiece it will by pass countries such
as Ukraine that are pro-Western. It does creatgditical rivalries that directly
affect Greece'’s status and its foreign policy desig he Nabucco pipeline is planned
to transport natural gas from Turkey to Austriag Bulgaria, Romania, and Hungary.
Again, the main aim is by-passing Russia and ggttistural gas sources of Central
Asia to Europe. Both the Russian administration twedEuropean Commission claim
that these two projects are not necessarily antstjon The European Energy
Commissioner Andris Piebalgs warned at a news cenée in  of June 2009 in
Bucharest that issues over Europe's supply withsiBnsatural gas might re-emerge
this winter. At the same time though, he expresbecbpinion that the South Stream
gas transportation project does not endanger tiheid¢a gas pipeline project and that
it will be another supply route for European Un®mnergy markets. The South
Stream is the southern equivalent of Nord Streamclwis being supported strongly
by Germany and Russia. The former German chanc@&lerhard Schroeder, acts as
chairman of Nord Stream’s shareholders’ commifiée. European Commission has
described it as a “project of European interé%tAs it has been remarked the
Commission seems more worried about South Streamititloes for Nord Streafh.

9 EU leader views Romanian-Russian gas storagebowigion, 09/06/2009 BBC Energy Reports.
€0 Energy fuels new 'Great Game' in Europe, 09/06J28BC.
& Ibid.
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The European Union is worried that Russia is wignine competition of pipeline
projects and due to its energy thirst is becomiewy Wependent on Russian gas or on
gas that is being transported via Russia contrgipelines. The Russian-Ukrainian
energy disputes of 2006 and of January 2009 asasdhe Russia-Georgian crises of
August 2008 reminded many policy makers in the peam Union that the
international system still has spheres of influeand nation states act according to
their national interests needs and under the aintdrthat the anarchical system
imposes on therff. At the same time though, it is useful to rementhat Russia had
been a stable supplier of oil into Western Europesankets during the Cold War.
Moreover, although for neo-liberal institutionalisrBuropean Union eastern
enlargement and NATO eastward expansion are ngtuvaksses for neorealists this
is translated as an advancement of Western ingea@st mainly United States ones in
areas where the Soviet Union existed. After the @nithe Cold War the collapse of
the Soviet Union created a vacuum of power in #gion stretching from Eastern
Europe to the Caucasus. It is logical to assuma that Russia perceives certain
actions as threatening for its own security juge lthe US anti-missile system,
NATO'’s invitations to Ukraine and Georgia and Kog®@vindependence to mention a
few. Energy matters interlink with geopolitical cierations of nation states. The
South Stream pipeline benefits Greece as a) ieasas the country’s geopolitical
role, b) enhances its security of gas supply, @rmagpgrades the regions of Thrace
and Epirus, d) balances Turkey’s role, which isradgd by Nabucco pipeline, e)
Greece becomes a major transit state actor in Seastern Europe. For European
Union the benefits are obvious, it will have arealtative route with secured gas
supplies that by-passes Ukraine and politico-ecocaliy develops many of its
member states that are participating into the ptoje

The Turkish-Greek-Italy Gas Interconnector (TGlI)

A Turkish-Greek gas pipeline has been construatelita inauguration took place in
November 2007. This pipeline links the natural gesources of Central Asia and the
Caucasus with Turkey and Greece. The third pattie@pipeline will link Italy and its
construction is under way.

The significance of this pipeline is that it is ajor project between the two rival
countries, it will link the European Union via lyalo the energy sources of Central
Asia and it will enhance the EU energy securitycsithe latter is aiming to diversify
its supply routes. However, in January 2008 thentgt Republic of Iran cut off the
supply of gas to this pipeline and as a result &yr&ut off its supply to Greece to
cover the Turkish domestic needs. This incidentshithat despite the diversification
of the supply routes, the security of energy supplynore complex and demands
multiple scenarios and alternative solutions. Geeeas not directly affected as the
supply of natural gas to cover its domestic condionpis too small from this
particular pipeline. In the future though, it collldve direct implications to customers
further down the line, namely other EU countriebe Tconstruction of this project
shows that Greece attempts to develop a balantatbrebetween the United States
and Russia. From a neorealist standpoint all statassystem, “...are affected much
more by the acts and the intentions of the majessahan of the minor one&1n this

%2 For more on the Russian-Ukrainian crises see,tdanaStern (2006)The Russian Ukrainian Gas
Crisis of January 20060xford: Oxford Institute of Energy Studies; a&imon Pirani, Jonathan Stern
and Katja Yafimava, (2009)he Russo-Ukrainian Gas Dispute of January 2009 Gofnprehensive

AssessmenOxford: Oxford Institute of Energy Studies.

8 Kenneth N. Waltz (1979), op. cit. p.72.
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case the United States and Russia relations araatBased by both co-operation and
competition. They are co-operating in counter-tésro, the United States may need
Russia if it is to balance a rising China, they ewteresting in minimising nuclear
weapons proliferation and the U.S. has to includesia in Afghanistan’s stabilising
arrangements. They do compete though as it is ralatior great powers over their
spheres of influence. This competition has two disiens, namely the enlargement
of NATO and energy supply security.

The United States had been favourable to the oreafithe Turkish-Greek-Italy Gas
Interconnector. There are even prospects of joinimg project to Nabucco. For a
neoliberal point of view this project is a result @bsolute gains mentality. For
neorealism relative gains prevail. During the reaeisis with Iran, Turkey cut off the
pipeline’s supply to cover its own needs. Simultarsdy, Turkey aims to become a
transit country without having the characteristoégt. For example, only recently it
dropped its uncompromising negotiating position awtepted the EU's terms.
Turkey was insisting to purchase 15 percent ofgé® transit at discounted pricés.
Moreover, Turkey is a candidate for European Unimaembership. It strongly
supports its application without at the same timeognising Cyprus as a member
state and refusing to open its ports and airpor@ypriot companies. The most recent
event regarding Cyprus is Turkey's refusal to reusg the states’ exclusive
economic zones. In 2006 major oil discoveries waade offshore Cyprus. These
discoveries forced Cyprus and Egypt to redefiner thearitime boundaries. These
actions triggered the reaction of Turkey, whichud) that it does not recognise any
agreement of this kind. The same issue erupted dighoveries found between
Cyprus and Israel.

On the other hand, high oil price makes the devaetaq of oil deposits in the Aegean
Sea and South Eastern Mediterranean economic tlmiexgdowever, the conflict
between Greece and Turkey over the Aegean Seadiegas complicates the issue.
The TGI benefits Greece because, a) it strengttiensountry’s geopolitical weight,
b) enhances the security of gas supply both in ¢&read the European Union, c)
satisfies the requirements of the policy of mudipipelines that the EU has set and
the United States supports, d) shows that Greeaeady to protect its national
interests without excluding energy partnershipshwitirkey, €) upgrades the regional
economy in north Greece.

Conclusions

This paper has shown that in order to compreherek&&'s energy diplomacy and
examine whether the country’s foreign energy potibgices conflict with EU energy
security objectives the following aspects haveddaken under consideration;

a) The way that states act and interact withinraarchical international environment
and a global system in which the nation stateasniost significant actor. | argue that
for energy security analyses within the Europeaiokmeoliberal-institutionalism’s
assumptions may be more useful to explain phenomkioavever, outside the
European Union framework and its unique charadiesisneo-realist approaches to
international relations theorising may be the propay to understand and analyse
politico-economic events.

b) Energy projects have long lead and operatinggint herefore, the outcome of the
projects currently taking place will be revealedeothe longer term. Geopolitics

% Turkey Adopts a More Cooperative Position on Na@oyd 2/05/09, Eurasia Net Weekly Update.
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constantly changes. The same applies to natiortatests and national security
objectives. This is evident in the area that sktrescfrom European Union’s Eastern
borders and the Balkans to the Caucasus regiortyalésia and the Middle East.
Greece is located in an area where, balance of ppaliics co-exist with organised
interdependence. It is therefore, unfair to catisgoGreece as a Trojan Horse only
because it reacted to balance of power changets imimediate neighbourhood or
because it attempted to enhance its geopoliticafjiweand its supply security by
joining or by promoting projects that were not lo¢ fiking of certain viewpoints. The
state does not do anything else other than prognasnnational and energy security
interests in the same way others not to say alhigiber states do.

c) Greece is heavily involved within the Europeanidd, identifies itself with
European principles and enhances its national ggdbrough its membership. The
same applies to Cyprus. The Burgas-Alexandropdlisigeline and the South Stream
gas pipeline aim among other factors in safegugrdumpply security not only of
Greece but of many other member states as well.

d) It has to be remembered that while the EU isceamed about its security of
supply, Russia is also concerned about its secoiritemand.

e) Energy security policies for the European Uraos not just the creation of various
pipeline projects. There are a series of other oreasthat the EU has to consider
such as the development of mechanisms like theggr@harter Treaty, the creation
of physical interconnection of the electricity grithe establishment of gas security
and storage regime and reformation of the energketsto mention a fef.

f) Additionally, the EU has been developing a EMediterranean energy market.
This is another way to secure hydrocarbon supia@s various North African and
Middle Eastern sources. Recent developments inclhde French proposals for
energy links with North African countries, FrenamdaBritish investments in Libya,
Greece’s proposal for a pipeline linking the islaricCrete with Libya.

g) The Energy Charter Treaty needs to be re-ndgdt@due to Russia’s objections.

h) Geopolitics and geographical realities will gone to play a major role within the
international energy system. For example, the statuthe Caspian Sea is still
unresolved?®

i) The different viewpoints that European Union ni@mstates have with regard to
Turkish accession to the EU. The United Kingdom dgample is in favour of full
Turkey’s membership while others like France prejaty a strategic partnership.
Moreover, in order to show the level of differenadé<opinion, the Swedish Foreign
Minister Carl Bildt in support of Turkish candidatuclaimed in Le Figaro that how
can the EU have as a member a state, which is @dSgria, referring to Cyprus, and
not Turkey, without any mentioning of the Cypriavided territory by the Turkish
occupation armed forcé&5.

) Finally, theoreticians from both schools of tkimg in Greece, namely those, who
are influenced by neoliberal-institutionalism ahdde that follow realism’s premises

% For an in-depth analysis see, Dieter Helm (20&t)yopean Energy Policy — Securing Supplies, in
Dieter Helm edThe New Energy Paradigrdxford: Oxford University Press, pp.440-453.

% See, Sergey Vinogradov and Patricia Wouters (19862 Caspian Sea — Quest for a New Legal
Regime Lieden Journal of International Lgvand, Sergey Vinogradov (1998), The Legal Stafube
Caspian Sea and its Hydrocarbon Resources, inakeBIG. H., Pratt, M.A. and Schofield, C.H. eds.,
Boundaries and Energy — Problems and Prospéatadon: Kluwer Law International.

87 Turkish newspapers talk about the ‘hot incident'tiie Mediterranean due to the oil exploration
search that a large American oil company will cloty. 31/05/2009, To Vima.
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are in favour of the strengthening of Greece’s ti@s with Russia without
undermining its EU links and Greece’s status asmean Union counti§’
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ABSTRACT:

On the 31* of January 1996, Greece and Turkey came very close to launch a war due to their
disagreement on the status of two uninhabited rocks in the Aegean Sea. Although there were
significant differences between the two countries in many issues, including the Aegean, an
escalation of the dispute over the Imia/Kardak rocks cannot be solely explained as a result of
these. New actors, such as media, played a crucial role in the creation of a suffocating
domestic political environment in both countries, in which the weak governments of that
period had to prove to their respective audience that they were true guardians of national
interests and pride. However, as this paper argues, Media did not fabricate the crisis from a
zero point, even if they had an active role into bringing the two countries on the brink of war.

As the title suggests, the main question of concern in this paper is the importance of the
media influence on the Imia/Kardak crisis and its limitations. The answer to this question is
difficult, since states have a crucial role in the creation of the pre-existed political and
historical context. In addition, the interests of both agents, states and media, simultaneously
run parallel to each other and intermingle. Yet, this paper maintains that the governments
would not participate in a military escalation of the dispute at that time without the
involvement of the media. Conversely, the media would not exacerbate the dispute if they
were not to operate within the general political atmosphere of Greek-Turkish relations; all the
more because the media often went beyond its role in reporting the news by directly
intervening in the developments of the disagreement.



1. Introduction

It is widely acknowledged nowadays that media play an important role in the formation of
state policies along the traditional elements of state power, such as the executive, the
legislature and the judiciary. The technological advancement in media sector during the last
decades as well as the third wave of democratisation has rendered media an appealing power
of influence on public opinions, and, by extension, on the traditional elements of state power.
However, the influence is not only top-down, but also bottom-up, especially if one considers
that a number of private media exists along a small number of state media. Private media
following the rule of market have to be tuned to the expectations of their client-public
opinion. In this case, media act as a conduit of public opinions’ ideas, sentiments and
expectations.

In order to test media’s influence on the domain of politics, foreign policy has been selected
as the domain where media influence has the least likely effects. Considering the fact that
state officials perceive the implementation of foreign policy as prerogative of traditional
elements of state power, such as the executive and the legislature, a case study in which
media play a crucial role in comparison with past events will shed light on the extent that
media influence decisions of foreign policy, as well as on the circumstances under which
influence takes place. A good case study to that end is the Imia/Kardak crisis between Greece
and Turkey.

The Imia/Kardak crisis erupted in 1996 and was one among many that characterise Greek-
Turkish relations during the last fifty years, such as in Cyprus in 1963 and 1974, and in the
Aegean Sea in 1976 and 1987." If one opens a Greek or Turkish book of history or a book on
Greek-Turkish relations®, it is easy to understand the degree to which hostility and
competition existed -at least until 1999°- at a state level, not to mention at a societal one*,
between the two neighbouring countries. Therefore, one could ask what an analysis of the
Imia/Kardak® crisis might add to the understanding of the Greek-Turkish relations, given

! More background regarding these two crises in the Aegean in: Athanasopoulos Haralambos, Greece, Turkey
and the Aegean Sea, A Case Study in International Law, McFarland and Company,Inc. Publishers, U.S., 2001,
pp. 46-49.

2 More background for history books of both countries in: Hercules Millas , lkones Ellinon kai Tourkon, Sholika
Vivlia, Istoriografia, Logotehnia kai Ethnika Stereotipa, Alexandria publications, Athens, 2001, pp. 85-129,
301-327. A survey of the University of Thessaloniki referring to how the Greek students see the Turks:
Panagiota Bitsika, “Pos vlepoun oi mathites tous Tourkous” reportage published in BHMA newspaper,
09.12.2007, p. A54 on http://tovima.dolnet.gr/print article.php?e=B&f=13438&m=A54&aa=1, accessed
21.07.2007. Books referring to the disputes: Athanasopoulos Haralambos, op. cit., pp. 5-13 and Faruk
Sonmezoglu (ed.), Tiirk Dis Politikasimin Analizi, DER publications, Istanbul, 2001, pp. 253- 320.

% In 1999 at the European Helsinki Summit, Turkey was designated as a candidate member of the European
Union with the consent of all European members including Greece and so a first step was made for the
improvement of their relations at a political level.

* Clogg argues: “...even if a rapprochement between two governments is achieved, it would be a much more
difficult and arduous process to overcome the mistrust between two peoples, mutual stereotypes and fears that
are fundamental for existing confrontation.” As quoted in Mustafa Aydin, Contemporary Turkish-Greek
Relations: Constraints and Opportunities, in Mustafa Aydin and Kostas Ifantis (eds.), Turkish-Greek Relations,
The Security Dilemma in the Aegean, Routledge, London, 2004, pp. 23-24.

®> Imia and Kardak is the name that is used in Greek and in Turkish respectively for a set of two small
uninhabited islets situated 6 miles off the coasts of the Greek island Kalymnos and 3.5 miles off the Turkish
coasts. Regarding the names see Krateros loannou -Anastasia Strati, Dikaio tis Thalassas, second edition,
Sakkoulas publications, Athens-Komotini, 2000, p. 486.



http://tovima.dolnet.gr/print_article.php?e=B&f=13438&m=A54&aa=1

mutual misperceptions and conflicting interests, which have created great antagonism
between the two countries, and brought them to the verge of war several times.

One possible reason for further analysis of the Imia/Kardak dispute, apart from the fact that
the crisis added an “unknown” until then dispute to the Aegean problem or problems® as far
as the status quo of islets and rocks is concerned, is the role that media played as a distinctive
actor in both countries, by competing in or contributing to the states’ attempts to implement
their respective foreign policies. Thus, an examination of this case will give us the
opportunity to assess the role that media played in the conduct of Greek and Turkish foreign
policy during this particular event, and subsequently to draw some conclusions concerning
the interrelation of foreign policy and media.

At first glance, the crisis could be divided into two parts, although both parts are interrelated.
In the first part, the vessel accident happens, the secret exchange of verbal notes follows, in
which the Greek-Turkish disagreement over the status of Imia/Kardak rocks is expressed, and
finally the freeze of the dispute for “unknown” time evolves, while in the second part, media
bring the whole problem to the forefront, they actively promote tension, aggravation of the
difference follows, the two countries are on the brink of war, and finally American diplomatic
intervention comes up and disengagement of both countries from the crisis occurs. ’

2. The Imia/Kardak Crisis as a Media Made Crisis
2.1 In What Ways Do Media Influence the State Foreign Policy?

During the last century, many analyses based on empirical observation and scientific
investigation have been written about the influence of media on peoples’ thinking, especially
after the wide use of television in western countries. Generally speaking, there were periods
of time when the media effects were exaggerated, i.e. after the end of the First World War
and afterwards till the end of the Second World War, when the political propaganda had
triumphed, and periods during which researchers described media as having very limited
powers of persuasion, i.e. in the 1950s and the 1960s.2 Finally, there is another period starting

® The Greek side regards the demarcation of the Continental shelf as the only controversy that both countries
have to negotiate for, while Turkey proclaims that this is not the only one claiming that the extension of
territorial waters, the airspace limits of 10 nautical miles, the FIR (Flight Information Region) and the
demilitarisation of the eastern Aegean lIslands are also part of the Aegean dispute. See Sule Kut , Tiirk Dig
Politikasinda Ege Sorunu in Faruk Sénmezoglu (ed.), op. cit., p. 253. Also, Mehmet Ali Birand, TUlrk-Yunan
Sorunlart Coziimlenemez... in Semih Vaner (ed.), Turk-Yunan Uyusmazligi, Metis publications, Istanbul, 1990,
p. 11. As well as in: Stelios Perrakis, Oi Ellinotourkikes dienexeis sto Aigaio, to plaisio dieuthetisis tous kai i
prooptiki tou Diethnous Dikastririou in Stelios Perrakis (ed.), Aigaio, Exelixis kai prooptikes epilisis ton
ellinotourkikon dienexeon, N. Sakkoulas publications, Athens-Komotini, 2003, pp. 128-129.

" For the description of the events the following sources are used: Kourkoulas Alkis, Imia, Kritiki Prosegisi tou
Tourkikou Paragonta, Sideris I. publications, Athens, 1998, pp. 27-56. Krateros loannou-Anastasia Strati, op.
cit., pp. 490-492. Katharina Hadjidimos, The Role of the Media in Greek-Turkish Relations- Co-production of a
TV programme window by Greek and Turkish Journalists, Robert Bosch Stiftungskolleg fiir Internationale
Aufgaben Programmjahr 1998-1999, pp. 8-9, on http://www.greekhelsinki.gr/pdf/Greek-Turkish-Media.PDF ,
accessed 12.07.2007. Sule Kut, Tiirk Dis Politikasinda Ege Sorunu in Faruk Sonmezoglu (ed.), op. cit., p. 259.

® The “magic bullet theory” refers to the first period and the “limited effects theory” to the latter. See more in
Jian-Hua Jonathan Zhu and Deborah Blood, Media Agenda-Setting Theory: Review of a 25-Year Research
Tradition, City University of Hong Kong, Vol. 8, spring 1996, pp. 105-107. On Hong Kong Journals Online,
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from early 1960s during which scholars took a very cautious approach to the results of the
two aforementioned ones supporting the happy medium by accepting small effects, while at
the same time methods had to be more precise and additional factors regarding the real ability
of media to influence were taken into account.® This discourse to define the role of media
within societies is crucial and continues to be debated in the light of new empirical
observations and scientific research.

Before any analysis about the influence of media on foreign policy is made, it would be
useful to clarify what is meant by the word “influence” in the following paragraphs. Influence
is the ability of the medium to corroborate or change the degree of interest or the perception
of individuals over a specific issue according to the intended purpose of it (medium).

As far as foreign policy is concerned, there are no specific theories which focus exclusively
on the influence of media on it. Yet foreign policy can be considered as part of politics with
its own specificities and therefore important theories, such as the “agenda-setting” and the
“agenda of attributes” can help in assessing the role of the Greek-Turkish media in the crisis.
In this section, a theoretical framework is constructed in order to assess the role of media as a
key factor in the development of the crisis retrospectively.

As it is well known, the conventional role of media in democracy is to inform the citizens
about a variety of issues and it is the same conventional role that gives the medium the
“power” to influence the political life of a country through their complex relation with
citizens, who are theoretically true holders of the political power. In addition, media often
play an important role in providing information such that they themselves become a symbolic
forum of discussion. Accordingly, the media define the basic characteristics of public issues,
but what circumstances are created for this dynamic to occur?

More specifically, in 1972 the Chapel Hill study carried out by Maxwell McCombs and
Donald Shaw inaugurated a new era in the field of studying media influence. These two
researchers introduced the idea of “agenda-setting” through a survey of the U.S. presidential
election in 1968 which revealed that there is a connection at a first stage between the political
issues emphasized in the news media and what the voters thought to be the central issues in
that election.’® In other words, it was proven that consistent publicity of an issue can draw
significant social attention to it.** Therefore, editors and broadcasters have the ability under
specific circumstances to create a “pseudo environment”, as Lipmann, a journalist and
scholar of the 1920s had called it, where social reality is whatever the media consider crucial
and to be discussed by society. As Bernard Cohen put it in 1963, “the press may not be
successful much of the time in telling people what to think, but it is stunningly successful in
telling its readers what to think about.”*2

http://sunz1.lib.hku.hk/hk/hkjo/accept.jsp , accessed on 12.06.2007. Also, for more background regarding these
two periods see Denis McQuail, The Influence and Effects of Mass Media, in James Curran, Michael Gurevitch,
Janet Woollacott, John Marriott, Carrie Roberts (eds.), Mass Communication and Society, Edward Arnold in
association with the Open University Press, London, 1989, pp. 72-74.

° Ibid., pp. 73-74.

19 Maxwell E. McCombs and Donald L. Shaw, The Agenda-Setting Function of the Press, in Doris A. Graber
(ed.), Media Power in Politics, CQ Press, second edition, Washington, D.C., 1990, p. 76.

1 More about the empirical evidence of the agenda-setting see Ibid., pp. 76-78.

12 University of Twente, Agenda Setting Theory, Netherlands, on
http://www.tcw.utwente.nl/theorieenoverzicht/Theory%20clusters/Mass%20Media/Agenda-
Setting_Theory.doc/ , accessed 04.09.2007.
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In addition, Lipmann himself had pointed (1922) in one of his articles about the press that
“only at these points where social conditions take recognizable and measurable shape do the
body of truth and the body of news coincide.”*® He believed that the press emphasizes parts
of real life that are interesting for various reasons, such as the finite ability of it to conduct
investigations and to present them to the public as well as the press’s need to make profit, and
the same happens with political issues and international news.**

In 2002, McCombs argued that media not only define the agenda of issues that will be
debated more or less in the grass-roots, but also our understanding and perspective of the
topics in the news.”® The main idea is that in subjects that are presented by media, some
attributes are highlighted more while others remain in obscurity. Hence, the idea of the
“agenda setting” was supplemented with the idea of the “agenda of attributes”.*

Of course, there are factors which determine the degree of applicability of these two ideas.
The theory which explains fluctuations in the degree of media influence is the “contingent
theory”.!” According to this theory, there are three sets of contingent conditions, i.e.
audiences, issues and media characteristics.™®

Starting with the audience characteristics, the need for orientation is the factor which makes
the audience to seek more information from the media. The theory maintains that the stronger
the need for orientation, the more powerful the effects of the “agenda-setting” and, at a later
stage, the effects emerging from “the agenda of attributes”. However, the need for orientation
varies from individual to individual and it is defined by two components, relevance and
uncertainty.'® Relevance has to do with the degree of interest of individuals in a matter at
hand. If the individuals are highly interested in and their uncertainty, which concerns the
degree of their knowledge on a specific issue, is also high, then the need for orientation is
high as well and therefore their susceptibility to news media is greater. More specifically,
relevance concerns the effects of the “agenda-setting”, as the more interested a person
becomes in issues that media present, the easier for media to shape his/her day-to-day agenda,
while the more uncertain the person is, the more likely his/her perception to be moulded by
the “agenda of attributes”. Relevance is the initial defining condition that regulates the level
of need for orientation, whereas uncertainty plays the first role in the “agenda of attributes”,
since its degree is connected with peoples’ need to obtain information. Naturally, to what
extent the citizens place reliance on media as their primary source of information, meaning
whether media have prestige among public opinion enters at this juncture. For example,
media which are run by a dictatorship have much less prestige than media which exist at a
comparatively more democratic and open society.

The issue characteristics in turn refer to the notions of “obtrusiveness” and “unobtrusiveness”
as they were defined by Zucker.?® As specified, an issue is obtrusive when the public or the
individuals have direct contact and personal experience with it, whereas unobtrusive issues

3 Walter Lippmann, Newspapers, in Doris A. Graber, op. cit., p. 41.

“Ibid., pp. 39-41.

> Maxwell McCombs, The Agenda-Setting Role of the Mass Media in the Shaping of Public Opinion,
Conference at London School of Economics, Mass Media Economics 2002, 29.07.2002, p. 5 on
http://sticerd.lse.ac.uk/events/mme2002.asp , accessed on 12.06.2007.

16 More background regarding the empirical evidence Ibid., pp. 5-8.

17 Jian-Hua Jonathan Zhu and Deborah Blood, op. cit., p. 115.

8 |hid., p. 15.

9 Maxwell McCombs, op. cit., p. 9.

% Jian-Hua Jonathan Zhu and Deborah Blood, op. cit., p. 117.
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concern “remote” from daily life issues.”* Accordingly, media cannot do much in changing
the perception of individuals on issues with which they have a day-to-day relationship, such
as unemployment or inflation.? For instance, even if the media propagate with zeal that the
economy is sound in a country where the majority of the people cannot make a living, the
influence will be very limited. Correspondingly, media will have much more influence on
issues, such as foreign policy, where, because of the complexity and the Olympian side of the
subject, people accept more easily information from the self-declared “experts”, the media.

Lastly, the characteristics relate to the different types of media and their respective influence
on the public. McCombs and Shaw reported on (1972) the influence of local newspapers,
national newspapers, newsmagazines and television networks, arguing that national
newspapers show the strongest “agenda-setting” effects, followed by television.”® Several
other studies conducted in the 1970s and one in 1989, have confirmed what is mentioned
above regarding the primacy of national newspapers in “agenda-setting”.24 However, more
recent studies deny the previous results and contend that, since the public spends more time
watching television than reading newspapers and people have greater confidence in the
former, television has much more influence than previously thought.®

Ultimately, whichever study represents the reality more accurately, the “agenda setting” and
“agenda of attributes” have limited effects in societies where many different types of media
exist (plurality), given that they have conflicting interests. In practice, we can imagine that it
is not possible to mould a uniform “agenda-setting” and an ‘“agenda of attributes”, when
various media propagate their own “agenda-setting” and “agenda of attributes”. The only
exception to that would be in societies where various media existed, however, strong
stereotypes and perceptions of an issue pervaded all levels of society, and therefore a
tendency to create a uniform “agenda-setting” and “agenda of attributes” would emerge. This
seems to be the case, especially with “sensitive” issues referring to the foreign policy, as with
Greece and Turkey. The lack of knowledge about the “Others” and about the complexity of
the decision making of foreign policy, even if there are different perceptions of how foreign
policy must be conducted, gives way to strong stereotypes which pre-exist or emerge in order
to fill the aforementioned lack, and which in the end do not allow any productive dialogue
within society and political circles for the most appropriate decision at a specific period of
time.

2.2 The Role of the Media as a Key Factor in the Escalation of the Crisis and its
Limitations

It remains to be examined what the role of the Greek-Turkish media in this crisis was, as the
basis of the crisis was the existing climate in Greek-Turkish relations and more specifically
the totally different approaches to the Aegean problem, as well as that the governments, at a
first stage, did not want to make a great fuss of it at that specific time. Was media’s role only
conventional and “decorative” as source of information, in the sense that they brought the

2 bid., p. 117.

%2 |bid., p. 118.

2 Ibid., p. 119.

2 More background about those studies in Ibid., pp. 119-120.
% More background about recent studies in Ibid., p. 120.



issue to the forefront, an issue, as Mr. Millas pointed out®, that the governments did not want
to cope with and media simply dredged it up? Or should one think that media did not play the
role of a detached information provider, which covered the dispute, and furthermore that they
tried in the way they presented the whole event and more importantly by intervening in it
directly to create great tension, public interest and in the end better economic results for their
companies? In other words, did media contribute decisively in the creation of a suffocating
diplomatic context, where the two rivals could not even freeze their difference and they
needed the intervention of a superpower to do so?

At this juncture, it should be mentioned that by the end of the 1980s and early 1990s, the
monopoly of state television had broken and private channels started broadcasting in both
countries.”” This was a significant development, since an important part of mass media
entered the free market and therefore news would be subject to the “law of high ratings”. In
other words, the “blessing” of the audience for the news presented would be the main target,
an audienzge which had a well-established negative perception in the field of Greek-Turkish
relations.

In any case, the Greek-Turkish media played a key role, as it is shown by the events, in two
specific ways during the second phase of the crisis. First, the great majority of media
agencies monopolised the public discussion with stereotypes without any serious attempt to
analyse in depth the diplomatic, political and legal context in which the difference occurred.
In other words, the dispute was simplified by both sides into two antagonistic forces, Greeks
and Turks, moral and immoral, good and evil. Secondly, not only they influenced the way
people conceived this specific disagreement through a biased presentation, but also
intervened directly in the dispute creating news and not simply describing it.

More specifically, according to the media monitoring report®, a majority of Greek
newspapers® raised tension with sensationalist headlines and analyses. Indicatively, the right
wing newspapers Eleutheros Typos, Apogeumatini and Adesmeutos Typos wrote “(...)
scenarios (...) of terrorism and Turkish provocation in Thrace”, “the Turks want an island of
ours” (25/1) and “they grow insolent. The Turks ask for more islands” (26/1) respectively.*
The same newspapers developed more acrimonious speeches, after Turkish journalists
removed the Greek flag® from one of the two Imia/Kardak rocks, such as: “Brutal

provocation. The Turks humiliated us” (EL.T., 29/1), “Invasion of Turks” (AP., 29/1) and

%% Recorded interview via telephone with Mr. Hercules Millas, Professor at the University of Athens in the
department of Turkish Studies, Evia, 17.08.2007, min. 3:55-4:05.

T The first Greek private channel was founded in 1989 and the first Turkish one started broadcasting via
satellite from abroad in 1990. In 1993, after the amendment of Article 133 of the Turkish constitution, which
was banning the private broadcasting, Turkish private channels started operating within Turkey. For Greek
television see Katharina Hadjidimos, op. cit., p. 18. For Turkish television see Human Rights Watch, Turkey:
Violations of Free Expression in Turkey, Human Rights Watch, New York, 1999, pp. 28-29.

% See footnote 4.

% For the Greek media see Vasiliki Neofotistos, The Greek Media on the Imia/Kardak Conflict, in Mariana
Lenkova (ed.), “hate speech” in the Balkans, The International Helsinki Federation for Human Rights (IHF),
1998, pp. 71-77. On http://www.greekhelsinki.gr/pdf/hatespeech.pdf , accessed 25.06.2007 and for the Turkish
media see Ferhat Kentel, The Turkish Media on the Imia/Kardak Conflict, in Mariana Lenkova, op. cit., pp. 77-
81.

% A great exception was the small in circulation leftist newspaper Avgi. See Panayote Elias Dimitras, The
Apotheosis of Hate Speech: the near-success of (Greek and Turkish) media in launching war, in Mariana
Lenkova, op. cit., pp. 67-68.

#! vasiliki Neofotistos, The Greek Media on the Imia/Kardak Conflict, in Mariana Lenkova, op. cit., pp. 71.

% It should be reminded that the Greek flag had been planted there by the Mayor of Kalymnos and other
officials on the 25" January 1996.
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“The Tourkalades [prejorative for Turks] scallywags (...) the scoundrels” (AT., 30/1). In
addition, the centre-leftist newspapers, such as Eleutherotypia, Nea and Ethnos, followed the
same pattern although not using such speeches with the exception of Ethnos newspaper:
“They ask for new borders in the Aegean! The Turks start a slanging match” (EL., 30/1),
“Bayrak[Turkish word for flag]-provocation” (N., 29.1) and “Agents’ assault on rocky islet!
Turkish provocation aiming at the islands of the Aegean.” (ETH., 29/1).** The Greek
channels, especially the private ones, kept the same pace with the newspapers by using a
dramatic tone in every news broadcast and made things worse by airing the footage of the
replacement of the Greek flag with a Turkish one several times.**

On the Turkish side, it is apparent that the Turkish media did not use as much “hate speech”
as the Greek media. However, they cultivated a “going-to-war” attitude™, presenting Greece,
as a “spoilt child” that should learn its lesson.®® Hirriyet newspaper, one of the most well-
known newspapers in Turkey, on the 28" January had as its front title “War Flag” (Bayrak
Savasi)®’ and on the 30" “This flag will go down” meaning the Greek flag®. The very same
newspaper on the 31% January had on its front cover a comparison of the military forces of
the two countries and on the top of it the title “We are superior” (Biz Ustiiniiz).** Also, Sabah
newspaper had an article with the headline “Turkey Can Overwhelm Greece in 72 Hours”.*°
Nonetheless, the most significant development regarding the coverage of the crisis by the
Turkish media was the fact that Hurriyet daily newspaper sent a group of journalists in order
to replace the Greek flag with a Turkish one, to take pictures and to film the whole event. The
incident was reproduced by the Greek media many times, as it had happened with the act of
the Greek mayor few days before. In a very ironic way, the Greek and the Turkish media had
built a “holy alliance across the Aegean”, as the Association of European Journalists (AEJ)
observed, during the crisis and they were leading the two politically weak governments to a
war.

In order to understand better how this could happen, the media theory mentioned above will

be employed for the better understanding of this case. First, media in both countries
succeeded at a first stage to define the “agenda-setting” and at a second the “agenda of
attributes” in a period of internal political crisis in both countries. Relevance and uncertainty
was very high and subsequently the need for orientation was also high. This happened,
because the dispute concerned the Greek-Turkish relations, a high profile issue in both
countries. Furthermore, the public did not know anything about what the Imia/Kardak rocks,
what had happened on them and what the exchange of verbal notes was about, and as
consequence the uncertainty was also high. Moreover, the presentation of the exchange of
verbal notes by the absolute majority of media in a dramatic way did not let any possibility
for several agendas. In other words, all the media had suddenly focused on the events of the
Imia/Kardak rocks and as a result, the public did the same.

% Vasiliki Neofotistos, The Greek Media on the Imia/Kardak Conflict, in Mariana Lenkova, op. cit., pp. 72.
* For more background lbid., pp. 71-77.

% A prominent exception was the Yeni Yiizyil newspaper and some journalists in other newspapers in Ferhat
Kentel, The Turkish Media on the Imia/Kardak Conflict, in Mariana Lenkova, op. cit., pp. 79-81.

* Ipid., pp. 77-78.

%" Front cover of Hiirriyet newspaper, 28.01.1996, on
http://arsiv.hurriyet.com.tr/arsivweb/sayfagoster.asp?id=1743&sayfa=01 , accessed 18.07.2007.

% Front cover of Hirriyet newspaper, 30.01.1996, on
http://arsiv.hurriyet.com.tr/arsivweb/sayfagoster.asp?id=1745&sayfa=01 , accessed 18.07.2007.

* Front cover of Hiirriyet newspaper, 31.01.1996, on
http://arsiv.hurriyet.com.tr/arsivweb/sayfagoster.asp?id=1746&sayfa=01 , accessed 18.07.2007.

“0 Ferhat Kentel, The Turkish Media on the Imia/Kardak Conflict, in Mariana Lenkova, op. cit., pp. 78.
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In addition, the uniform stance of the Greek and Turkish media towards the “Others”
characterized by aggressiveness and an attempt to present the “opponent” as irrational and
impudent made it very easy for them to create a general “agenda of attributes”, namely to
create a general perception for the ongoing dispute. The broadcast of provocative actions in
which media were the protagonists or the film-makers, and at the same time the
“unobtrusiveness” of the issue helped also towards this direction. The result was that in each
country a suffocating political environment was created. On the one hand, the two public
opinions were seeing the opposite state as the aggressor, and on the other hand, two weak
governments were trying to prove to their respective audiences that their rights on the rocks
are not negotiable. In any case, the governments could not easily freeze the dispute and
negotiate in the long run, as was the case during the first phase of the disagreement. Yet, does
the fact that Greek and Turkish media took the lead in the second phase of the dispute means
that it was the media influence that account for the crisis solely?

The answer is definitely negative, since relevance, a constitutive element of an effective
“agenda-setting”, is firmly connected with what pre-existed in the peoples’ minds, and in this
case, the great hostility that existed between the two countries during the second half of the
20™ century, drew additional attention to the dispute. Furthermore, how the events evolved
confirms the idea that media acted within a certain context and that they did not fabricate it
from zero point. Specifically, the decision of Hurriyet newspaper to intervene directly
consists of an international “novelty” in the field of media role in foreign policy in the sense
that a group of journalists preceded any reaction of the Turkish state in a disputed area. This
action becomes more important for the understanding of the “freedom” that Turkish media
felt that they had, as Mr. Sami Kohen said*', at that specific juncture if we also consider that
it embarrassed the Turkish state in a period of time during which the free expression was
under significant restrictions; several journalists were imprisoned and newspapers, radio and
television stations had been closed down.** The fact that the newspaper decided to act like
that as well as the fact that the Turkish state did not take any measures against the journalists
and the newspaper itself, prove categorically that Turkish media were acting within the
context of the Turkish establishment and, as Mr. Nuri Colakoglu explained, the move was
popular and welcome.®?

Even if there were thoughts that this action was not right in terms of deciding to replace the
state in a sensitive issue and in terms of basic journalistic ethics, it would be difficult for the
Turkish government or some political circles to denounce it in a climate of pervasive
nationalism and stereotypes promoted by the media themselves. It is worth notify that the
contradictory report of the High Council on Radio and Television (RTUK), in which the
Council refers to the act of the journalists as “....a “mistake” [quotation marks in the text]
which crossed the line of the journalistic duty”. However, in the same report the Council says
that “it is not realistic for a journalist to be expected -even if it is desired- to take the role of a
neutral “third person” [quotation marks in the text] in an issue, such as the integrity of his
own country, which carries the meaning of life [very important]”, and that “the mistake of the
action does not carry characteristics that cast their shadow on the respect of their

! “The media influence (...) in terms of embarrassing the government” in Mr. Sami Kohen, Columnist of
Milliyet newspaper on issues of international relations, Istanbul, 18.07.2007, min. 9:52-10:04.

*2 More background about the controversial role of the High Council on Radio and Television (RTUK) see
Katharina Hadjidimos, op. cit., pp. 14-17. Also for more background regarding imprisoned journalists on free
expression charges and the closure of radio and television stations see Human Rights Watch, op. cit., pp. 30-31
and pp. 49-50.

* Recorded interview with Mr. Nuri Colakoglu, Vice President of the Dogan Group and Columnist of the
Turkish Daily News, Istanbul, 15.07.2007, min. 5:08-5:15.
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[journalists’]) profession”.** Thus, it is more than apparent that the Turkish media acted in
conformity with the basic ideas of the establishment and that state institutions in charge of the
behaviour of the media were not disposed to condemn such an act. One might ask, as Mr.
Nuri Colakoglu did, what happened in the case of the mayor of Kalymnos, who took the
decision to plant a Greek flag*, or even more what happened in the case of the Skai
television station, which filmed Greek warships’ departure from their anchorage in Salamina
during the Imia/Kardak crisis and broadcast it? The answer is that the Greek state also turned
a blind eye.

To sum up, Greek and Turkish media played a key role during the second phase of the
dispute in that they played the role of a “magnifying glass” in the Greek-Turkish
disagreement about the rocks. They did not create the disagreement, as it was there from the
first phase of the dispute, yet media demonised every act of the “Others” without making any
attempt to analyse the different incentives of each factor, states, media and individuals. On
the contrary, they moulded the perception of their audiences on the basis that their country
had absolute right, when simultaneously different legal interpretations existed.

Lastly, one might point out the degree to which media pushed the two states varies, since in
Turkey non political bodies such as the army play a fundamental role in the decision-making
of foreign policy issues through the National Security Council.*® Thus, media could not
influence the foreign policy of Turkey through the Turkish public opinion. Perhaps this is
true, but we have to consider also Mr. Tilizecan’s negative answer to my question on whether
the government or the National Security Council could pursue unpopular policies without the
support of media.*” It should be added that popularity is significant for the Turkish army,
especially in moments when it believes that it has to act against internal “threats”, as it was
the case after the elections of 24™ December 1995, when the Islamist Welfare Party became
the biggest party with 21.4 per cent of the vote.*®

“ Cem Igiklar, Ege’de Casus Belli, Ankara, 2005, pp. 137-138. Report of the High Council on Radio and
Television (RTUK).

“> Recorded interview with Mr. Nuri Colakoglu, op. cit., min. 5:12-5:20.

“® The Article 118 of the Constitution provides that the National Security Council “determines measures that are
deemed necessary for the preservation of the existence, independence, territorial integrity and indivisibility of
the state and maintenance of stability and security of the society”. For more background regarding the structure
of the National Security Council (MGK) and its responsibilities on foreign policy issues see Secretariat General
of the National Security Council, The NSC and the Secretariat General of the NSC (1983-2003), on
http://www.mgk.gov.tr/Ingilizce/Tarihce/tarihce004_en.htm , accessed 10.09.2007. Also, see Human Rights
Watch, op. cit., pp. 33-34.

*" Recorded Interview with Mr. Temiicin Tiizecan, Communication Director of Hiirriyet Daily Newspaper,
Istanbul, 18.07.2007, min. 8:35-8:50.

*® For more background regarding the rise of the Islamists during that period see Erik J. Ziircher, Turkey, A
Modern History, new revised edition, 1.B. Tauris publications, London, 2003, pp. 310-315.
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3. Some Conclusions regarding the Interaction between Foreign Policy and Media in the
Case of Imia/Kardak Crisis

The Imia/Kardak crisis was a singular case in the history of the Greek-Turkish crises in the
sense that different phases of it cannot solely be explained by the disagreements and interests
of the two rivals, and more specifically the go-to-war attitude of the two states for two
uninhabited rocks during important internal political fluidity. Therefore, we need to focus on
the eagerness of media to compete each other in the field of nationalism.

Around the world, maritime disputes exist and some of them with very significant issues at
stake, such as 0il*®, but the majority of them do not result in a military crisis or war. Either
they are “frozen” or there are negotiations between experts, or they are submitted to the
International Court of Justice. Some examples include the dispute of five littoral countries
over the oil and gas-rich Caspian Sea>® and the dispute between Norway and Russia about
their maritime limits in the Barents Sea and Russia's fishing rights beyond Svalbard's
territorial limits within the Svalbard Treaty zone®’. In addition, as Mr. Kourkoulas pointed
out, “if this event (Imia/Kardak dispute) happened between Finland and Sweden, (...) the
press would not be bothered.....there would be an interest (by media) about how the
arbitration would end.”® In the same way, his colleague, Mr Kohen stated that “probably
without such a fuss, with some kind of secret diplomacy or silent diplomacy the question
could have been resolved.”®® Thus, it is apparent that the media intervened directly with
specific acts or indirectly through the “agenda-setting” and the “agenda of attributes”
between the states in the first occasion (direct intervention) and between the states and their
respective public opinions in the latter one (agenda setting and agenda of attributes).

On the other hand, the substratum of foreign policy is not created by media at the same time
that crisis occurs; but rather it is a pre-existing nexus of political “elements”, such as national
interests that states promote, political currents and ideologies which pervade societies,
perceptions that are already constructed in these societies and objectives in general that are
projected by several institutions and in the end all together build this substratum. Thus, the
examples, which Mr. Colakoglu gave regarding the limits that media have into defining basic
concepts in societies, strike the right note. He says that “ one should not exaggerate the
influence of media, because when you look at the Soviet Union for 75 years using every
media available, they passed on certain ideas, certain way of thinking to the people or they
thought they did, but the moment the climate changed the people of Russia turned around in
twenty two seconds™>* and he continues with a rhetorical question about how many Greeks or
Turks would convert into Catholicism if a Catholic radio would start broadcasting.> In the
end, he concludes that “If there is no base among people for anything that you are trying to
sell the media are totally ineffective. But if there is something which is looming in their heads

** Fore more background see Global Security Organisation, International Disputes, on
http://www.globalsecurity.org/military/world/war/disputes.htm , accessed 07.09.2007.

*% For more background see Energy Information Administration, Caspian Sea, January 2007, pp. 9-10, on
http://www.eia.doe.gov/emeu/cabs/Caspian/pdf.pdf , accessed 07.09.2007.

> The World Factbook (CIA), Norway, on https://www.cia.gov/library/publications/the-world-
factbook/geos/no.html , accessed 07.09.2007.

*2 Recorded interview with Mr. Alkis Kourkoulas, Head of the Athens News Agency in Turkey and columnist of
the BHMA newspaper, 20.07.2007, Istanbul, min. 5:37-5:59.

%% Recorded interview with Mr. Sami Kohen, op. cit., min. 13:18-13:28.

> Recorded interview with Mr. Nuri Colakoglu, op. cit., min. 10:32-10:57.

* Ibid., min. 10:58-11:20.
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and if you grab that then you can really mobilise the masses through the media.”*® As he
previously pointed out, this is where media interract with the substratum of foreign policy.
Either because media are private and want to make profit or because they are state media and
have to highlight the problem in accordance with official policy, they reflect and amplify the
pre-existing substratum of foreign policy.

Finally, my conclusions about the interaction between foreign policy and media by no means

intended to indicate the need for restrictions on media’s access to foreign policy issues, or
that foreign policy must be conducted for the people without them by a small group of
experts. On the contrary, as the Imia/Kardak crisis proved, media do play a significant role
under specific circumstances, and as such, editors, Lournalists and columnists must take their
profession seriously. At the beginning of the 20" century, the U.S. President, Woodrow
Wilson, in his renowned Fourteen Points Speech declared that “open covenants of peace,
openly arrived at, after which there shall be no private international understandings of any
kind but diplomacy shall proceed always frankly and in the public view”.>” This is exactly
where media can contribute in by shedding light on all the aspects of a conflict or a dispute or
a diplomatic process, because in the end, it is the democratic right of every citizen who lives
in a pluralistic democracy to have an as much as of a complete picture of what is happening
around him/her.

*®Ibid., min. 11:21-11: 40.
%" Woodrow Wilson, Fourteen Points Speech (1918), on
http://usinfo.state.gov/usa/infousa/facts/democrac/51.htm (US Department of State), accessed 11.09.2007.
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