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Information and Security

Information increasingly
Important asset

Eg. For HSBC = 98% of
assets

But

Information security more
of an issue than ever

The mafia targets ba... News at silicon.com

£ http:{ /www.silicon.com/financial (E5] = Q- silicon »

m »

manclal Services > News

FINANCIAL SERVICES

J‘ |
| -
NEWS | CASE STUDIES | COMMENTARY | IN FOCUS SxSE§ gkm

The mafia targets bank insiders

Criminals looking for new ways to attack bank systems

D & E

By Dan Ilett

Fast cars and sawn-off shotguns are going out of fashion
with bank robbers. These days they are more likely to be at
the other end of an internet connection, armed with a hig
hag of money to bribe bank employees.

The attempted theft of £220m from Sumitomo Mitsui Bank
earlier this year sent a chilling message rattling through the
financial industry - crime has moved on to a more
conhicticatad [evel,
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Security Strategy

Cyber bank robbers threaten ecommerce
Bank zccount plundering Trojans on the rise...

&6 The risks - both
physical and prison
sentence-wise - are
much lower for
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Cyber criminals are surfing into onling kanks wizth you to
steal your money.

Password-steczling Trojan horses used to be all the rage.
The software would nestle itsef on a PZ after opening a
bad enail attachment or visiting a malicious website, But in
response to the increased adoption of stronger
authentication, cyber ciminals are changing their tactics,
according to alax Shipr, a senior antivirus technologist at
Messajelabs.

During a panel discussion at tha RSA Conference 2006 on




Types of attack

Sabotage of data or networks (n=9) 56% 22, 22%
Financial fraud (n=17) 41% 12% 18% 30%
Unauthorised website access/misuse (n=19) 37% 50, 47% 11%
Theft of proprietary information (n=16) 31% 19%  19% 31%
Theft of other hardware (n=42) 249, 17% 50% 5%
Theft of laptops (n=57) '11% &% 6500 18%
Attacks e.g. Denial of Service (n=21) ' 10% 71% 20%
Spoofing attacks (n=14) | 7% 79% 14%
Virus attacks (n=70) | 7% 6% 71% 15%

National High Tech Crime Unit report 2004
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Insider Threats

“Yet again we see greater
concern about
vulnerability to external
attack (67%), than
internal (41%), and yet
leading research groups
continue to confirm that
more than three
quarters of attacks
originate from within
organisations” (Global
Security Report Ernst &
Young, 2002, pp. 8-9)




Information risk management
needs collective effort across
company disciplines
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(" Interfaces collapsing to
represent “portal” like
S views J

P
Re-use impedance W
mismatch risk J

Applications breaking into W
multiple components J

Server re-use and W
component migration J

Silo Centric (technical) View

Augment definitions of criticality

» Business criticality.
 Control failure impact.

« Degree of connectedness.

» Degree of use.

Phil Venables - Goldman Sachs
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Application
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Application
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Application Servers

Viewing
application as a
silo ignores
distribution of
ownership across
system elements

)

Database Servers

Dissolving
network
perimeter — new
protocols
intended to break
boundaries
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A possible framework:
Crime Specific Opportunity
Structure



Focus on perpetrator

* |nstinctive concern
IS first with the victim
rather than with the
criminal




Underpinning theory:
Situational Crime Prevention

* SCP focus on criminal setting aims to reduce the
opportunities for crime through the
implementation of measures in the environment.

— a) target specific forms of crime,

— b) impact on the immediate environment via its design,
management, or manipulation, and

— ¢) aim either to increase the effort and risks of crime, or
to render them less rewarding or excusable.



Socio-Economic Structure
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Socio-Economic Structure
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Crime Script for an input fraud

Table 1 Computer Input-Fraud Scri

pt
SCENCE FUNCTION SCRIPT ACTION SITUATIONAL
CONTROL
Preparation Deliberately gaining Prospective employee
access to the organisation screening
Entry Already authorisedas | = ----—--
employee
Pre-condition Wait for employees

Instrumental

absence from offices.

Physical segregation of
duties.
Staggered breaks
Signing In/Out of offices

Pre-Condition

Access colleaguesO
computers

System time outs
Biometric fingerprint

authentication
Instrumental Access programmes Password use for access to
Initiation specific programmes
Instrumental False customer account Two person sign-off on
Actualization construction creation of new accounts
Doing Authorisation of fictitious Audit of computer logs
invoices Budget monitoring
Post Condition Exit programmes | = ------
Exit Exit system User event viewer
Doing Later Spend the transferred

money




Conclusion

* Need to transcend disciplinary divisions
In order to manage information risks

* Crime Specific Opportunity Structure
could be a feasible option
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