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Chapter 1

Introduction

This chapter presents an introduction to the document. tiiates (see Section 1.1) the
topic and outlines its scope (see Section 1.2) with regarils predecessor deliverable
D24.3 “DBE Peer-to-Peer Architecture Design”.

1.1 Motivation

The previous deliverable D24.3 “DBE Peer-to-Peer ArchiteeDesign” covered ini-
tial works related to task C57 “P2P Architecture and Serdcinted Routing” and
task C18 “Distributed Identity Service”. The milestoneattivere associated with it
include M24.18 “P2P Architecture Document”, M24.19 “Desigf a Service-Oriented
Routing Protocol”, and M24.7 “First release of the Distt#xiIdentity Framework and
Services”.

The previous document analysed open platform charadtsriir an unlimited
number of SMEs and set forth requirements that allow an opetifopm to flourish
using decentralised P2P overlays instead of centralisptbaphes. The P2P over-
lays provide a self-organising mechanism for service pteard, in particular for the
Knowledge Base and Semantic Registry (KB/SR). By using atruatured P2P topol-
ogy for service placement based on a node’s utility a hearsgtarch had to be em-
ployed to allow the discovery of those services from any nadea multi-hop pro-
tocol. Moreover, the unstructured gradient topology isoatganied by a structured
Distributed Hashtable topology for Service Proxy placemérhe special feature of
a DHT is the guarantee to find a Service Proxy, if it is deployethe system. Both
topologies in combination provide a unique way of delivgranself-organising P2P
service-oriented architecture, that is the DBE.

The last version of the document was pushing the boundanhaf i technically
feasible, especially since the research in this area is igatly stages. This document
will give a revised design and implementation of the top@egFurther, detailed dis-
cussions are provided to expand our architecture into tkiegemeration DBE that may
include more topologies to satisfy specific tasks.

1.2 Scope

Since the last publication of D24.3, our research has addhresulting in more sta-
ble and reliable algorithms to satisfy a business envirarirteat self-organises into a

D24.8 The DBE P2P SOA 11/88
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network structure purely by a node’s status without anyatié@ (possibly malicious)
placement. This document will reflect our advanced resemrdtihereby addresses the
comments made during the Tampere review.

In particular, the reviewers raised the following issues:

e General

— Remove the need of the central DBE portal for bootstrap megpo

— More advanced simulation to justify the need and benefit émtiauous
topology optimisation by rearranging existing connecsion

e Gradient Topology

— Differentiate the usefulness of a node in the network thhougltiple util-
ity functions;

— Clarify the concept and the role of super-peers to addresgdilitics of the
network;

e DHT Topology
— Justify the use of the DHT with simulation results;

This document will address these issues and providessofutd satisfy the ambitious
goal of the project to provide a conceptually complete P2R.SO

D24.8 The DBE P2P SOA 12/88
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Chapter 2

Design of the Service-Oriented
P2P Architecture

In this chapter we present the design of the service-orieR2P architecture. First
the abstract design of the Servent with the P2P architeetsiige core service is pre-
sented followed by use cases with respect to the SOA aetviteploy, search, and
consume and also taking into account the perspectives abth&umer and the service
provider,| Section 2/3 and Section 2.4 expand on the desighe Gradient Topology

and the Distributed Hashtable respectively. Sectioh 2tbn&s solutions to the boot-
strap problem common to self-organising P2P systems. Iffif@éction 2.6 outlines

how possible extensions fit into the overall frame of the P@Ritecture presented in
this document.

2.1 Architecture

gives a high-level overview of the core compos@fitthe Servent archi-
tecture with an emphasis on P2P integration as a core seflfm servent maintains
loosely coupled relationships to its core services, SUKBISR, workflow manage-
ment, P2P overlays, and identity among others.

The P2P core service component outlines some high-levatfates that are in-
volved in providing a service-oriented P2P service regifdcility within the DBE
middleware platform. It exposes an abstract API that hitiesimplementation and
topology detail in order to deploy, discover, and undepl®EDservices| Section 2.3
and Section 2.4 will provide more insights into the respectiesigns and other APIs
that complement the P2P architecture.

D24.8 The DBE P2P SOA 13/88
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Figure 2.1: Overview of the Servent Architecture

Table 2.1 shows the relationship between the DBE SOA uses casd the DBE
P2P architecture components.

| Component | Use Cases
Gradient Topology Overlay KB/SR Instance Discovery
DBE Knowledge Base and Semantic Service Registration, Deregistration, and
Registry (KB/SR) Discovery
Distributed Hashtable Overlay (DHT) Service Proxy Upload, Download, and
Renew
DBE Execution Environment (ExE) Service Container

Table 2.1: Relation between the DBE use cases and the DBEreRieature compo-
nents

The DBE Knowledge Base and Semantic Registry (KB/SR), aadBE Execu-
tion Environment (EXE), are both maintained by other DBEpens and do not belong
to the DBE P2P architecture. For this reason, their desigriraplementation will not
be described in this document and only selected featurébewhentioned. The focus
of this document is the two P2P overlays, gradient topologl/distributed hash table.

2.2 Usage Scenarios

The following sections give an overview of the functionalaebof the service-oriented
P2P architecture. In general it follows the basic prindméservice-oriented architec-

D24.8 The DBE P2P SOA 14/88
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tures deployment, discovery, and consumption (see Fig@rarsti [1, 10]). In partic-
ular the functional model takes into account the interactibetween those principles
and our P2P architecture. A service in the context of SOAssslfacontained black
box component that can itself be assembled by other senvit®esiore complex busi-
ness scenarios. As such, we do not distinguish between earopkimple services at
the functional level, but rather regard those as a depleyaitit.

\consume
<—>
discover

Figure 2.2: Basic SOA Principles

deploy

In order to provide a complete life-cycle of a service, theleployment activity
is considered as well. Further, the use cases involved anirlg up an open service-
oriented middleware, such as the DBE, are important aspétte manageability of
the P2P topologies.

2.2.1 Deploying Services

The functionality of deploying services in the DBE enviroemhis reserved to service
providers. A service provider has access to the DBE middiewktform, called Ser-
vent, in order to make his services or the services he is nsiiple for available to the
public.|Figure 2.3 presents the use cases involved in deygayservice. The internals
of the deployment process, i.e., the interaction with the services, in particular the
P2P topologies and the KB/SR service are shielded from tiviceeprovider.

D24.8 The DBE P2P SOA 15/88
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Figure 2.3: Deploy Use Case

Use Case

join P2P

Actor:

Service Provider

Pre-Conditions:

A servent installation is required in order to participatehe
service-oriented P2P network.

Post-
Conditions:
By joining the P2P a servent participates in the storagehibifysof
the DHT topology. Once a servent joins, it can use the DHT
Lo topology to put and retrieve data from it. Analogue for thadent
Description:

Topology which accompanies the DHT topology. Thus, joirtimg
P2P implies a dual join procedure to both, the Gradient Tagpl
and the DHT.

Dependencies:

Partner(s)
Responsible:

TCD

D24.8 The DBE P2P SOA
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Use Case

deploy Service

Actor:

Service Provider

Pre-Conditions:

A DBE Service must have been implemented and packaged usin
the DBE Studio tools.

Post-
Conditions:

Description:

The deployment of a DBE Service is a process to publish the
semantic information about a service and instantiating the
implementation of it. Once, the deployment process is ceted!
successfully, the service is available in the DBE. The daplent
entails the installation, configuration, and executiorhef service
(ICE principle).

Variations:

In general the result of a successful deployment processasvice
that can be invoked by DBE consumers. In the specific confekieo
DBE the deployment process is split into two phases: puipigsand
deployment. Publishing entails the registration of theisermodels
with the KB/SR, whereas the deployment installs the service
implementation into the servent and uploads a service pngtkythe
DHT topology. A special case arises when the service proddes
not want to deploy a complete service, but instead prefgpsiblish
his models (BML and SDL) first. The DBE generally allows a leo
coupling between models that represent a service and a&servi
instance that can be invoked.

Dependencies:

register SM in KB/SR, deploy Proxy

Partner(s) | 1op suN
Responsible:

Use Case publish SM in KB/SR
Actor: Service Provider

Pre-Conditions:

The DBE Service has to pass the syntactical and semantical
validation of the package.

Upon completing the registration process, the DBE sengamly

Post- made public, but not yet available for consumption. In otder
Conditions: complete the deployment process, the service has to bdéalstad
registered with the P2P topology.
Relevant data for the registration process are the BML, ha@&DL
Description: models of the DBE service. Both models can be queried once th

registration is successfull.

1)

Dependencies:

discover KB/SR, generate SM

Partner(s)
Responsible:

TUC

D24.8 The DBE P2P SOA
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Use Case discover KB/SR
Actor: Service Provider
Pre-Conditions:
Post-
Conditions:
Unlike many SOAs, the DBE P2P architecture is completely
L decentralised. As such an address of a KB/SR replica has to be
Description:

obtained using the Gradient Topology and Gradient Search
(described later in the document).

Dependencies:

Partner(s)

Responsible: TCD

Use Case generate SM
Actor: Service Provider
Pre-Conditions: | Valid BML and SDL models
Post-
Conditions:

S Both models, BML and SDL, are extracted from the DBE service

Description:

package and assembled in a Service Manifest (SM).

Dependencies:

Partner(s)

Responsible: SUN, Soluta
Use Case register SM
Actor: Service Provider
Pre-Conditions: | A Service Manifest must be generated
Post-
Conditions:
The KB/SR services expose an API that allows the registraifo
S compliant models, such as the Service Manifest. The redjsir
Description:

process involves storing the SM into the database provigedd
KB/SR.

Dependencies:

Partner(s)
Responsible:

TUC

D24.8 The DBE P2P SOA
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Use Case

deploy Proxy

Actor:

Service Provider

Pre-Conditions:

Requires successful registration with the KB/SR

Post- Trigger a lease update so that the proxy does not expiresitilese
Conditions: is a failure in the infrastructure

Lo Deploying a service into the servent and the P2P infrastract
Description:

allows it to be consumed by DBE consumers.

Dependencies:

create Proxy, place Proxy into DHT, update Lease

Partner(s) SUN, TCD
Responsible:

Use Case

create Proxy
Actor: Service Provider
Pre-Conditions:
Post-
Conditions:
For each service the specific service configuration is wrdjpge a

Description: service proxy. This service proxy “knows” the binding infoation

necessary to consume a service and shields this information
transparently from the consumer.

Dependencies:

Partner(s)

Responsible: SUN
Use Case place Proxy into DHT
Actor: Service Provider

Pre-Conditions:

Availability of a service proxy object; Requires the senvierbe
joined with the DHT

Post-
Conditions:

The service proxy is putinto the distributed hashtablegigiie DHT
Description: topology. The service object is identified by the unique ®erv

Manifest identifier.

Dependencies:

Partner(s)
Responsible:

TCD

D24.8 The DBE P2P SOA
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Use Case update Lease

Actor: Service Provider

Pre-Conditions: | Successful service proxy upload

POSt'. . reset the timer for the lease update

Conditions:
The DHT topology has a self-cleansing feature that alloveside
service proxies to be removed from the DHT ring. The removal

Description: occurs when a lease of a service proxy is not updated anymbag.
is usually the case when a servent goes unexpectedly ortexibec
down.

Dependencies:

Partner(s)

Responsible: TCD

2.2.2 Discovering Services

Once DBE services are deployed they can be discovered im trdssemble candi-
date services into a service composition or consumed by sucoer. The discovery
mechanism is hidden in order to provide a non-obtrusive esperience. Internally,
several core services are utilised to find a service basedme search criteria using
the business ontologies, business models, or service titgii Figure 2.4 shows the
use cases involved in discovering a service. The two useséase DHT” and “dis-
cover KB/SR” are not explained any further, because theipus\Section 2.2]1 covers
them already.

DBE Execution Environment

discover
; KB/SR
Guery SMa =<include=>
- ~Tin KB/SR
Service Provider "<<inc|ude>>
Service ¢
/ select
Service
<<includ

e>>

Consumer 3 get
Proxy . <<include>>
"3, lookup
DHT

Figure 2.4: Discover Use Case
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Use Case

discover Service

Actor:

Consumer, Service Provider

Pre-Conditions:

A service (BML, SDL, and serice instance) must be deployet an
available.

Post-
Conditions:
The process of discovering a service uses both P2P topsldgie
Description: returns a service that matches the query criteria. In the cbthe
Service Provider, the servent must join the P2P networkltaes.
The actor may not use the discovery mechanism to find a specifi
service in order to invoke it, but rather he may be interested
o searching for a number of services that fulfil his criteriar F
Variations:

example the service provider might be interested in a number
candidate service for a service composition. In that cased¢hvice
provider only needs the SMs of the respective services.

(%)

Dependencies:

guery SMs in KB/SR, select Service, get Proxy

Partner(s) | gyn, Tep, TuC
Responsible:
Use Case guery SMs in KB/SR

Actor: Consumer, Service Provider

Pre-Conditions:

Post-

Conditions:
A service provider or a consumer identifies some searclrierifeat
is relevant for the search query. The queries are based cemsiem

Description: information contained in the BML and SDL models (SM). A numk
of SMs are returned to the user upon which he needs to seléci wh

one to consume.

Dependencies:

discover KB/SR, return specific SMs

Partner(s)
Responsible:

TUC
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Use Case select Service
Actor: Consumer, Service Provider
Pre-Conditions: | Atleast one SM must have been returned by the KB/SR
Post-
Conditions:
In order to invoke on a specific service a specific servicams has|
Description: to be selected either by the user or the execution envirotyiifiéme

user provided specific query information.

Dependencies:

Partner(s)
Responsible: N/A

Use Case get Proxy
Actor: Consumer, Service Provider
Pre-Conditions: | A service must have been chosen.
Post-
Conditions:

A service proxy is stored in the DHT topology. This topology

Description: provides a guaranteed way of retrieving stored proxiebgif tare

available. A proxy that matches the given identifier is ne@ut.

Dependencies:

lookup DHT

Partner(s)
Responsible: TCD
Use Case lookup DHT
Actor: Consumer, Service Provider
Pre-Conditions: | The P2P must be joined
Post-
Conditions:
The lookup procedure leverages the lookup interface of #ie P

o architecture in order to find a specific proxy object in the DHT

Description:

there is a service proxy available in the DHT that matches the
identifier the search is guaranteed to succeed.

Dependencies:

Partner(s)
Responsible:

TCD

2.2.3 Consuming Services

Upon successful discovery of one or multiple services, ttey be consumed by a
DBE consumer. The service proxy that is available to a comsundes the transport-
specific and GUI-specific internals and pulls classes froencthdebase of the service
once they are required. It presents the consumer in most eatfea forms-based GUI
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to simplify the interaction with the remote service. Fig@.§ shows the use cases
for service consumption. The previously discussed use ‘ciseover Service” is not

covered.
DBE Execution Environment
A Service
consume N\ .
_— Service :<mclude>>
Ty invoke
Consumer
Figure 2.5: Consume Use Case
Use Case .
consume Service
Actor: Consumer
Pre-Conditions: | A service must be deployed and accessible.
Post-
Conditions:
The DBE is an open service-oriented architecture that ptesno
loose-coupling between and among services and consumays. A
Description: service that is available can be consumed by a DBE consurher. T

consumer interacts with the DBE middleware platform thakesea
service endpoint available.

Dependencies:

discover Service, invoke Proxy

Partner(s)
Responsible: N/A
Use Case invoke Proxy

Actor: Consumer

Pre-Conditions: | A discovery procedure must return a valid service proxy.

Post-

Conditions:
A service proxy is a wrapper that encapsulates the service
configuration, such as endpoint and protocol, and it mayladso

Description: configured to use a number of GUIs. A consumer is unaware of &

transport-specific features of the service invocation. oy
provides the functionality to interact with the remote segv

ANy

Dependencies:

Partner(s)
Responsible:

N/A
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2.2.4 Undeploying Services

Undeploying services closes the life-cycle ranging frompldgment, discovery, to con-
sumption. In the DBE models of services are not deleted iertal allow for evolu-
tionary effects by promoting re-use. Instead, it is encgeadato add new versions of
models. Hence, the undeployment (see Figure 2.6) invokm®ving the service in-
stance from the Servent and the service proxy object fronDtH& topology, but not
the models that were associated with this service.

< Gndeploy~"
- - - <<include>>
Service Provider Service

DBE Execution Environment

/
remove
Proxy

B remove
Service

Figure 2.6: Undeploy Use Case

Use Case

undeploy Service

Actor:

Service Provider

Pre-Conditions:

A service must have been fully deployed and accessibleelf th
servent node is not set up behind a NAT gateway, then therserve
has to join the P2P network topologies.

The service must be removed in a specific order. First theyprox

POSt'. S object is removed from the DHT in order to avoid stale objettsn
Conditions: L .

the service instance is removed from the servent.

Analogue to the deployment, undeploying a service involves
Description: removing the respective parts of a service except the mduatisre

stored in the KB/SR.

Dependencies:

remove Proxy, remove Service

Partner(s)
Responsible:

SUN, TCD
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Use Case
remove Proxy
Actor: Service Provider
Pre-Conditions:
Post-
Conditions:
The DHT topology provides the functionality to remove a prox
L object from the DHT. In doing so, the service is effectivelyabled,
Description: . .
because consumers cannot download a service proxy object
anymore.
Dependencies:
Partner(s)
Responsible: TCD
Use Case .
remove Service
Actor: Service Provider
Pre-Conditions:
Post-
Conditions:
Description: Oncg the se_rvice proxy object is delgteq from the DHT topypltite
service provider undeploys the service instance from tiecse
Dependencies:
Partner(s)
Responsible: TCD

2.3 The Gradient Topology

In this section, we describe the concept of the gradient BRBlagy and we outline its
main properties. The gradient topology is a P2P topologyresbach peer is assigned a
utility value and the highest utility peers are connected with etidr and form the so
calledcore of the system, while lower utility peers are located gralyualrther from
the core. Peer utility is an application specific metric thatisures the ability of a peer
to provide and maintain system services. The highestyfik#ers, located in the core,
are hence the most suitable for maintaining system servicggstem data. Figure 2.7
shows a picture of a sample gradient topology where the géity has been marked
by the colour intensity.

The key property of the gradient topology is that it enablesry efficient search
algorithm, calledgradient searchfor high utility peer discovery. Given that the utility
metric can be arbitrarily defined by the system designergthadient topology allows
efficient discovery of peers with any desired charactessti

We have designed, implemented, and tested gradient topstdtyvare that allows
peers to create and maintain the gradient topology streictor calculate their own

D24.8 The DBE P2P SOA 25//88



DBE Project (Contractth507953)

Figure 2.7: Visualisation of a sample gradient topology.

utility, to estimate system-wide utility properties, siahthe distribution of peer utility
in the system, and to effectively search for high utility i@ the system.

The main motivation for developing the gradient topologyswhae fact that the
gradient topology enables an efficient implementation oérvise registry, such as
the DBE Knowledge Base (KB) and Semantic Registry (SR). #ssumed that the
service registry is distributed between a number of peetkdrsystem for reliability
and performance reasons. Hence, there are two types of peeespeergalso called
super-peers) that host registry replicas, amtinary peershat maintain no replicas.
By selecting only the best performing, most reliable peerste registry maintenance,
the system can improve the overall registry stability a@enance. Low utility peers,
if used for service registry replication and maintenanoala¢ degrade the performance
of the entire system. Hence, gradient topology is used tblerefficient selection of
the most suitable peers for the service registry maintemanc

The suitability of a peer to become a super-peer is measuréitegpeer’sitility.

A utility thresholdis defined as a criteria for super-peer selection, i.e.,.gp&h their
utility above the specified threshold become super-pedguré 2.8 shows a sample
P2P gradient topology with service registry replicas stdog the peers in the core
of the topology. The core, i.e., peers maintaining the tegiare determined by the
replica placement threshold. Gradient search is used higamdpeers to discover peer
above the threshold that host the registry replicas.

Given that the utility of each peer in the topology can be dalied by a common
function, the selection of super-peers becomes a questioovoto set the super-peer
utility threshold. In one possible approach, the threshudg be defined as an absolute
utility value. However, in many other applications, befangeer attempts to determine
the super-peer utility threshold, the peer needs to estithatdistribution of peer utility
in the system in order to know what constitutes high utilityai running system. For
example, if an application requires the selection of thetratadble peers in the system,
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Gradient
Search

Gradient
Search

-------

"
" .
---------------

m— Replica Placement Threshold

Figure 2.8: Service registry replication and discoveryhia ¢radient topology.

it needs to learn the peer stability characteristics betaran decide on the stability

threshold for a super-peer. Otherwise, if the super-peestiold is static (hardwired),

it may happen that no peer in the system satisfies the cri@ridat the threshold is

very low and hence sub-optimal. Moreover, due to the systelyriamism, the super-

peer selection criteria has to be continuously adaptedet@ybtem’s current state and
peer availability.

Peers in the gradient topology periodically perform a d&edisedaggregation
algorithm that allows the calculation of global system pies, such as the number
of peers in the system and the minimum, maximum peer utilityhe system, and
peerutility histogramthat approximates peettility distribution in the system. The
system-wide aggregates are used by peers to calculategbeseer utility threshold.
The aggregates are calculated periodically at runtimechvailows peers to adaptively
adjust the super-peer threshold during system operation.

The algorithms offered by the gradient topology can be usethé® DBE KB/SR
for performing two tasks:

¢ Gradient topology allows the KB/SR implementation to setke most suitable
peers for hosting the KB/SR replicas.

e Gradient topology allows ordinary peers (users) to discoaances (i.e., repli-
cas) of the DBE KB/SR.

The KB/SR replica membership management and the KB/SRceeplinchronisation
are handled by higher level protocols that are part of theSBimplementation and
hence are not part of the P2P architecture. We expect thatthber of KB/SR replicas
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is considerably lower that the total number of peers in th&esy, and hence, it is
possible for each KB/SR replicas to maintain a list of all KB/replicas in the system.
This is further facilitated by the fact that the replicas hosted by high utility, stable,
and well-connected peers. The replica list may be reagtivptlated and propagated
between peers whenever a replica is created or removed, @ssipgbased approach
may be adopted, where high utility peers located at the cbtieeogradient topology
periodically exchange and update their replica lists.

shows the general procedure of KB/SR instancewisy by peers. A
peer determines whether it stores a local KB/SR replica,rahtns a local replica
if one exists. If no local replica is maintained, the peecukites the KB/SR replica
threshold using the utility histogram generated by the egation algorithm and per-
forms gradient search in order to discover a peer above tafign utility threshold
that stores a KB/SR replica.

KE/5R Instance Discovery

[Local KE/SR replica] :2 [Mo local KB/SR replica]
Caltylate KB/SR
replica threshold

Perfarm
gradient search

Access local
KE/SR replica

Access discovered
KE{SR replica

L~y
S\ =

Figure 2.9: KB/SR instance discovery algorithm.

Figure 2.10 shows a sequence diagram of interactions beteagaponents of the
gradient topology when a peer attempts to discover a KB/pkcee

In order to determine whether a peer should become a supefife, a peer main-
taining a KB/SR replica), each peer periodically calcuddts own utility, using the
utility function, and compares it with the threshold for KB/SR replica plaeetcal-
culated using théhreshold function It is important to note here, that both utility and
threshold functions must be calculated in the same way Ipealts in the system. This
is required to preserve system integrity.

This poses some risks to potential attacks by a hostile pa&twould degrade
system functionality by claiming a very high utility. The $tide peer may respond to
heuristic search requests, but never completes actual viRo&sible solutions to this
problem include:

e Strong ldentities: A peer that would like to participate in the registry plaeerh
mechanism is required to present a strong identity to theaorét
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Figure 2.10: Super-peer discovery.

e Reputation Management The gradient topology could be integrated into a
decentralised reputation management system in order latéspeers that are
not reputable with regards to providing an essential systenwice.

e Collaborative Feedback Peers in the gradient topology could collaborate on
providing feedback to their own experience with their neiglrs.

The presented solutions are likely to be combined for ogtefieiency of identifying
hostile or untrustworthy peers.

Each peer periodically compares it own utility with the @t replica placement
threshold, and potentially performs one of the followingj@us.

e A peer creates a new KB/SR replica if it is utility is higheaththe replica place-
ment threshold and it does not host a replica already. THeagpstallation is
performed by the KB/SR replication algorithm.

e A peer removes its KB/SR replica if the peer’s current wtifidlls below the
replica placement threshold. The replica removal is peréat according to the
KB/SR replication algorithm.

Figure 2.11 shows the super-peer election algorithm. &nfgilas in KB/SR replica
discovery, the peer calculates a utility threshold for KIBA®plicas, and compares the

threshold with its own utility. Peers with utility above thiereshold become super-
peers, while peers with utility below the threshold becondirary peers. As men-
tioned before, the replica transfer and replica synchetius are handled by higher
level protocols described in the DBE KB/SR design document.

In the reminder of this section, we describe the ApplicaBoogramming Interface
(API) of the Gradient Topology component in the P2P architex The API consists
of three sub-interfaces: Management, Routing, and Agdicgenterface.
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Figure 2.11: Super-peer election.

2.3.1 Management

The Management interface allows the peer to join the gradapology, leave the
topology, and to define its utility and super-peer utilityetbhold.

e join() : This methods allows the peer to join the gradient topoldgyequires
a list of addresses (at least one address) of peers thatraeglalconnected to
the gradient topology. The joining peer obtains an inifistl &f neighbours and
initial values of system-wide aggregates from the specpiset(s).

e leave(): This method triggers the leave procedure that should bieimeed by
every peer before leaving the gradient topology.

e setUtilityCalculator(): This method is used to set the peer’s utility function.
The UtilityCal cul at or class encapsulates the peer utility function and
has only one methqdjetUtility(), that returns the current peer utility.

e setThresholdCalculator()This method allows to set the super-peer utility thresh-
old. The Thr eshol dCal cul at or class encapsulates the function that cal-
culates the threshold (for example based on the systemwtiiity aggregates)
and has only one methpgetThreshold(}that returns the current super-peer util-
ity threshold.

e isSuperPeer() This method returns the current status of the peer, i.eether it

is a super-peer, determined using the algorithm sho .

2.3.2 Routing

The Routing interface enables searching for peers in thersyabove a given utility
threshold. It encapsulates the gradient search algorithm.

e getPeer(} This method returns the address of a peer above a givety thitesh-
old. Optional parameters specify the wait timeout and $eeainge (so called
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message Time-to-Live, i.e., the maximum number of P2P hopsdarch mes-
sages)

e getPeers() This method is similar tgetPeer()and returns a set of addresses of
peers above given utility threshold. Optional parametpecify the wait time-
out, search range (Time-to-Live), and the number of addsefsat the method
should return.

2.3.3 Aggregation

The Aggregation interface allows peers to obtain estimategobal system proper-
ties. The aggregation component continuously maintai@galowing estimates: the
current number of peers in the systeM, the maximum peer utility in the system,
Max, and a cumulative histogram of peer utility valués, The minimum peer utility
is defined as zero. The cumulative utility histogram withpbins of widthw is defined
as

H(i)={p|U(p) > i w}

fori < j < B, whereU(p) is the utility of peerp. Paramete3 is also called
the histogram resolution. The histogram is a discrete aqmation of the peer utility
distribution inB points, where each bin corresponds to a single point of steiloliition
function.

The Aggregation interface contains the following methods.

e getNumberOfPeers() The method returns the current estimation of the total
number of peers in the system.

e getMaxUtility(): The method returns the current estimation of the maximum
peer utility in the system.

e getUtilityHistogram(): This method returns a utility histogram. The histogram
is represented as an array, where the i-th field in the arraggponds to the
i-th bin in the histogram. Additional method parameters rapgcify the his-
togram resolution (number of bins) and the utility rangeviich the histogram
is calculated. By default, the histogram is calculated fbvaues between the
minimum utility (zero) and current estimated maximum uili
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Listing 2.1: Gradient Topology API

1 interface MembershipManagement {
2 void join(Address|[] initialNeighbours);

3 void setUtilityCalculator (UtilityCalculator uc);

4+ void setThresholdCalculator(ThresholdCalculator tc);
5 boolean isSuperPeer ();

s void leave ();
7
8
9

}

interface UtilityCalculator {

1o double getUtility ();

11}

12

13 interface ThresholdCalculator {

1« double getThreshold () ;

15 }

16

17 interface Routing {

18 Address getPeerdouble threshold);

19 Address getPeerdouble threshold , long timeout);

20 Address getPeerdouble threshold , long timoeut, int ttl);

2 Address|[] getPeersdouble threshold , int count);

2 Address[] getPeersqouble threshold , int count, long
timeout);

23 Address[] getPeersdouble threshold , int count, long
timeout , int ttl);

2}

25

6 interface Aggregation {

27 long getNumberOfPeers () ;

22 double getMaxUtility () ;

29 long[] getUtilityHistogram () ;

30 long[] getUtilityHistogram (int resolution);

31 long[] getHistogram double from, double to, int bins);
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2.3.4 Multiple Utility Functions

This section describes an approach that allows to buildiptelapplications with dif-
ferent utility functions on top of the gradient topology.

The goal can be stated as follows. There are two P2P applisatl and B, and
each application introduces its peer utility functidny andUp, respectively. Each
utility function describes and measures application djgepeer requirements. Fur-
thermore, each applications defines its utility thresholdandtp, accordingly, and
the goal for each application is to discover peers with thaiegtion-specific utility
above the application-specified threshold.

Formally, the utility functions have the following form

UA:PHR, UB:PHR

whereP is the set of all peers in the system, and the two applicatieqgire the
selection of the following subsets of peers

{p|Ualp) > ta}, {plUs(p)>ts}

There is a number of different approaches to achieve the Quad approach splits
the neighbour sets of all peers into two separate partsegponding to applicatiod
and B, and generates two separate gradient topologies for bgiicafons. This can
be accomplished by applying the neighbour selection alyoiiaggregation algorithm,
and gradient search wiilli4 utility function to the to the neighbour set corresponding
to applicationA4, and by applying the algorithms wittiz utility to the neighbour set
corresponding to applicatiaB. However, this approach does not scale with the number
of supported applications since it requires a high numbeeafhbours per peer, and
hence, a high number of exchanged messages per peer.

Another approach combines the application specific ufflityctions into one gen-
eral utility function and uses this utility function to geate one gradient topology
shared by all applications. Assuming that peer utility isuadtion of a number of
peer parameters that can be directly measured or obtaioedifie peer, the two utility
functions have the following form

Us:RYN - R, Ug:RM - R

and the combined utility function can be described as

U:RNtM L R

However, utility function composition is a difficult probte It is not certain how
to define the combined utility function, especially if thenfions have conflicting re-
qguirement for shared parameters, or if no or very few pedisfgall criteria specified
by all applications.

Therefore, we propose an approach, where the combinety fititiction is defined
as

U(p) = max(Ua(p), U(p))

The above formula specifies that a peer has a high utilitysititer has a high/ 4
or highUg. sTherefore, if the gradient topology is generated, bagh hitility peers for
applicationA and high utility peers for applicatioB are located in the core. Gradient
search can be used for routing messages to the core and leertagtf utility peers
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discovery. The only required change in the searching dlgoris that once a message
is delivered to a peer in the core, it is not certain what tyfdgigh utility this peer has,
and therefore, the message may have to be forwarded to eediffgeer in the core that
has the required high utility value. This last step, howgwith a very high probability
can be achieved in one hop, since peers in the core are wellected.

-----------

---------
--------------
)
.

Gradient
Search

"~ .
---------------

. High Grey Utility Peers D Ordinary Peers

. High Black Utility Peers - Replica Placement Threshold

Figure 2.12: High utility peer discovery in a gradient topmy with two different utility
functions.

Figure 2.12 shows a sample gradient topology supportingdifferent applica-
tions, “grey” and “black”, where peerd, B, andC perform gradient search in order
to discover “black” high utility peers. Peerdsand B locate “grey” peer in the core and
their request is forwarded to a “black” high utility neighlvoPeetC locates directly a
“black” super-peer in the core.

A potential problem that may appear when using multiplgtutilinctions in one
gradient topology is that the utility functions may havendigantly different value
ranges. | such case, the composed utilittnay be dominated by one of the application
specific utility functions. For example, 4 has values within rang@..1] andUp
has values rangg..100], thenU, defined as maximum df 4 andUp, is essentially
equal toUg. In this case, searching for high utility peers for applimatd becomes
inefficient, sincd/ 4 is not reflected in utilityU.

One solution to this problem is to define all utility funct®im such a way that all
of them have the same value range, €@.1]. However, this requires system-wide
knowledge about peer properties. Simple transformatiprgéctions) of the utility
function into a fixed interval, such as the sigmoid functions
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/ _ 1
A(p) - 1 +€_U(p)
or
U/ ( )_ 1 1
AP 1+ Ualp)

do not solve the problem, since such transformations musnéeotonic, and
hence, if one function has higher values than the other fumcthe same relation
holds when the transformation is applied.

We suggest an approach, where the utility of all peers idday a factor to ensure
that different utility functions have comparable values,,iwithin a similar range. The
scaling factor can be calculated using the threshold vatueandi s, for example in
the following way

Us(p) = UA)

By doing so, the system ensures that both functions have citiéty values for
peers near the thresholds, i.e., peers that the applisai@searching for.

A similar effect could be achieved by calculating the saaliactor based on the
average utilitiesl{ 4 andUg) in the system. We do not recommend using the maximum
utility values for the factor calculation, since the maximutility may change rapidly
and hence it can introduce significant instability of théitytfunction calculation. The
dynamism of the utility change can be potentially reducedapplying an adaptive
update formula

Ua(p) = aUa(p) + (1 — a)UL(p)

The utility scaling factor is calculated by each peer thiidgtes an aggregation
round and is propagated between peers together with aggnegaessages.

2.4 Distributed Hash Table

In this section we show how we address the problem of servimeystorage, location
and removal with Distributed Hash Tables (DHTS).

DBE requires that there is a mapping of unique service iflergionto service
proxies, i.e., given a service identifier (obtained from aviee Manifest), the DBE
system should enable users to locate the correspondinigs@noxy object. This can
be achieved by Distributed Hash Tables, which are an actiwa af recent research
[22, 29, 25, 23]. DHTSs are peer-to-peer overlay systemsptatide a mapping of a
large identifier space onto a set of nodes in the system irearditistic and distributed
fashion. This mapping of identifiers to nodes is calledting or lookup DHTSs gener-
ally perform routing using onl®) (log N') overlay hops in a network a¥V nodes where
every node maintains ont(logN') neighbour links.

The Distributed Hash Table architecture for DBE extends@emesource Bamboo
protocol has been chosen [23], which is, in turn, based otmP@%]. Bamboo as the
underlying protocol for our DHT architecture was due to tbkofving reasons:

e open-source and portable implementation in Java
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e designed to handle high churn rates better than other DHfiighwis essential
for peer-to-peer environments with many nodes joining @adihg (see [23])

e large community with active mailing-list

e mature and highly tested code used in many projects and &pmulggloyment in
the form of OpenDHT [24]

¢ highly configurable with a support for external modules

In general, Bamboo spreads <key, value> pairs among peripating in the overlay
and provides efficient routing algorithms. It relies on aistured overlay topology,
where each peer is assigned a random unique identifier apdnsibility for part of
the key space. Peers store all pairs whose keys fall in tlaeirgs the key space and
provide operations such as lookup, remove, insert, whiehramnted in a multi-hop
fashion (i.e. from one peer to another).

Bamboo uses essentially the same algorithm for routing agessas Pastry [25].
Each peer is assigned a 160-bit peer identifier. The ideniifigenerated randomly
when a peer is created and it is assumed that the resultioisentifiers is uniformly
distributed in the identifiers space. For a network\opeers Bamboo routes to the
numerically closest peer to a given key in less thef(N) steps. The peer’s neigh-
bourhood is constructed from peers with identifiers thaetthe same firdtdigits and
differ only at thei+1 position. When routing, a peer normally forwards the messag
a peer whose identifier shares with the key a prefix that isaast lene digit longer than
the prefix that the key shares with the current peer’s identjfrigure 2.13 shows the
example scenario, where the peer whose identifier statshit locates a node clos-
est to identifiel011. As the network grows in size, each peer on the path can choose
among more neighbouring peers that are appropriate fordiaiwg the packet, hence,
it uses additional criteria, such as the estimated routetst to select the next hop.

111

>}

Figure 2.13: To find the node closest to identifidr, the node whose identifier starts
with 111sends a lookup message to its neighbour whose first digitiis node then
forwards the query to its neighbour whose first two digits @teand from there the
node is forwarded to the neighbour whose first three digg®al.

Distributed Hash Tables meet the DBE requirements in thegt inovide

e Load balancing DHTs spread keys evenly over the participating nodes; this
provides a degree of natural load balance.
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e Decentralisation DHTs are fully distributed: no node is more important than
any other. This improves robustness and makes DHTs apptefdr loosely-
organised peer-to-peer applications.

e Scalability The cost of the DHT lookup grows as the logarithm of the nunatbe
nodes, so even very large systems are feasible. No paratueiteg is required
to achieve this scaling.

e Availability: DHTs cope with node joining the system as well as with aaljtr
failures; nodes automatically adjust their routing tables

¢ Flexible naming DHTs enable flexibility in the selection of keys by users.

e Fault tolerance The values are replicated to a certain number of neighhguri
nodes, enabling their recovery if a node responsible fores@antifier space
unexpectedly fails.

2.4.1 Application of DHT to DBE

The basic DHT functionality essentially meets the use cespaios presented in this
document and enables seamless integration with DBE. licpkat, the service ID is a
key and the service proxy object is a value in the DHT ovei®gring a service proxy
in the overlay corresponds to tpet (insert) operation in the DHT, where the node re-
sponsible for the service identifier is determined by the Dbidting protocol and the
proxy is sent to that node. The proxy lookup correspondsdgéti(lookup) operation
in the DHT, where the node storing the service identifier ieerined in the same
manner and the proxy object is retrieved from that node. To&ypremoval works
analogously. Some DHTs such as Bamboo support also a leaseamem that auto-
matically removes <key, value> pairs after the time deteadiby the lease in order to
prevent overloading nodes with obsolete proxy objects nfises that ceased to exist.
Thus, service providers need to periodically renew thededsach of their services
by submitting the proxy object again. A node in the DHT thateiees a proxy that it
already has, stores only one of them and its lease is updatied imaximum of the two
leases. Bamboo also introduces a secret key mechanisnelieatan user-chosen se-
cret keys being associated with each <key,value> pair. €beetkey is then required
to remove a service proxy, consequently preventing comgetsers from removing
each others service proxies. However, we have identifieerabshortcomings of the
Bamboo protocol

e support for only one namespace for keys, i.e., there is ailpligsof a key
conflictif different applications using one DHT overlay leters choose arbitrary
keys

e values in Bamboo are limited in size to 1024 bytes, which issudficient for
storing service proxy objects as well. Other applicatiosiagithe DHT overlay
may require support for larger values (e.qg., distributedagie systems)

e even though Bamboo supports secret keys associated withvakee> pairs,
each time a service proxy is updated, a new secret key nebeggenerated and
remembered by the service provider; this is not convenigiaipglications need
to maintain many different secret keys, move them acrosshmes when the
service is migrated and ensure not using them again
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We have addressed these shortcoming (see Section 3.24dsyietan additional layer
on top of the Bamboo protocol, thereby maintaining the caibjidy with future ver-
sions of Bamboo and being able to use PlanetLab deploym@&#mboo if necessary.

In the reminder of this section, we describe how we suppoit'tland firewalled
nodes and present the Application Programming Interfad®l)(Af the DHT imple-
mentation in the DBE P2P environment. The API consists ofduln-interfaces: Man-
agement and Routing.

2.4.2 NAT'd Peers Interactions

A service provider joins the DHT overlay only if it is not belki a Network Address
Translation (NAT) or firewall that blocks an outside acces#g ports (ports can be
specified in a DBE configuration). If the service providerastricted by firewalls or
NATSs (see Section 3.3.2 for more details), then it selecelaympeer from the known
peers participating in the overlay (using the bootstrapise). The relay peer can be
any live node that participates in the DHT overlay. The tafsthe relay peer is to act
as a proxy between a restricted peer and the DHT overlay., Ttacepts the requests
such aget put, remove updateLeasé&om the restricted peers, forwards them to the
DHT network and possibly returns the replies back the rstlipeers (see Figure 2/14
for an example scenario of storing a service proxy in the DMdrlay by a restricted
peer). Document refers to nodes that are not restricted artitipate in the DHT

overlay aDHT nodes
1. select relay ?
peer *‘1
cptGy

3. route proxy

DHT

-
=

Figure 2.14: An example scenario where a restricted pesgstoservice proxy in the
DHT via arelay peer

2.4.3 Management

The Management interface (see Listing 2.2) allows the gein and leave the DHT
overlay. The implementation of this interface reads theesgary configuration value
from a properties file.

e join() : This methods allows an peer to join the DHT overlay with ad@mnly
generated node identifier. In particular, it requires thatgorts specified in the
configuration (default ports are 5850-5852) are availabteaccessible from the
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Internet. The method throws an exception if it cannot bind pmrt or any other
unrecoverable error occurs.

e leave(): This method stops all the connections. The node will noeptany
routing requests after calling this method.

2.4.4 Routing

The Routing interface (see Listing 2.2) of the DHT enablesteing, storing, remov-
ing values and updating their leases. In particular, thedeeybe a service identifier
and the value can be a service proxy.

e put(): This method enables a node to storekayvalug secret tuple in the
overlay in the private namespaagpldfor a maximum oftl seconds, after which
it will be automatically removed if not updated (with updag@se() function).
The private namespace enables a virtual separation of dateeén different ap-
plications that use the DHT. The service proxy storage hasexved namespace
identifier with a value ofl.. The secret key guarantees that the value can be re-
moved only by a user that reveals it (ifill then anyone can remove the value).
The put method returrif the operation finished with success-drotherwise.

e get(): This method enables a node to lookup a value based on itsekegand
a private application namespa@ppld). It returns up tanaxvalsvalues (there
may be several values stored under one key) in the user mvaluesarray
(that should be empty when invoking this method). The getwteturng if
the operation finished with success-diotherwise.

e remove(): This method enables a node to remove all values stored uhder
givenkeyin the namespacappld It requires that a secret kegdcrej is re-
vealed. The method retur@gf the operation finished with success-drother-
wise.

e updateLease() This method enables to update the lease of a value under the
givenkeyin the namespacappldfor anothetttl seconds. Should be called peri-
odically by a service provider for each of its service prexie ensure that they
are available in the overlay. The method retulrithe operation finished with
success ofl otherwise.
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Listing 2.2: DHT API

1 interface MembershipManagement {
void join () throws Exception;
void leave ();

interface Routing {
int put(short appld, byte[] key, byte[] value, int ttl,
byte[] secret);
8 int get(short appld, byte[] key, int maxvals, ArraylList<
byte[]> values);
9 int remove (short appld, byte[] key, byte[] secret);
10 int updateLeaseghort appld, byte[] key, int ttl);
11
}

2
3
a}
5
6
7
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2.5 Bootstrap

Bootstrap is a process in which a node obtains an initial gandition in order to join
the system. In P2P environments, this involves obtainirdyesbes of initial neigh-
bours (at least one alive neighbour) through which the fgjrpeer can discover and
contact other peers in the system.

The bootstrap mechanism depends heavily on the propeftiee anderlying net-
work, i.e., the communication media used in the system. kamgle, in wire-less
environments, a node is bootstrapped by broadcastingr@ ‘goi‘hello” message over
the wireless medium [5, 6] and receiving responses from adles in the commu-
nication range. However, in wide-area networks, such asrteenet, the broadcast
functionality is usually not available. In particular, tHe multicast protocol has not
been widely adopted by Internet providers and users duedigend deployment
difficulties [7]. Consequently, there is no reliable andyfudecentralised bootstrap
mechanism for large-scale systems based on the InternédtirgxP2P systems, e.g.
[4,3,11, 25, 24, 16], commonly rely on centralised soluticuch as centralisdaot-
strap nodeswhose addresses are globally known to all peers. A nodgdimet the
system contacts such bootstrap node(s) and obtains adsl@ssitial neighbours. The
DHT of the DBE SOA is based on the same concept of bootstrapsiddwever, mul-
tiple bootstrap nodes may be available to avoid centralaitibs in a self-organised
P2P system.

This mechanism can be further improvedlbgal cachingof neighbour addresses
by peers. In this approach, a peer contacts bootstrap namdysonce, i.e., upon the
firstjoining the system. For subsequent sessions, a jopeegobtains initial addresses
of neighbours from its local cache, unless none of the capkeds are available upon
rejoining the network. In this case, the peer would fall baxkhe bootstrap mecha-
nism.

We have designed and implemented a bootstrap mechanisimef@BE architec-
ture based on the above principles. Detailed descriptiaiiding the AP, is located
in/Section 3.3.

2.6 Supporting Multiple Topologies

Discover
Undeploy

DeployI I I Ijoin/Leave
P2P Core Service J U A
<<interface>>
so
H
i

uses

H T
: H

v n4 ; Y

<<class>> <<class>> | <<class>> |

DHT GT {P2P Extension|

| | 1
i i H Aggregation
v v

‘ <<interface=>=>

LifeCycle Routing

<<class>=> ‘

Figure 2.15: The P2P Core Service
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In order to account for future developments in the fast gngwarea of service-
oriented computing, it is a necessary requirement to peogit architecture that pro-
motes re-use and allows new components to be fitted in eddily.P2P architecture
can be extended as follows:

1. Provide a specialised interface to the DHT topology: ThElmtself provides a
generic API in order to retrieve and store values. To meetkaiip functional
requirement it is good practice to implement a specialisBtl A fact, two spe-
cialised APIs are provided for the Identity Management &edroxy repository
respectively that share the same DHT topology. Internaligh functional do-
main has an application identifier assigned to it to avoid potgntial storage
conflicts. Additional APIs can be developed and integratea similar fashion
using a different application identifier.

2. Incorporate a highly-specialised topology into the 8ats core-services: The
Gradient Topology is a highly specialised topology to meetrequirements for
registry placement and provides a heuristic search aklgorib find any registry
in the network. Consequently, the routing and aggregatiBtsAre specific and
not suitable for any extensions that are not within the reslragistry placement,
gradient organisation, and heuristic search. Howevegtadient topology can
be extended itself by providing multiple utility levels.

3. Other topologies can be incorporated into the DBE P2P semngce. The pro-
gramming model that is presented in this document providesbstraction to
the SOA principles, deploy, discover, and neighbourhoodagament. Thus,
changes in the underlying P2P topologies do not requiratch@ls of the DBE
P2P service to be modified (see Figure 2.15).

4. The servent component framework simplifies embeddinipéurtopologies as
core services. This is the suggested procedure for any 'tenthat require
specific solutions to the SOA platform.

To conclude this section, we believe that extension poi@geovided in order to meet
future demands to some degree. Two solutions are providedrelsy one is more
suitable for pure storage with the typical characteristica DHT overlay, while the

other one is more appropriate for specialised topologies.

D24.8 The DBE P2P SOA 42/88



DBE Project (Contractth507953)

Chapter 3

Implementation

In this chapter, we present the implementation of the P2Riteature to support a
self-organising SOA with a focus on the integration into B®E Servent. We would
like to point out that the architecture in general is a frameuthat can be used as an
extension to any SOA middleware in order to replace cestdlcomponents to avoid
single points of failure.

This chapter reflects the structure of the design chaptef¥mpter 2) in that it
provides algorithms for the specific functionalities to rage, route, and aggregate
within each topology. Section 1 deals with the Gradient Togyfollowed by Section
2 covering the DHT. The last section delineates solutiorteédootstrap problem.

The result of this implementation is part of the open-soprogect Swallow.

3.1 The Gradient Topology

This section describes in detail the implementation of tlaelignt topology peer. The
description includes the main software components, theictionality, and applied
algorithms.

The gradient topology interface (API) and the main threeistdrfaces, i.e., Man-
agement, Routing, and Aggregation, describdd in Secti®na?e implemented in the
following way.

e Aggregation - This interface is entirely implemented by Atggjregation compo-
nent described in Section 3.1.3.

e Routing - This interface is entirely implemented by the GeatlSearch compo-
nent described in Section 3.1.5.

e Management - The implementation of this interface is spgitween multiple
components.

— join : This method initialises all gradient topology componesmsl pro-
vides initial neighbour addresses for the Neighbourhood&g@ment com-
ponent described in Section 3.1.2.

— leave: This method shuts down all gradient topology componentpal-
ticular, ittriggers the Aggregation leave procedure, dbsd in Section 3.1.3.
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— setUtilityCalculator: This method sets the Utility Calculator described in

Section 3.1.1.

— setThresholdCalculator This method sets the Threshold Calculator de-

scribed in Section 3.1.4.

— isSuperPeer This method encapsulates the super-peer election digorit
covered in Section 3.1.4.

shows the general overview of the gradient tapolmplementation. Ta-
ble[3.1 on pagk 45 shows a summary of gradient topology coemgsmnd provides
references to individual components’ descriptions.

Worker Pool

Worker Worker Worker Threshold Super-Peer
N 7 Calculator Election

N L2 )
7

Neighbourhood Table

Job
Neighbour Neighbour Utility Calculator
Job
5 N Utility Utility Utility
Neighl Neigh
€I bour €10 bour Factor Factor Factor
Job Scheduler

Gradient
Search

\

Communication

Neighbour Utility

Aggregation — Selection [~ | cache

Bootstrap

Connection Connection Connection Connection

T T 1

Figure 3.1: Gradient topology implementation.

The remainder of this section describes in detail the impltation of each of the
gradient topology components.
3.1.1 Utility Calculator

The Utility Calculator encapsulates the utility functiosed by the peer. The utility is
a metric that measures the capability of the peer to proeddces to other peers.
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| Component | Section|
Utility Calculator 3.1.1
Utility Factor 3.1.1

Neighbour Selection | [3.1.2
Neighbourhood Table [3.1.2

Utility Cache 3.1.2
Aggregation 13.1.3

Threshold Calculator| [3.1.4
Super-Peer Election | [3.1.4

Communication 3.1.6
Ping 3.1.6
Job Scheduler 3.1.7
Worker Pool 13.1.7

Table 3.1: Summary of gradient topology components anderées to their descrip-
tions.

3.1.1.1 API

Utility Calculator has a very simple interface ($ee ListBd) with only one method,
get Utility() ,thatcalculates the current peer’s utility value. The minin utility
is zero and the maximum utility is unbounded.

Listing 3.1: Utility Calculator API

1 interface UtilityCalculator {
2 double getUtility ();
s }

3.1.1.2 Algorithm

The utility function is domain-specific and depends enyiaei the application require-
ments. However, it is expected that many P2P applicatiohshare similar require-
ments, such as the peer stability or quality of peer networinection.

A very important property of the gradient topology is thag titility function is
orthogonal to the neighbour selection algorithm, whichegates the topology, and to
the searching algorithm. The only assumption these algogtmake about the utility
function is that every peer calculates some utility value.

We expect that the utility function can be potentially basadhe following peer
parameters: peer’s availability, current uptime, avddattiorage space, average band-
width, average latency, CPU performance, and open IP asldresorder to estimate
the above parameters, the Utility Calculator needs todcterith the Communication
Layer (see Section 3.1.6) in order to learn the peer’s nd¢wonnection guality, and
with the operating system in order to estimate other peeracheristics, such as the
amount of available disk space.

A peer’s utility is the main criteria when selecting peers oservice (replica)
placement. There are two general approaches for peey mitihagement.

e Peer utility is calculated automatically by the system. (ipeer’s software). In
this case, the system automatically selects peers forcedrgplica placement.
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At any time, a peer may be requested to host a new serviceaept an existing
service/replica may be removed from a peer.

e Peer utility is controlled by the peer’'s administrator. histapproach, peer ad-
ministrators can control (through peer utility manipuali which peers host
services/replicas and can decide when a new service/agplireated on or re-
moved from a peer.

The former approach is preferable, since it enables syséifrpiganisation. How-
ever, in some systems the latter approach may be requireldebgystem security or
administrative policy.

In our implementation, we provide building blocks that eééteutility factors(ba-
sic peer parameters) that can be used to implement a cusitayfuibction. Currently,
we have developed modules that calculate the followingyféctors.

e UptimeCalculator that measures a peer’s current uptime

e StorageSpaceCalculaterthat obtains from the system the current amount of
available storage space

¢ ProcessingSpeedCalculatethat measures the available amount of CPU pro-
cessing power

e LatencyCalculator that calculates a peer’s average latency in exchanging mes
sages with other peers in the system, using communicatitistets obtained
from the Communication Layer

Our framework can be easily extended by adding modules Hiatilate other utility
factors. GivenN different utility factors, f1, fo, ..., fn, the utility function can be
defined as

U(p) = Oélfl 'Oégfg Ceee aNfN

whereay, as, ay are constant scaling values. According to this utility dé&bn,
a peer has a high utility value if all of its basic utility facs are relatively high, i.e., no
factor has an extremely low value. This property can be &rrtftrengthen by adding
the logarithm

U(p) = aqlog(f1) - azlog(fz) - ... - an log(fn)

In the latter definition, peers do not have a high utility ifiyopne of their utility
factors is very high. In order to achieve high utility, a peeeds to have high values of
all of its basic utility factors.

3.1.2 Neighbourhood Management

This layer implements the neighbour selection algorithrd Enresponsible for the
gradient topology maintenance. It manages the pemighbourhood sethat stores
the address of all current peer’s neighbours. The neigtitomar set of a peeys con-
sists of two parts: aimilarity-basedset, S,,, that contains neighbours with similar
utility to peer p, and aandomset, R, that contains a nearly random sample of peer
addresses in the system. The former set allows to genesatgdtient topology struc-
ture and enables gradient searching, while the latter sasesl by the aggregation
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algorithm. Random connections also significantly redud¢eork partition probability
and decrease the network diameter. Apart from neighbourkets management, the
neighbour selection algorithm maintains estimates of #ighbours’ utility values.
3.1.2.1 API

The component provides the following interface for the leiglayers (see Listing 3.2).

e getNeighbours() This method returns the set of currently established neigh
bours.

getRandomNeighbours(Returns the current random séty).

getSimilarNeighbours() Returns the current similarity-based s&g).

getNeighbourUtility() Returns the estimated utility value of a given neighbour.

setlnitialNeighbours() Method used in peer initialisation. Sets the initial neigh
bourhood set.

Listing 3.2: Neighbourhood Management Component API

interface NeighbourSetManagement {
Address[] getNeighbours () ;
Address[] getRandomNeighbours () ;
Address[] getSimilarNeighbours () ;
double getNeighbourUtility (Address neighbour);
void setlnitialNeighbours (Address[] neighbours);

N o a0 0~ W NP

3.1.2.2 Algorithm

The neighbour selection algorithm performed by each pe¢hénsystem is the fol-
lowing. Peers periodically gossip with each other and ergbkaheir neighbourhood
sets. On receiving both neighbourhood sets from a neighlaogossipping peer se-
lects one entry whose utility level is closest to its ownitytiand replaces an entry
in its similarity-based set. This behaviour clusters pedth similar utility charac-
teristics and generates the gradient topology structur@dtition, a gossipping peer
randomly selects an entry from the received random set gridaes a random entry
in its random set. Connections to random peers allow peexgflore the network in
order to discover other potentially similar neighbours.isT$ignificantly reduces the
possibility of more than one cluster of high utility peersrfong in the network. Ran-
dom connections also reduce the possibility of the grad@logy partitioning due
to excessive clustering. Moreover, random connectionsdssi peers are used by the
aggregation algorithm described in the Section 3.1.3. Peemoves a random entry
from S, or R, if the number of entries in the sets exceeds the maximum atlawim-
ber of connections, Figure 3.2 shows the neighbourhoodxatiaage between two
peers.
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Peer A Peer B
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Figure 3.2: Neighbourhood set exchange from Peer A to Peer B.

In addition to the neighbour sets, a peanaintains a cach&, that stores an esti-
mated utility valuelJ,,(¢), for each neighbouy. Entries in the cache are timestamped
and peers exchange these entries whenever they gossip.

The emergence of a gradient topology is a result of the systeetf-organisation.
Peers are independent, have limited knowledge about themnsyand interact with a
limited number of neighbours. Utility can be considered amieroscopic property
of a peer which enables through peer interaction the cortgtruof the macroscopic
gradient structure.

Simulation of the neighbour selection algorithm, desdilve[26], shows that the
algorithm generates a P2P topology with a very small diam{ateorder of 5-6 hops
for 100,000 peers) and that it has a global gradient strectur

3.1.2.3 Related Work

A number of P2P systems based on super-peers have beenguojgang and Molina
[34] investigate general principles of designing supesrgEased networks, however,
they do not provide any specific super-peer election algaritOceanStore [14] pro-
poses to elect a primary tier “consisting of a small numbeepficas located in high-
bandwidth, high connectivity regions of the network” foethurpose of handling up-
dates, however, no specific algorithm for the election ohsautier is presented. Bro-
cade [35] improves routing efficiency in a DHT by exploitiresource heterogeneity,
but unlike our approach, it does not address the super-fagion problem.

Chord [29, 21] shows that the load between peers can be lealdncassigning
multiple virtual serversto high performance physical hosts. The DHT structure may
be used for the discovery of under- or over-loaded peerguaimdom samplingdis-
tributeddirectories,and other similar techniques. Mizrak et al [17] proposesigeof
high capacity super-peers to improve routing performanae DHT. However, these
systems focus on load balancing in a DHT rather than the timheaf potential super-
peers from the set of all peers in the system.

Montresor [18] proposes a protocol for super-peer overkayegation, however,
unlike our gradient topology, his topology maintains a tise (binary) distinction be-
tween super-peers and client peers. In contrast, our apipinaoduces a continuous
peer utility spectrum and approximates the distributiopeér utility in the system in
order to discover peers above an adaptive utility thresh@ldr neighbour selection
algorithm can be seen as a special case of the T-Man protbtbthat generates a
gradient topology, where the ranking function is based arpeser utility metric. The
advantage of such a utility ranking function is that applaas can exploit the con-
structed topology in order to elect appropriate supergeer
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3.1.3 Aggregation

The aggregation component enables an estimation of gl@ealgroperties in the sys-
tem. The component continuously maintains the followirtgrestes: the current num-
ber of peers in the systen, the maximum peer utility in the system/az, and a
cumulative histogramf peer utility valuesH. The cumulative utility histogram with
B bins of widthw is defined as

H(i)=|{p|U(p) =i w} (3.1)

fori < j < B, whereU(p) is the utility of peerp. Paramete is also called
the histogram resolution. The histogram is a discrete aqmation of the peer utility
distribution inB points, where each bin corresponds to a single point of steilolition
function.

The estimated system properties provided by the aggregatorithm (especially
the peer utility distribution) allow peers to estimate wieanstitutes high utility in
a running system. This enables the calculation of adaptiresholds for high utility
peers. These high-utility peers, above the selected thidtghay be used by the system
for services (or data) placement and maintenance.

3.1.3.1 API

Aggregation component implements the following interféssse

e getNumberOfPeers() this method returns the current estimation of the total
number of peers in the system.

e getMaxUtility(): Returns the current estimation of maximum peer utilityha t
system.

e getUtilityHistogram(): This method returns a utility histogram that approxi-
mates the distribution of peer utilities in the system. Tistdgram is repre-
sented as an array, where thth field in the array corresponds to thh bin in
the histogram. The utility range of the histograntisnax, wheremaz is the
estimated current maximum utility in the system.

e getUtilityHistogram(int resolution) This method calculates a utility histogram
with a given number of bins (segetUtilityHistogrammethod above).

e getUtilityHistogram(double from, double to, int resotut) : Creates a utility
histogram for a given utility range with a given number ofd{seegetUstility-
Histogrammethod above).

o setlnitialAggregates() Sets the initial estimate values obtained when joining the
topology.

e leave(): This method should be called by every peer before leaviagjstem.
It ensures the correctness of the aggregation algorithm.
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Listing 3.3: Aggregation Component API

interface Aggregation {
long getNumberOfPeers () ;
double getMaxUtility () ;
long[] getUtilityHistogram () ;
long[] getUtilityHistogram (int resolution);
long[] getUtilityHistogram (double from, double to, int
resolution);
7 void setlnitialAggregateslong n, double max, long][]
histogram) ;
s void leave ();

o o A W N R

3.1.3.2 Algorithm

The aggregation algorithm continuously maintains es&ésaff global system proper-
ties. A peerp, has an estimate of the current number of peers in the sysignthe
maximum peer utility in the system/ax, and a cumulative histogram of peer utility
values,H,. Each of these values approximate the true system propéftie M ax™,
andH*.

Peers joining the network contact any peer already in theesysnd obtain an
initial set of neighbours and a current approximatioddf, M az*, andH*. A newly
joining peer has minimum utility, which is zero, and the nrmaxim utility of any peer
is unbounded. The number of histogram biBsjs constant in the algorithm.

Peers periodically execute a gossip-based algorithm,enditeone step (or round)
of the algorithm a peer can send (push) messages to a numisgbbours and receive
messages sent by its neighbours in the previous round. Aesequwf steps that leads to
a new approximation oN*, Max*, andH* is called an aggregation epoch. An epoch
can be potentially initiated by any peer at any time step,thadnformation about the
newly created epoch is gradually propagated to all peerkarsystem. In order to
distinguish between different, possibly overlapping,@® each epoch is tagged by a
unique identifier selected by the initiating peer. Everyrgemaintains a cacheuche,
that stores the identifiers of aggregation epochs that ##s pas participated in. The
duration of an epoch is delimited by a time-to-live value it#¢ end of an epoch, every
peer p updates its estimatd$, Max,, andH.

The algorithm performed at each step by a peershown in Figure 14, and it is
based on the algorithms described by Kempe [13] and Mont{&Sh In line 1, peer
p starts a new aggregation epoch with probab%. Thus, a new epoch is started

by the system with average frequen#;(every F time steps). The epochis initiated by
creating an aggregation message with a new epdahnd a weightv = 1, as specified
by Kempe. Theftl field is initialised with anO(log(N,)) value, since informally
speaking, the propagation speed of push-based epidemégpasmential and requires
only O(log(N,)) steps with high probability to reach al™* peers in the system. The
histogram bin width is calculated asw = (%).

Furthermore, aggregation messages include a field usetteagsN* labelledn,
a field used to estimat®f ax* labelledmaz, and finally, a histogrant;, consisting of
B entries representing individual histogram bins. By cormgrall aggregation infor-
mation in one message, the algorithm reduces the total nuofibgessages generated,
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and thus limits the network traffic generated. For a 100-dtolgram, the aggregation
message size B2 bytes (see Table 3.2 on pdge 51).

| Field ]| Description || Size]
id Epoch Identifier 8
ttl Message Time-To-Live| 2
w Message Weight 8
n Number of Peers 8
max || Maximum Peer Utility 8
hw Histogram Width 8
h1 Histogram Bin 1 8
ho Histogram Bin 2 8
hp Histogram Bin B 8

Table 3.2: Aggregation message format and size.

In lines 2-12 of Figure 3/3, a peer performs the aggregatioaceived messages.
A peer that receives an aggregation message with a new egefifier, i.e., with an id
field that is not stored in the cache, joins this new aggregdtines 13-20) by adding
the value of 1 to its n field and to all histogram bins accordimgquation 3.1. If
the ttl value is less than 1 (indicating the end of the epoglpeer updates its current
estimates of the system properties (lines 21-25). Otherwi® peer emits a message
to a random neighbour (obtained from the neighbour selectigorithm) and to itself
so that this peer will continue to participate during thetregggregation round (lines
26-30).

The algorithm exhibits the property of mass conservatidimdd by [13] provided
that no peers fail during an aggregation epoch. At any tirap,$br each aggregation
epoch, the sum of the weights of all aggregation messagdwiststem is always
equal to one, i.e.ZiV:1 w; = 1. Furthermore, the sum of fields of all messages is
equal to the number of peers participating in the aggregatiee maximum ofnax
fields is equal to the maximum utility among peers partidiggin the aggregation, the
average value aft/ fields of all messages at subsequent rounds decreases gnane,
fori <j < B, YN, hi(j) = H*(j).

In order to ensure mass conservation, each peer leavinystens is required to
perform a leave procedure shown in Figure 3.4. In lines 1{ithie figure, a peer
aggregates currently buffered messages (as in lines 2{E@ofe 3.3). In lines 12-15
of Figure 3.4, the peer subtracts the value of 1 from the n &ialtifrom the histogram
bins. Finally, in lines 16-18, the peer sends a messageiogorgdahe aggregated values
to a random neighbour. Section 4/1.2 and Section 4.1.3 prése evaluation results
that show a robust network even if a fairly large fraction oflas do not cleanly leave
the system with the “leave procedure”.

During one round of the aggregation algorithm, each pedigizating in an epoch
generates one aggregation message. The epochs are dnitiataverage every’
rounds (frequenc%), and since each epoch lasts on averB@d. rounds, the average
number of aggregation messages generated and receivedtbpeer in one round is
bounded byO(TTL/F), or O((+)log(N)) if TTLis O(log(N)).

Evaluation of the aggregation algorithm [28] shows thatiles well to at least
50,000 peers and that it enables live approximation of sygiperties in the face of
high churn rates.
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Algorithm 1: Aggregation algorithm at a pegrat roundt.
1 With probability 7 send messagg-and(), TTL,1,0,0, Mazs 1) to self
2 forall epoch identifiersd do

3 let {m;}:q be messages received at round 1 with epoch identifieid
4 | M —[{mi}idl

5 let (’Ldl, ttli, w;, Ng, MAT;, hwi, hz) bemi
6 | tl— Y UL

7 w — Z?_l w;

8 n Zﬁ1 n;

9 mazx «—max(max;)

10 for1 <j<Bdo

|| h() = X ()

12 end

13 if id ¢ cache, then

14 n—n+1

15 max —max(U(p), mazx)

16 forlgjg{%]do

17 | BG) — hG) 1

18 end

19 end

20 cachey, + cachey, U {id}

21 if ttl < 1then

22 Np — =

23 Max, «— maz

24 Hp(j) < %

25 end

26 else

27 m «— (id, ttl — 1,3, 5, max, hw, h)
28 sendm to a random neighbours and to self
29 end

30 end

Figure 3.3: Aggregation algorithm at peeat timet.
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Algorithm 2 : Leave procedure at pegr

1 forall epoch identifiersd do

let {m; }:q be all currently buffered messages with epoch identitier
M — [{m;}idl

let (’Ldl, ttl;, w;, n;, max;, hw;, hz) bemi

tl— Y1,

mazx «—max(max;)
for1 <j<Bdo

| h) = M, hil)
end
n«—mn-—1
13 forlgng%Jdo

© 0 N O g~ W N

=
N B O

|| h() () -1

15 end

16 m «— (id, ttl — 1,w,n, mazx, hw, h)
17 sendm to a random neighbour

18 end

Figure 3.4: Leave procedure at peer

3.1.3.3 Related Work

Kempe et al|[13] describes a push-based gossip algorithnthéocomputations of
sums, averages, random samples, and quantiles, and avibeoretical analysis of
the algorithm. Montresor, Jelasity and Babaoglu [19, 1#pituce a push-pull-based
approach for aggregate computation, however, their madelraes that a message ex-
change between any two peers is atomic and that the clocleeo$ pre synchronised.
We have extended Kempe’s algorithm to calculate histograme we have added a
peer leave procedure that improves the behaviour of theitlgoin the face of peer
churn. We are using the aggregates for adaptive supertpeshbld calculation.

3.1.4 Threshold Calculator

The Threshold Calculator encapsulates the utility thrieshonction used by the peer.
Peers with their utility above the threshold may be selebtethe system to become
super-peers.

3.1.4.1 API

The threshold Calculator has one methgetThreshold()(see Listing 3.4) that calcu-
lates the current utility threshold for a super-peer.

Listing 3.4: Threshold Calculator API

1 interface ThresholdCalculator {
2 double getThreshold () ;
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s}

3.1.4.2 Algorithm

The threshold function is application specific and can beutated in an arbitrary way
defined by the system designer. In the simplest case, thghibicecan be given as a
fixed, absolute utility value.

However, in many applications a peer needs to estimate 8tghdition of peer
utility in the system in order to know what constitutes hiditity threshold in a running
P2P system. Otherwise, if the threshold is static (e.g.-lareld), it may happen that
there is no peer in the system that has its utility higher tthenselected threshold
(in which case no super-peer can be elected), or that thehbie is very low and
hence sub-optimal (since most peers in the system willfgdtie super-peer selection
criteria). Moreover, due to a system’s dynamism, the tholeshas to be continuously
adapted to the system’s current state and peer availability

We propose an adaptive approach where each peer estimatgsiti distribution
in the system using an aggregated utility histogram andutaties a super-peer utility
threshold based on this distribution. The cumulativetythiistogramH with B bins
of width w has been defined in Section 3.1.3 as

HG) = |{plUp) 2w}

fori < j < B, whereU (p) is the utility of peerp. The cumulative utility distribu-
tion functionD is defined as

D) = [{p|U®) = u}|

The utility histogram approximates the utility distribortiin B points, i.e.,.H (i) =
D(iw) fori < j < B. We define theank threshold as a utility valuet,, such that
K highest utility peers have their utilities above or eqgtjaland all other peers have
utilities belowt,. Given the utility distribution functionD, the threshold is described
by

D(ty) = K, ty=D'(K)

Rank threshold, if used for super-peer election, enablésmkt-forward control
of the number of super-peers in the system. It has a progeatyr¢gardless of peers
joining and leaving, there is always peers in the system above the threshold.

Rank threshold can be estimated using-&in andw-width utility histogram,H ,
with the following expression

ty =~ wx* 1I§Ilia§XB(H(’L) > K)

Similarly, we define theproportional threshold as a utility valuetr, such that

a fixed fractionF' of peers in the system (or percentajeof peers, i.e., a quantile)

have their utility values above or equal and all other peers have utilities belaw.
Proportional threshold is described by formula

D(t,) = FxN
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whereN is the number of peers in the system, and it can be approxihuaiag a
utility histogram

by ~ wx 1I£1ia§xB(H(z) > Fx*N)

Proportional threshold has an advantage over the fixed kieshold that as the
system grows or shrinks in size, the number of super-peaccisrdingly increased or
decreased, so that the ratio of super-peers to ordinarg pesrains constant.

The simple strategy, where a peer becomes a super-peer tghuitity exceeds the
super-peer utility threshold and a peer becomes an ordeey when its utility falls
below the super-peer threshold, has the drawback that péérsitilities close to the
threshold value are likely to frequently change their stdte., super-peers or ordinary
peer status) as their utility fluctuates. This in turn introds unnecessary overhead to
the system.

In order to avoid such behaviour, two utility thresholds@deéned, arupper thresh-
old, t,,, and alower threshold;, wheret,, > t;. The super-peer election algorithm
works in the following way. An ordinary peer becomes a suypesr when its utility
exceeds the upper threshold, while a super-peer becomeslmary peer when its
utility drops below the lower threshold. This way, peershvitieir utility between the
higher and lower thresholds never change their super-peteiss The minimum utility
change required for a peer to change its status is giveh byt;, — t;.

3.1.5 Gradient Search

This layer encapsulates a searching algorithm, calledgmasearch, that enables high
utility peers discovery. The goal of the search algorithrtoigliscover a (super)peer,
or a set of (super)peers in the system, that have theiryusilibve a certain thresh-
old. The value of the threshold is assigned by the peer tli#tes the search and
may be calculated using the utility histogram generatechkyatgorithm described in

Section 3.1.8.

3.1.5.1 API

e getPeer(double utilityThreshold)his method initiates a search for a peer above
the given utility threshold and returns the address of aodised peer (or null if
no peer above the threshold has been found).

e getPeer(double utilityThreshold, int countPerforms a search and returns a set
of count addresses of peers above given utility threshold.

Listing 3.5: Gradient Search API

interface GradientSearch {
Address getPeerdouble utilityThreshold);
Address[] getPeersqouble utilityThreshold , int count);

}

A w N R
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3.1.5.2 Algorithm

The goal of the search algorithm is to deliver a search mesgag any peer in the
system to a high utility peer in the core, i.e., to a peer witlityiabove a given thresh-
old. Once the search message has been delivered, the aditessigh utility peer is
returned to the sender. The value of the threshold is assigyn¢he peer that initiates
the search and may be calculated using the utility histogranerated by the aggrega-
tion algorithm (see also Threshold Calculation in Sectidn4. The sender’s address
and the utility threshold are included in the search message

A peer below the specified utility threshold forwards searm#ssages to higher
utility peers until a peer is found whose utility is above theeshold. Each message
is associated with a time-to-live (TTL) value that deteresthe maximum number of
hops the message can be propagated.

In gradient search, each peegreedily forwards messages to its highest utility
neighbour, i.e., to a neighbogmhose utility is equal to

maxzes,ur,Up(T)

whereS,, is p's similarity-based neighbourhood set afyg is p’s random neigh-
bourhood set. Thus, messages are forwarded along thg gtéitlient, as in hill climb-
ing and other similar techniques. It is important to noté tha gradient search strategy
is generally applicable only to a gradient topology. It ases that a higher utility peer
is closer to the core in terms of the number of hops than a laitty peer. The
maintenance of the gradient structure introduces extreheael, however, the cost of
topology maintenance is generally constant per peer, sireceeighbour selection al-
gorithm is performed periodically.

In order to prevent message looping, we append a list ofdgters to each mes-
sage, and we add a constraint that messages are never fedatardlready visited
peers. In a greedy search strategy, where messages ars &wagrded to the highest
utility peer, messages may oscillate around peers withallomaximal utility. Local
maxima should not occur in an ideal gradient topology, h@xesvery P2P system is
under constant churn and the topology may contain locabdievis.

Assuming no changes to the topology, all messages from apeesuted along the
same path to the same destination, for example to the saniesser replica. However,
as soon the utility of a peer belonging to the path changespeer leaves or joins the
system, the connections between peers may change and lhencaiting path may
change as well. In this sense the algorithm is non-detestiiniSimilarly, messages
sent by different peers are delivered to potentially déferdestinations. Due to the
randomisation of the neighbour selection algorithm, itdigexted that the selection of
high utility peers by gradient search is highly random, aadde the system provides
fair load balancing.

The algorithm exploits the information contained in thedjeat topology to limit
the search space to a relatively small subset of peers actiieve a significantly better
search performance than traditional search techniquel,aaiflooding, which require
the communication with potentially all peers in the syst&ur simulation of gradient
search [2[7] shows that it outperforms random walking, im&eof both the number of
transferred messages (network traffic generation) and auwibdelivered messages
(search success rate).
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3.1.5.3 Related Work

Recent research on P2P systems has primarily focused oribDistl Hash Tables
[29, 22, 25, 16], where the main goal is to provide efficientting between any pair
of peers. In our approach, we are focusing on searching fnspeith particular prop-

erties in the system (high utility), and assuming that sysservices are placed on
these peers, we provide a mechanism that allows the effidistdvery and consump-
tion of these services. Furthermore, DHTs assume that geetifiers are unique and
relatively static, uniformly distributed in a key space. dar approach, the utility is

dynamic and may follow any distribution with multiple peqrstentially having the

same utility value.

A number of techniques have been developed for searchingstructured P2P
networks (e.g., [33], [15], and [31]). However, these téghas do not exploit any in-
formation contained in the underlying P2P topology, in casitto our gradient search
heuristic that takes advantage of the gradient topologisire to improve the search-
ing performance. Morselli at al [20] proposed a routing aitdpon for unstructured P2P
networks that is similar to gradient searching, howevesy taddress the problem of
routing between any pair of peers rather than searchingfiae peers or services.

3.1.6 Communication

This section describes the Communication layer that pes/allow-level mechanism
for peers to communicate with each other.

The communication model is based on asynchronous messssjagar his design
decision results from the fact that in a P2P system, peeesaict with a number of
different, continuously changing, peers, and informaisaoften forwarded by peers on
behalf of each other. A single piece of information exchahmepeers is encapsulated
in a single message. Since a peer’s neighbourhood is dynam&sages may arrive
from any peer at any time.

The communication layer is the only component that direstigds and receives
messages over the network. The centralisation of the conwmation infrastructure
enables the estimation of a peer’s network connection ptiegesuch as the average
bandwidth or latency.

As the communication layer is shared by all peer’s compan@ng. routing com-
ponent, neighbourhood management, aggregation, etd eash component sending
and receiving messages is associated wtlotocol identifier This ensures that mes-
sages sent by different components do not interfere with etter.

Additionally, since communication is asynchronous andsages may arrive at
any time, every component that receives messages musteregisnessage handler.
The handler is invoked by the communication layer whenevaeasage for a given
component is received.

3.1.6.1 API
The layer exposes the following interface for higher-legrhponents (see Listing 3.6).

e sendMessage()Method sends a message, i.e., a chunk of data, to a peei ident
fied by an address. The implementation may be either blodlsyrgchronous),
in which case an error can be immediately signalled by anpga®g or non-
blocking (asynchronous). In the latter case, the methasrmetimmediately,
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and a callback mechanism may be used to notify the sendet tit®oaperation
result.

e registerMessageHandler()Registers a message handler for a component iden-
tified by a given protocol id. All messages received with thecified protocol
id will be passed to the registered handler.

e getOwnAddress() : Returns peer's own address. This is nelegether com-
ponents, such as the neighbour selection algorithm, fosigpg with other
peers.

e getAveragelatency()Returns the estimated average round-trip network latency

Listing 3.6: Communication Layer API

1 interface Communication {

2 void sendMessageifit protocol , Address dest byte[] data);

3 void registerMessageHandleiift protocol , MessageHandler
handler);

Address getOwnAddress () ;

int getAveragelLatency();

}

interface MessageHandler {
void receiveMessage (Address sourcebyte[] data);

3.1.6.2 Algorithm

The communication interface has been designed in such aleyt does not enforce
any particular low-level communication protocol. For exde) the communication
component can be implemented using plain UNIX sockets, B& or Web Services
with SOAP. For this reason, this section will not describe dietails of the implemen-
tation and will only outline the main design decisions.

In the case where the communication layer is built on topveb servicegWs),
almost all communication infrastructure is already preddy the WS engine (appli-
cation server). In particular, the WS server enables asgncius messages sending
and receiving. The role of the P2P communication layer is tdtiplex/demultiplex
messages sent and received by higher level componentslifferent application pro-
tocols).

In the case of a puréCP-basedmplementation, the communication component
needs to handle TCsbckets There are multiple different approaches for socket man-
agement. The simplest approach is to create a TCP socketdnr message sent and
close the socket as soon as the message is received. Thisydrowmtroduces high
overhead for TCP connection set up whenever a message $éetnad. A potentially
better approach is to create and maintain a TCP connectierexy neighbour and
to keep it alive as long as the neighbour exists. This styategvever, implies a tight
coupling between the neighbour selection algorithm (nedgithood management) and
the communication component, and may require from a peeatotain a high number
of concurrent TCP connections if the neighbourhood setrggelaFor many peers, the
maximum number of neighbours would have to be limited duesource constraints.
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A different approach is to create a limited-size cache of T@fhections and leave
the maximum number of neighbours unbounded. Whenever aagess send to a
neighbour, an existing connection to the given neighborgtiseved from the cache or
a new connection is created and stored in the cache if no ctinngo the neighbour
exists at the moment. Connections are removed accordifgtoeist Recently Used
(LRU) strategy in order to maximise socket utilisation. HEtmaximum number of
connections is set equal to the maximum number of neighbthissstrategy behaves
as the previous described approach.

In the case oRMI, or RPC-basedommunication protocols, the communication
component design is similar to the TCP-based component.eMenvinstead of man-
aging TCP sockets, the communication layer needs to manalge Isound to remote
objects. A similar approach based on a LRU-cache may be osetbiring thestubs

In order to detect non-responsive neighbours (for examymedala failure or a silent
neighbour departure), the communication component rurisgie ping protocol. At
each step of the protocol, a random neighbour is selectetharmbmmunication layer
sends a ping message to this neighbour. If the selectedbmigis alive, its commu-
nication layer responds with a pong message indicating éighbour is alive. Other-
wise, a communication error is generated and the neighboanioved from the peer’s
neighbourhood table. This simple protocol serves two psepoFirst, as already men-
tioned, it enables the removal of stale entries in the neighiood table. Second, it
allows continuous calculation of peer’s up-to-date layestatistics.

Peer P

Gradient Neighbourhood

Aggregation
Search Management
1) send(Aggr, Q, x) ( g
Communication Layer

2) marshall and transmit
message over the network

Peer Q

3) receive and unmarshal
message

Communication Layer

4) receive(P, x ‘

) ®.%) Agaregation Gradient Neighbourhood
g9reg Search Management

Figure 3.5: Message transfer from Peer P to Peer Q.

[Figure 3.5 shows a sample communication scenario, wherggegation message
is sent from Peer P to Peer Q. At step 1, the aggregation coempam/okessend()
method on the communication layer, specifying the protat@hggregation), destina-
tion address (Q, obtained from the neighbourhood manageroerponent), and some
message content (x). At step 2, the communication layetes@amessage, marshals it
(converts to a byte sequence), and transfers it to Peer QepBs the communication
component of Peer Q receives and unmarshalls the messagéy Ft step 4, the com-
munication layer of Peer Q caltsceive()method on the aggregation protocol handler
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(aggregation component) supplying the sender’s addrgsan@Pmessage content (x)
as method parameters.

Peer P

1) getPeer(threshold) Application
Gradient Neighbourhood .
Aggregation

Search Management
2) send(GS, P, threshold, P)
Communication Layer 3) transmit

message

Peer Q
Application
6) if (utility < threhold) Gradient Neighbourhood
radient eighbourhoo )
send(GS, R, threshold, P’ Al ti "
( ) Search Management ggregation 4) receive
message
5) receive(P, threshold, P) Communication Layer
7) transmit
message
Peer R
10) if (utility > threshold) Application
deliver message
Gradient Neighbourhood .
Aggregation
Search Management .
8) receive
message
9) receive(Q, threshold, P) Communication Layer

Figure 3.6: Multi-hop routing (gradient search) from Ped¢o Peer R.

Figure 3.6 shows a sample scenario of multi-hop routingdigret search) from
Peer P to Peer R through Peer Q. (1) Peer P calculataeshold(potentially using
information obtained from the aggregation component) andkiesgetPeer()method
on the gradient search component. (2) Gradient searchésgaind()method on the
communication layer, specifying the protocol id (gradissarch), destination address
(the highest utility neighbour, Q, obtained from the neighthood management com-
ponent), and the threshold and its own address as the melksdge (3) Message
is sent to Peer Q. (4) Message is received by Peer Q. (5) Q'sncwrication com-
ponent invokeseceive()method on the gradient search module. (6) Gradient search
component obtains peergility from the utility calculator, determines that the peer’s
utility is lower than the threshold specified in the messagd,forwards the message to
the highest utility neighbour (Peer R) by callisgnd()method on the communication
layer, forwarding message body that contains the utilitgghold and original sender
P. (7) The messages is transferred to Peer R, (8) and redepB& communication
layer. (9)receive()method is called on R’s gradient search handler. (10) Theigma
search component verifies that R’s utility is higher thanttireshold specified in the
message and delivers the message to the application. A netessage is generated,
containing R’s address, and is sent back to the initial reggender (Peer P). Note that

this last step is not shown in the Figure 3.6 for clarity rewso
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3.1.7 Concurrency Control

One of the challenges in implementing P2P applicationsasibh number of concur-
rent tasks performed by each peer. This high level of coeoay stems from the the
fact that every peer simultaneously and asynchronouslyrogmicates with a number
of dynamically changing neighbours and performs a numbeardgpendent (overlap-
ping in time) algorithms, such as routing, aggregationghleour selection, etc.

This section describes how we address the problem of cagroeyricontrol. In par-
ticular, the section shows how we synchronise multipleatissto avoid so called race
conditions and deadlocks, and how we are improving the padace by controlling
the number of threads created and destroyed in the systems.

We divide all peer activities intmbs A job is a task that can be performed by a sin-
gle thread. Examples of jobs are sending a message, regeaiviressage, calculation
of peer utility, etc. Each peer maintains a fixed-size poataorfker threadghat execute
jobs. Ajob queuds used to distribute jobs in a fair and thread-safe way betwhe
workers. Furthermore, jab scheduleis used for scheduling jobs for execution in the
future. Figure 3.7 shows the high-level design of the coremay control model.

Application Components
Thread Pool

addJob() Neighbourhood Mana t
getiob) Job Queue { leighbourhoo nagement
Worker 3 \
‘( addJob()
/— Aggregation
Worker 1 getdob( 'L Job 1 Job 2 Job3

\ Gradient Search
addJob()
Worker 2 getdob()
R0

Figure 3.7: Concurrency control model.

3.1.7.1 API
The API consists of a number of interfaces 3.7).

¢ Jobinterface must be implemented by every job object and hasand method,
doJob() specialised for every job type, that executes the job.

e JobQueuss the object that assigns jobs to worker threads. It has teihaus.

— addJob(Job job) This method adds a new job for execution. It is used by
components that generate new jobs, such as neighbourigelalgorithm,
aggregation, gradient search, etc. When a job is added foltrgueue, it
is executed as soon as a free worker is available.

— getJob(): This is a blocking method that returns a job pending for axec
tion. It is invoked by the worker threads. If a job is waitingthe queue,
it returns immediately. Otherwise, it suspends the workezad until a job
is available.
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¢ JobScheduleallows scheduling jobs for execution at a given time. It has o

method,scheduleJob(Job job, long timehat specifies a job and a scheduled
execution time.

e ThreadPoobbject manages the collection of worker threads. It has tethods,

addWorker(WorkerThread workegnd removeWorker(WorkerThread worker)
that allow creating and removing worker threads.

Listing 3.7: Thread Control API

1 interface Job {

© ® N o O N W N

[

0

11

12

13

14

15

16

17 }

void doJob () ;

interface JobQueue {

void addJob (Job job);
Job getJob();

interface JobScheduler {

void scheduleJdob(Job job Jong time);

interface ThreadPool {

void addWorker(WorkerThread worker);
void removeWorker(WorkerThread worker);

3.1.7.2 Algorithm

As mentioned above, all peer’s activities are implemengeckdlections of jobs where
a job is a task that can be performed by a single thread. Jaobbecareated by any
peer component. A running job can create new jobs. The fatiglist summarises the
most relevant jobs created by gradient topology peers.

¢ Neighbour selection: This job represents one round of the neighbour selection

algorithm. The job is repeated periodically. The workeetu that executes
this job selects one neighbour and performs one round ofijguiag with this
neighbour. Details of the algorithm are specified in SecBdn2.

Aggregation: Periodically executed job that represents one step ofgdhecga-
tion algorithm described in Section 3.1.3.

Gradient search: Job created on demand whenever the user (or higher level
application) requests a new gradient search or when therpeeives a gradi-
ent search message from the network. The job consists dhgptlite message,
i.e., selecting the next hop and forwarding the messageailBeif the routing

algorithm are covered in Section 3.1.5.

Network communication : This category includes all jobs created by the com-
munication layer in order to handle network communicat&ee(Section 3.11.6).
For TCP/IP-based network communication, the followingsjale created.
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— Listening for incoming TCP connection on a server socket

— Listening for incoming messages on each open connectmngocket)
— Setting up new TCP connections if needed

— Sending messages through existing connections (on demand)

e Periodic Ping: Periodic job that consists of sending a ping message todoran
neighbour. Ping protocolis used by the communication l&yrefailure detection
and network latency measurement (see Section 3.1.6).

e Ultility calculation : This job calculates current peer’s utility value ( Sectioh.1).
The utility is used by all major algorithms, such as the nbalr selection, ag-
gregation, and gradient search.

e Threshold calculation: The peer periodically calculates the super-peer utility
threshold and compares it with its own utility in order toefatine its status, i.e.,
whether it is a super-peer, as described in Section 3.1.4.

e Job scheduler: The job scheduler generates a job that blocks one workeadthr
and waits for the next scheduled job execution.

All jobs that are set for immediate execution are insertea the job queue. Workers
constantly obtain jobs from the queue and execute them. dlheyeue is a syn-
chronised buffer that allows safe multi-thread accessertrgperations never block.
Removal operations block the current thread until an eleitien, a job) is available in
the buffer, as in the producer-consumer design patterrs dabinserted and removed
in the FIFO order, which guarantees fairness of job handiing/orkers and prevents
job starvation (i.e., no job stays forever in the buffer).

Additionally, jobs can be scheduled for execution at a timéhe future using the
job scheduler. The scheduler maintains a list of schedubd jogether with their
execution times. It generates a job that blocks a workeatheand waits until the next
scheduled job execution time. When the thread is woken @ps¢heduler moves the
scheduled job to the job queue (i.e., sets this job for execland generates a new job
that waits for the next scheduled job execution.

All periodic jobs are scheduled for execution using the jolesluler. This allows
limiting the number of threads waiting for periodic job en&ons to one.

The thread pool contains a collection of running worker ddise The threads are
created and started at the peer initialisation time. No heeatds are created after the
peer initialisation, and idle threads are not destroyedrstead are suspended until
jobs are available in the job queue. This solution allows lttmitation of the total
number of threads running in the system and thus avoidsaadirig the system when
running too many threads at the same time. Furthermore ystera performance is
improved by the fact that no threads are created or destrayedntime, since the
thread pool remains constant.

Each worker thread performs the algorithm shown in Listir® 3he worker con-
tinuously tries to obtain a job from the job queue, waiting i no jobs are available,
and executes obtained jobs.
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Listing 3.8: Worker Thread Algorithm

1+ Worker.work () {
forever () {
/I Wait for a job in the job queue
Job job = JobQueue.getJob();
/Il Do the job
job.doJob ();

}

© N o o A~ W N

}

Finally, last but not least, a very important problem thases in multi-threaded
application is thread synchronisation. Threads must betspmised when accessing
common resources, such as shared variables, files, TCRIKetspetc. Uncontrolled
access may lead to unpredicted system behaviour and is kastirerace condition

A common way of synchronising access to shared resourceslésl cnutual ex-
clusion where only one thread at a time can execute a fragment ofcaildelcritical
section A typical way of achieving this in Java is through the usafjsymchronized
methods. Java objects with synchronized methods behavemisors[8, 9]. However,
the usage of monitors introduces the risldefdlocls, i.e., situations where all threads
are blocked waiting for access to a monitor. Such a deadl@skauncur if a thread that
currently occupies a monitor, blocking it from all otherehds, is blocked itself wait-
ing for access to another monitor. This is possible if th@@ations between monitors
(i.e., invocations from a method in a monitor to a method itiffeient monitor) follow
acycle.

A simple solution to this problem is to structure the codelotsa way that no
cyclic invocations between monitors are made. Howevesithposes strict constraints
on the code and is difficult in practise since writing thresadle, complex programs is
known to be very hard for programmers.

In our implementation, we follow another rul@here is only one monitor in the
program This single monitor is used to protect all critical secidn the code, such
as access to shared variables, sockets, files, etc. Thisaghpeliminates the risk of
deadlocks and guarantees the correctness of program mxebyt multiple threads,
while keeping the design and structure of the code simpkhance, reducing the risk
of bugs in the program.

3.2 Distributed Hash Table

This section describes the implementation of the Distatuttiash Table architec-

ture for the DBE system. The DHT architecture is outlined igufe 3.8 and con-

sists of the bootstrap service (described in Section 2.&nlio DHT protocol (out-

lined in[Section 2.4, see [23] for details), RPC client-serecommunication layer
(Section 3.2.1) and extensions to the Bamboo protocol tpatipur DHT API(Section 3.2]2,
|Section 3.2.8 and Section 3.2.4).

3.2.1 Communication Layer

As depicted in Figure 3.8, all DHT operation such as get, move or updateLease
that are requested bycsient procesgupper half of the figure) are converted to Remote
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Figure 3.8: DHT Architecture

Procedure Calls (RPCs) and sent teegiver procesgbottom half of the figure). The
server process translates them to Bamboo operations andstsghe Bamboo layer
to execute them. The execution at the Bamboo layer invohesise of the Bamboo
routing mechanism. The result of the Bamboo operation,(eajues stored under a
requested key, in the case of the get operation) is thenlatadsagain into RPC and
sent back to the client process.

The server process provides the Management APl (see Sectd) with meth-
ods to join and leave the DHT overlay. The join operation igieglent to starting a
Bamboo node with a custom configuration that depends on tbstoap service (e.g.,
custom gateway peers to join the DHT overlay). The leaveaifmer stops the Bamboo
node. The client process provides the Routing API|(see @e2t4.4) with methods to
get, put, remove and updatelLease of data in the DHT. Thedeoeextend the Bam-
boo methods to support multiple disjoint namespaces, leafjges and private keys
that is described in the following subsections.

The separation of the client process from the server praaeaisles seamless sup-
port for restricted peers (NAT'd or firewalled) that need ¢arenunicate with the DHT
via relay peers (sée Section 2.4.2). Service providersateanot restricted by fire-
walls or NATs deploy both the server and the client procebsisTtheir DHT requests
(get/put/remove/updateLease) are sent to a local serweegs that forwards them fur-
ther into the DHT. In turn, a restricted peer deploys onlydhent process and sends
its requests over RPC to a server process on a selected egayhat uses Bamboo
to fulfil the requests. The result is returned back to thentlpFocess on the restricted
peer via the same RPC connection.

We assume that a peer can participate in the DBE system ifstt itecan commu-
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nicate with other peers that are not restricted by NATs owfts.

3.2.2 Extending DHT to support multiple private namespaces

In[Section 2.4 we showed the issues with Bamboo that we haddm®ess in order to
adapt it to the DBE requirements. One of these issues waalttzgiplications use one
DHT and keys from different applications may conflict wittchather. For instance,
if two independent applications stored some data underaime &ey, then they would
have a problem with recognising which data belongs to thehis B not a problem
if applications generated keys randomly since the key sjpeattee DHT is large 2160
different keys). However, the conflict is possible if apptions enable users to select
arbitrary keys. Thus, we associate each data value with asjgewxe identifier that each
application selects on its own (we assume they are globathyk). Theputoperation
stores the namespace identifier in the first two bytes of eatdn\hlue. Each afet,
removeand updateLeas®perations take as an argument a namespace identifier and
respectively return, delete or update data only in the tsdletamespace.

3.2.3 Extending DHT to support values of arbitrary size

Another shortcoming of Bamboo that we identified is a liniitaton the size of data
values that are stored in the DHT. Bamboo limits their sizenly 1024 bytes, which is
not enough for most applications including the service pretorage. We have solved
this by implementing an additional layer over Bamboo thaithes data values of arbi-
trary size. The basic idea is to split the large data into Enblocks and built a Merkle
tree over them, which is shown in Figure 3.9. The leaf nodesi®free contain the
data blocks, while inner nodes contain indexing blocksaéinattomposed of pointers to
their child nodes. The put operation involves building @ ta&d saving it in the DHT.
The index blocks are composed of pointers that are 20-bysis bodes of the child
block content (SHA-1 is used). Each block that is saved inDRE has a following
structure:

e 2 bytes for the namespace identifier,

e 2 bytes for the inversed level in the tree (O for a leaf datalbland increasing
towards the root)

e 1020 bytes for the list of indices to children (20 bytes eawhjata, respectively
if it is an index block or a data block.

Each block (index or data) in the tree, except for the rootkllés stored under a key
that is determined by a hash code of the block’s content. dbetiock is stored under
the key given as an argument to the put operation.

We provide efficient implementation of put, get, remove apdateLease methods
that operate on these Merkle trees. The efficiency of thesdbads is achieved by
parallelising the process of building the tree and storingetrieving index and data
blocks from the Distributed Hash Table. For this purposeusga pool of threads that
are responsible for sending the blocks over RPC to the spreeess that, in turn, for
each RPC request performs a concurrent DHT routing operafloce a thread in the
thread pool finished some operation, it can be reused foopeifig other tasks. Thus,
our application works in a producer-consumer fashion, wliee main thread acts as a
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Figure 3.9: Merkle tree constructed for large data values

producer and builds a logical Merkle tree and provides tddokbe sent by consumer
threads. The pseudo algorithm for the put operation is degbio Listing 3.9.

Listing 3.9: Merkle-tree put operation
1 int put(namespace, rootKey, largeValue) {

2 blocks =new List();
3 for (block : largeValue split into 1028 bytes blocks) {
4 block.level = 0;
5 block.namespace = namespace;
6 blocks.addLast(block);
7
}
8 while (blocks.size ()>1) {
9 indexBlock =new byte[1024]
10 int level = blocks. first().level;
1 indexBlock .level = level+1;
12 indexBlock . namespace = namespace;
13
14 while ((indexBlock is not full) && (blocks.size () >0)
15 && (blocks . first () .level==level)) {
16 block = blocks.removeFirst();
17 hash = hashCode (block);
18 do in parallel { RPC_PUT(hash, block); }
19 indexBlock .add (hash) ;
20 }
21
22 blocks.addLast(indexBlock);
23
}

25 /lthere is now only one root index block left on the list
6 RPC_PUT(rootKey, blocks. first());

27 }

In order to account for high churn rates, Bamboo provides¥igorable parameter
to set the replication strategy for data times that are dtorehe DHT to avoid data
losses.
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The get operation needs to efficiently reconstruct a Metide-given just a key
of the root index block, see Listing 3.10. It first retrievls root index block, then
requests its child index blocks and whenever some blockesriit requests its child
blocks unless it receives a data block, which is charae@i the level field set to
zero. The function parallelises the download of blocks bygia pool of threads. Since
the blocks may arrive out of order, priority queues are ugeddrge them in the correct
order, producing the large data value. It is important teertbht requesting a large
value while the node owning the value updates it does notilgada race condition
with corrupted blocks, because each index block is haskee¢8HA-1) based on its
children. Therefore, it is unlikely that some updates tottbe overtake the process of
obtaining the values. However, a large value obtained floerDHT might be invalid
by the time the node has merged the individual blocks intddhge value, because
the node owning the value could have updated the value in gentime. It is the
responsibility of the application layer on top of the DHT task these kind of failures.

Listing 3.10: Merkle-tree get operation

1 int get(namespace, rootKey) {

2 resultQueue =new PriorityQueue<priority ,block >();

3 blocksQueue =new BlockingPriorityQueue<position , block >();
4 rootBlock = RPC_GET(rootKey);

5 blocksQueue. put (<0, rootBlock>);

6 requested = 1;

7

8

9

while (requested >0) {
/I gets the first fetched block

10 /lor waits if no blocks are available yet
11 <position , block > = blocksQueue.take ();

12

13 if (block.level==0) {

14 /l'it’s a data block

15 resultQueue . put(position , block.data);
16 } else{

17 //it’s an index block

18 childPosition = TREE_BRANCHING* position;
19 for (int i=0; i < block.indices; i++) {

20 do in parallel {

2 blocksQueue. put(<childPosition ,

22 RPC_GET(block.index[i])>);
23 requested—;

24

25 childPosition ++;

26 requested ++;

27 }

28 }

29}

31 return (resultQueue blocks merged together in the order of
growing priorities);

2 }

The remove operation first uses the above get operationriewethe large data
value stored under the requested key. Subsequently, iatgsein a similar manner to
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the described put operation in that a Merkle-tree is builtiie data value and blocks
are concurrently removed by the pool of threads in a prodooesumer fashion. The
updatelLease is analogous in that the tree is built and fdr imalex and data block the
lease is updated by concurrent threads.

3.2.4 Extending DHT to support a single secret key

We mentioned im Section 2.4 that Bamboo suppsssret keyswhich hash codes
(SHA-1 hash) are associated with each <key, value> pairarotierlay. Removing a
data requires that the key, value and the full secret keyraréged. The key, value and
secret key are compared to the ones stored in the overlayf #mglyimatch, the data
is removed from the overlay. However, the replication schemployed in Bamboo,
where neighbouring nodes store each other replicas, esjthat remove operations
have associated time-to-live (ttl) values and are storeddroverlay until they expire.
This is to avoid scenarios where a node misses a remove tpe(atg., because it
was temporarily unavailable) and stores replicas thatIshisave been removed. In
Bamboo, the remove operations are stored in the overlaytemddde eventually finds
out about the remove operation. However, this scheme regjthiat all subsequent put
operations differ in any of the fields: key, value or secret, ke otherwise they will
be removed by the previously stored remove operations. Hstamnce, in a particular
situation when a user has removed some data and wants tatsagan, it needs to
produce a new secret key. This is not convenient for apjibicatas it requires main-
taining many different secret keys and ensuring that theyat used again. Therefore,
we have implemented a layer over the Bamboo protocol thdtlesapplications to al-
ways use the same secret key, which we suggest to be the podate key.

Our extension to the Bamboo protocol changes the way thetskeys are gen-
erated, i.e., it ensures that each put operation uses aatiffeecret key, avoiding the
aforementioned problems. In order to enable a sipglateKeyto be always used for
securing data values, the original Bamboo operapiattkey, value, uniqueSecretKey-
Hash)is changed in the following steps:

1. token= generate a random sequence
2. secretKey= hashCode{oken+ privateKey)
3. put( hashCodedecretKey), token hashCodegecretKey) )

4. put(key, value hashCodegecretKey) )

In the first step, a unique randotokenis generated, which is combined in the next
step with the locaprivateKeyand the hash code of which producesearetKeynique
for each put operation. Thekenis stored in the DHT under the key equal to the hash
code of the secret key. This is required to later recreatsdheet key if the value needs
to be removed. Finally, the value is stored under the giverulsing the hash code of
the secret key (the put operation takes as an argument thechde of a secret key,
whereas the get operation requires the full secret key).

The following steps are required to recreatesberetKewsing the locaprivateKey
and consequently remove thialueunder a giverkeyfrom the DHT overlay:

1. <key, value, secretKeyHash=>get(key)

2. <secretKeyHash, token, secretKeyHashget(secretKeyHash
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3. secretKey= hashCodefoken+ privateKey)
4. removekey, value secretKey)

5. removeGecretKeyHashoken secretKey)

In the first step, the hash code of the secret keg etKeyHaskthat is associated with
the data under the requestegl/needs to be obtained. This secret key hash is used in
the second step to retrieve the original token from the ayerThe hash code of the
combination of the token and the private key produces thgrai secret key, which is
then used to remove the data stored under the requestedaly,Fn the last step the
token is removed from the overlay as the same secret key atibha used anymore.

3.2.5 Summary

In this section we described the DHT architecture for the DBE showed how NAT'd
and firewalled peers are supported through the separatiaebe the client and server
processes and the use of relay peers. We presented thresierteto the Bamboo
protocol that combined form an abstraction layer over theBao protocol, providing
the Management and Routing API discussed in Section 2.4.

3.3 Bootstrap

The bootstrap component, called atsmotstrap serviceallows peers to obtain initial
configuration data needed to join the system. This confignratata includes ad-
dresses of initial neighbours, and addresses of relay péérs latter is needed by
peers with restricted access to the Internet, i.e., comaating through firewalls or
routers with Network Address Translation (NAT). When a pam@rnects to at least one
alive neighbour that is already in the system, potentiading a relay peer, it can re-
ceive from this neighbour other initialisation data, sushitee addresses of other peers
in the system and the current values of aggregates (i.e bauai peers in the system,
maximum utility, and the utility histogram).

This bootstrap service is used by both, GT and DHT.

3.3.1 API
The bootstrap service exposes the following interface gfseListing 3.11).

e getPeers() Returns a list containing addresses of peers that can eagsaitial
neighbours.

e getRelay() Returns an address of a peer that can be used as a relay peer.

e changeRelay() This method is used by peers to notify the bootstrap sethie
arelay peer failed and should not be used any more.

e addPeer() This method is used by peers to inform the bootstrap sethiaea
new peer has been discovered that can be used potentialleks/ geer.
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Listing 3.11: Bootstrap service API

interface Bootstrap {
Address[] getPeers();
Address getRelay () ;
void changeRelay (Address oldRelay);
void addPeer(Address newPeer);

[ I T S I

3.3.2 Algorithm

The bootstrap procedure consists of two steps, where thadatep is performed only
if the first step fails.

e Obtain addresses of initial neighbours and relay peers &tmoal cache(stored
on a local hard disk) that we calllacal bootstrap serviceA peer leaving the
system saves the addresses of its highest utility neiglstinuhe cache. These
addresses are used when the peer is started next time. hattehis step always
fails on a node’s first attempt to join the network, becausentbde has an empty
local cache.

e Obtain addresses of initial neighbours and relay peers &qmuol ofbootstrap
nodes The addresses of bootstrap nodes are obtained by resgleioajly know
DNS name(s). The DNS names may be handled by multiple namersdor
reliability reasons. Each DNS name may be resolved to a nuailie addresses
belonging to different bootstrap nodes. Round-robinsgwamay be used by the
DNS servers for the selection of bootstrap nodes. Each tvaptsode maintains
a cache of peer addresses that is used to handle bootstiagstdpm peers
joining the system.

A peer contacts bootstrap nodes only if the local cachetiaifgovide good (i.e. alive
and reachable) neighbours and relay peers (if needed) o€hkdache containing peer
addresses is organised in FIFO order — oldest entries a@veghwvhen fresh addresses
are added. Furthermore, addresses of peers that cannattiaeted are removed.

Every bootstrap node maintains a limited-size cache thabaws addresses of most
recently bootstrapped peers. Every time a peer is bootstthphe address of this peer
is automatically added to the cache, and peers are removedtfre cache in FIFO
order. This way the cache does not become stale. Peers titattthe bootstrap node
for bootstrapping receive a random sample of peer addretsesl in the cache.

[Figure 3.10 shows the bootstrap process of Peer A. FirsP@gr A obtains ad-
dresses of initial neighbours from the local cache. If anyhaf initial neighbours
is alive, the peer skips the latter steps. Otherwise (2)pter resolves well-known
(hard-coded or manually set up) DNS names and obtains as#dre$bootstrap nodes.
From the bootstrap nodes (3), Peer A receives a list of agdsasf initial neighbours.
Finally (4), Peer A attempts to contact an initial neighb¢feer B) and to obtain all
information needed to join the system (neighbourhood segigregates, etc.).

Optionally, every bootstrap node may run the same protagslall other peers
in the system. In this case, the bootstrap nodes can prowidistoapped peers with
complete initialisation data, such as aggregates, neigiiood sets, etc.
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Figure 3.10: Bootstrap process of Peer A.

Peers may also use bootstrap nodes to detect whether theppewm (unrestricted)
IP addresses. In order to do so, a peer sends a request tireddleotstrap nodes and
each bootstrap node attempt to connect to the requestimglpasconnection is suc-
cessfully established, the peer assumes that its IP addmestfire-walled. Otherwise,
after waiting for a predefined amount of time, the peer assuhe its Internet access

is restricted.
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Chapter 4

Evaluation

4.1 Gradient Topology Evaluation

In this section, we describe the evaluation of the gradigpblogy. We describe the
evaluation methodology, the experimental setup, and wseptdhe results.

4.1.1 Evaluation methodology

We evaluate the algorithms used in the gradient topologydsfjopming a number of
experiments, in which we measure the performance of grasiéamch and the precision
of the aggregation algorithm.

The following notation and metrics (based on the notatitmaiuced in Section 3.1
describing the implementation of the gradient topology) @sed in the remainder of
this section. We measure the average error in histogramatsin, £rr g, defined as

T N¢ *
_ Zt:l Zp:l D(Ht aprt)
T N;
where N, Np:, Max;, Max,., Hfand H,, correspond taN*, N,, Max™,
Mazx,, H*and H,, at timet of the experiment]" is the duration of the experiment,
andD is a histogram distance function defined as

Erry(T)

(4.1)

B . .
N — |Hf () — Hp (1
D(Ht ;Hp,t) _ Z’L_l| é( ) — Pﬂf( )l (42)
> izt Hi (@)
Similarly, we defineZrry as the average error in the estimatiod\gf, andErra
as the average error in the estimatioméf.z; over the course of the experiment.
We compare the performance of gradient search with randdkingg33, 15] and

with a probabilistic search strategy where a peeselects the next-hop destination for
a message with probability,., given by the Boltzmann exploration formula [30]:

e(U(a)/T)
DN CIO%)

where P, (a) is the probability that: selects neighbout, U(a) is the estimated
utility of peera, N, is the set ofz’s available neighbours, anfl is a parameter of
the algorithm called the temperature. Settifiglose to zero causes the algorithm to

P.(a)
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be more greedy and deterministic, as in gradient searchewWHI" grows to infinity,
all neighbours are selected with equal probabilities simib random walking. Thus,
the temperature enables a trade-off between exploitative deterministic) routing of
messages towards the core, and random exploration thatesredmarches to escape
local maxima.

Routing messages steeply towards the core, as in the gtaiarch, or Boltz-
mann search with a low temperature value, has the advanteyeandom walking
that subsequent peers on a message’s path are more and abdeeand therefore, the
probability of message loss decreases.

For each of the searching algorithms we measure two pregertiVe calculate
the average number of hops in which the algorithms delivevaach message from a
random peer in the network to a super-peer in the core, & ,peer above a certain
utility threshold, and we measure the search failure rate,the percentage of search
messages that are never delivered to super-peers.

The super-peer utility threshold is determined by each jmelvidually using the
utility histogram calculated by the aggregation algoritipeer,p, sets the threshold,
t,, to a value that corresponds to 1% of highest utility peehss Falue is approximated
using the following formula

tp=w- lrél%XB(Hp(z) >0.01-N,) (4.3)

wherew is the histogram width ang is the number of bins in the histogram.

4.1.2 Experimental setup

This subsection describes the experiments that we pertbimerder to evaluate the
algorithms used in the gradient topology.

We ran our experiments on a Pentium 4 machine with a 3GHz psocand 3GB
RAM under Debian Linux. We evaluate the aggregation andckealgorithms in a
Java-based discrete event simulator. An individual expent consists of a set of peers,
connections between peers, and messages passed between\eassume all peers
are mutually reachable, i.e., any pair of peers can establisonnection. We also
assume that it takes exactly one time step to pass a mesgagehe pair of connected
peers. We do not model network congestion, however, we theimaximum number
of concurrent connections per peer. In order to reflect nétweterogeneity, we limit
the number of peer connections according to the Paretaldistm (power law) with
an exponent of 1.5 and a mean of 24 connections per peer.

The simulated P2P network is under constant churn. Everypeasp is assigned
a session duration,,, according to the Pareto distribution with an exponent ef 1.5
and minimum value,,,;,,

P(s, > 5) = (22)"

Thus, the expected session duratiflts, ), is given by formula

Y Smin
E(Sp) = v — 1

We calculate the churn rate as the fraction of peers thaeléawjoin) the system at
one step of the simulation. Over the lifetime of a runningeys the average churn
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rate,E(c), is equal to the inverse of the expected peer sessionifag), therefore, in
order to simulate a churn ratg,in the system, we set,,;,, to
v—1
Y-

We assume that 10% of peers leave the system without perigrthe leave pro-
cedure of the aggregation algorithm (i.e., they crash).

A bootstrap server is used that stores the addresses of {he¢risave most re-
cently joined the network. The list includes “dangling mefieces” to peers that may
have already left the system. Every joining peer receivemisial random set of 20
neighbours from the bootstrap server. A peer discoversesutent neighbours by per-
forming the neighbour selection algorithm at every stephef simulation. If a peer
becomes isolated from the network (i.e., has no neighbpitiis)bootstrapped again.
The bootstrap server executes the aggregation algoritlhinp@avides initial estimates
of N*, Maz*, andH*, for peers entering the system.

We start each individual experiment from a network consistf a single peer.
The number of peers is increased by one percent at each #peusttil the network
grows to the size required by the experiment. Afterwards,nbtwork is still under
continuous churn, however, the rate of arrivals is equahorate of departures and
the number of peers in the system remains constant. Eacltpegnuously performs
the neighbour selection and aggregation algorithms atydirae step after it is boot-
strapped. Additionally, at each turn, a number of randoralgced peers emit search
messages that are routed using gradient search or randdingval

All peers attempt to either deliver search messages theay ihdheir buffers, if
their utility is higher than the specified threshold, or fardl messages to neighbours.
If a peer’s utility is higher than a defined utility threshplill messages in its buffer
are delivered. Otherwise, each message is forwarded tofahe peer’s neighbours
selected by the current search policy. When the TTL valuernéasage drops to zero,
the message is discarded. Furthermore, if a peer leavegstess all messages that it
currently stores in its buffer are lost.

We examine peer churn rates between 0 and 0.1, where theofdluecorresponds
to a configuration where 10% of all peers leave the systemeayestep of the simula-
tion. In physical time, if a discrete time step were 10 sespsdch a churn rate would
correspond to roughly 1000 peer departures per second f60HA0 peer network.
We have observed that for extreme churn rates, such as 0 Higimek, where the av-
erage peer session duration is very short, peers do not nauegle time during their
sessions to refine their initial neighbourhoods that thegike from bootstrap nodes,
and in result, the network topology depends more on the baptsing method than on
the neighbour selection algorithm run by peers.

For the purpose of the simulation, in all experiments, thalber of bins in the util-
ity histogram is 100 , the aggregation frequency paranféterl0 (except Figure 4.1),
andTT'L is set to3 - log(N) 4+ 10 hops. The utility function of a peerwith uptimeu
andd maximum connections with neighbours is defined/dg) = d - log(u + 1).

(4.4)

Smin —

4.1.3 Evaluation Results

The experimental results show that the aggregation algoriffers a good approxi-
mation of the system properties and that gradient searcibiexkignificantly better
performance than Boltzmann searching and random walkingyrims of both number
of hops and message loss rate.
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Figure 4.1: Average estimation of the number of peers in yistesn (N) as a function
of time. Three experiments are compared, with the frequehaggregation (F) set to
100, 30, and 10 time steps.

Figure 4.1 shows the average precisiom\of estimation as a function of time and
compares the results obtained for three different valugs. dfhe best approximation,
close toN*, is obtained forr' = 10. Random fluctuations are visible.

[Figure 4.2 and Figure 4.3 show the average error of the agtioegalgorithm,
Erry, Erryq., and Erryg, as a function of the churn rate and as a function of the
network size. The variance is not shown as it is approxirpated orders of magnitude
lower than the plotted values. The churn rate is measurdteasumber of substituted
peers per time step. The estimation Mfaz* is the most precise as the algorithm
for the maximum calculation is simpler compared to the atgor for H* and N*
estimation. H* approximation is less accurate thaAft since the histogram changes
more dynamically than the number of peers. The relativerexsoa function of the
number of peers is bounded as the number of rounds in the épgebportional to
log(N), which corresponds to the theoretical analysis of Kempg [13

shows the average hop count for delivered messega function of
the network size. The churn rate was fixed at 0.01. We can s¢@thdient search
performs better than other search strategies, and thatelssage hop count increases
together with the Boltzmann temperature. For the randonkvihé hop count grows
more slowly than for gradient search with increasing nekwsize. This can be ex-
plained by the fact that the average number of high utilitgrpés a fixed percentage of
the network size, and hence, the probability of high utiiger discovery by random
walking is a function of this percentage. For gradient deattte hop count increases
with the network size, since the average distance from atpebe core increases. We
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Figure 4.2: Average estimation error of the number of peethé system (N), maxi-
mum utility (Max), and the utility distribution (Histogranas a function of peer churn
rate.
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Figure 4.3: Average estimation error of the number of peethé system (N), max-
imum utility (Max), and the utility distribution (Histogra) as a function of network
size.
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can also see that the two Boltzmann approaches, with difféeenperatures, converge
as the network size grows. This is due to the growing averéliy @uptime) of peers
in the system, which results in a decreasing relative diffee between the Boltzmann
temperatures.

Figure 4.5 shows the average message loss rate as a funttios metwork size
with a churn rate of 0.01, and Figure 4.6 shows the averageagesdoss rate as a
function of the churn rate for a network of 10,000 peers. Bajhres demonstrate
that the message loss rate is lowest for the gradient seanchthat it grows as the
Boltzmann temperature is increased.

Better performance of the gradient search results from tetsf First, as shown
in|Figure 4.4, the message path is shorter in gradient siegréan in other search
strategies, and therefore, the probability that a messagesi by forwarding peers,
or that the message exceeds its TTL value, is lower. Secandprairmed by mea-
surements reported below, the stability of peers used fovdaling messages in the
gradient search is higher, which additionally reduces tessage loss probability. For
random walking the message loss rate is nearly equal foreéllark sizes, which is
due to the fixed percentage of high utility peers in the system

Figure 4.7 presents the message loss rate as a function chthra rate with a
distinction between message loss caused by exceeded radsBagnd message loss
caused by peers leaving the system. The total message tess malculated as a
sum of the two mentioned loss rates. The figure shows thatafudam walking the
message loss rate attributed to peers leaving the systems gogether with the churn
rate. At the same time, the message loss rate attributedceedrd TTL decreases
with growing churn, which means that for higher churn ratessages are more likely
to be lost by leaving peers than by exceeding their TTL valles gradient search,
nearly 100% of the total message loss is caused by churnmessages hardly ever
reach their maximum TTL value.

Figure 4.8 shows the message loss rate as a function of nee§3ag \We can see
that the overall message loss decreases when TTL growsafdom walking, as the
TTL is increased, messages are lost more often due to charnpecause of peers
leaving the system. As a consequence, the message losseataat converge to zero.
On the contrary, for the gradient search, the message Iltssb@aomes negligible for
TTL values above approximately 50 hops.

[Figure 4.9; Figure 4.10, and Figure 4,11 demonstrate theageeutility of peers
used for forwarding messages in different searching gfiege In all cases we can see
that the average hop utility is highest for gradient searchlawest for random walks.
This result is consistent with the observation that for gratisearch the message loss
rate is lower than for the other strategies.| In Figure 4.1d) Rigure 4.11 the utility
is scaled in such a way that the average utility over all paethe system is 1. As
expected, for random walking the average path utility is Igufe 4.9 shows also
that the average peer utility (measured as uptime) groveptavhen the churn rate
approaches zero.
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Figure 4.9: Average utility of peers forwarding messagesp(ttility). The average
utility of all peers in the system, measured as uptime, desge with the churn rate.

Gradient search achieves better hop utility by forwardimgsages to the highest utility
peers (network size is 10,000, TTL=100).
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Figure 4.10: Average relative utility of peers forwardingssages (relative hop utility)
as a function of churn rate. The utility is scaled so that thiee of 1 corresponds to
the average utility among all peers in the system.
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Figure 4.11: Average relative utility of peers forwardingssages (relative hop utility)
as a function of network size. The utility is scaled so thatuhlue of 1 corresponds to
the average utility among all peers in the system.
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4.2 Distributed Hash Table Evaluation

Distributed Hash Tables and in particular the Bamboo DHTquol have been exten-
sively evaluated in previous studies [23, 24,22, 29, 2518],DHTs have been shown
in both theoretical and experimental evaluations to exhilbiumber of nice properties
such as routing i®(logN) hops (wherd is the number of nodes in the system), good
resilience to peer churn and adaptability to changing ndtwonditions. Therefore,
our work has focused evaluating our DHT extensions thatlensders to store and re-
trieve larger data values and improve the security prope(tiee Section 3.2). We have
evaluated these extensions on the PlanetLab wide-arearnkd®gtbed [2] that consists
of about 700 computers spread all over the world and is adaifar researchers to in-
vestigate decentralised systems. A deployment of the Bamphmtocol is deployed on
PlanetLab in the form of OpenDHT [24]. There are about 200hires at any time
available in the OpenDHT overlay network.

In the experiments we used a machine in the Trinity Collegeork (*.cs.tcd.ig
that was acting as@ient procesgsee the DHT architecture|in Figure 3.8) and was is-
suingputandgetoperations to respectivesforeandretrieveproxy objects in the DHT
overlay. The gatewaysérver procegshas been selected to be in Intel, Cambridge, UK
(planetlabl.cambridge.intel-research.nekhe proxy objects were 1kB, 10kB, 100kB
and 200kB in size, each experiment has been repeated 15aimdes average over all
trials has been calculated. The results are presented ime~ig12.
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Figure 4.12: Results of put and get operations on the DHTlayer

It can be seen from the figure that get operations had bettésrpeance than put
operations. The put operations have been the first to be éuolEor this reason,
nodes in the overlay have been able to learn the best roudithg po nodes that stored
the individual chunks of the data values. This knowledgestarttially improved the
performance of subsequent get requests for the same chiihkstesults also show
a nice feature of the DHT overlay, where the latency of openatgrows slower than
size of data values. This is a result of a parallelisationwfl@HT extensions for large
file routing and the fact that much overhead is associateld egtablishing the RPC
connections.
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Chapter 5

Conclusion

This document introduced a dual-topology for Service-@ted Architectures to sup-
port a self-organising service broker placement strateglyaadecentralised approach
to store service endpoint information. The architecturanisextension to the servent
application server and is encapsulated as a core-sentiexpbses an abstract inter-
face in order to deploy, discover, and undeploy serviced@bd able to join and leave
the P2P network. The design of the architecture allows farr&uiimprovements and
extensions without breaking backwards compatibility bgifg the core functionality
behind interfaces and abstract classes.

Also an extensive evaluation was provided and mainly fowusin the Gradient
Topology, because it introduced novel concepts that havieeen implemented before
for SOAs, while utilising the DHT takes advantage of an eéxgsand stable body of
work that has been adopted from both, academic and indystagects. In particular,
this document clarifies many issues that were raised duhiagdview in Tampere
January 2006.

Gradient Topology We have proposed a gradient network topology where the high-
est utility peers are highly connected with each other amch fa logical core suitable
for maintaining a system’s critical infrastructural sees. A self-organising neigh-
bourhood selection algorithm has been presented that afesehe gradient topology
by clustering peers with similar utility characteristid$ie main advantage of the gra-
dient topology is that the network structure contains infation about the peer utility,
which allows the peers to discover other high utility peeitheut flooding the entire
network with search messages. The gradient topology altbevsearch space to be
limited to a small subset of all peers in the system. Furtloeemdecentralised aggre-
gation techniques are used to reduce the uncertainty aheststem by approximat-
ing peer utility distribution, and enable the decentralisalculation of adaptive utility
thresholds. We have shown that the gradient topology in caation with a peer util-
ity metric, aggregation techniques, and gradient seagchliows efficient discovery of
high utility peers in open, decentralised and heterogespeer-to-peer systems.

The topology can be used to improve the availability andgrernce of system’s
infrastructural services by placing them on the highestyipieers, as well as to reduce
the amount of network traffic required to discover and ussetservices. The topol-
ogy enables a trade-off between centralisation and dexdisation, in the sense that it
allows the selection of a subset of high utility peers formting application services
rather than distributing the services equally betweenesdtp.

D24.8 The DBE P2P SOA 84//88



DBE Project (Contractth507953)

The evaluation of our work shows that gradient search aeBisignificantly better
performance than random walking. Our results agree witmth&ee lunch theorem
for search [32] that states that no generalised searchitiggrsuch as random walk-
ing, can out-perform a specific search algorithm that malsesaf suitable domain
knowledge. The gradient topology contains implicit knadge of peers’ utilities and
this knowledge is exploited by our gradient search algorjtenabling its significant
performance gains over random walking. Moreover, measemnérasults show that the
neighbour selection algorithm is scalable and robust, batlit generates a topology
with a very low diameter. Our experiments also confirm thatabgregation algorithm
allows a precise approximation of system-wide peer pragzert

Distributed Hash Tables We have shown how the Distributed Hash Table overlay
can be used for service proxy storage, location and remdwal.explained how the
properties of DHTs enable to achieve these tasks in a detisett peer-to-peer envi-
ronment. We have identified limitations of the existing DHifplementations that we
addressed in order to adopt them to the DBE requirementswork on these limita-
tions resulted in a DHT extension layer that allows for: agié namespace for each
applications using the DHT in order to avoid conflicts of kbgsween different appli-
cations; storing and retrieving data values of arbitrargsj protecting all vulnerable
user data with a single user private key.
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