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Chapter 1

Introduction

1.1 Background

In the European economy, Small and Medium sized Enterprises (SMEs) are playing a very
important role, by contributing a considerable share of GDP and providing new jobs and
new business ideas and so on. However, most of the SMEs are far behind the stage to
use the Internet technology as a business tool. The obstacles include lack of resources,
skilled employees, adaptable technology to SMEs, and also lack of awareness of potential

benefits[1].

1.2 Introduction to Digital Business Ecosystem

In order to be always competitive in the global market, SMEs need some easy to use tech-
nology to avoid the ever increasing gap of using between them and large size enterprises.
Therefore the idea of a digital business ecosystem (DBE) is issued. The aim of the DBE is
to develop an open source distributed digital software environment that can support the
deployment, retrieval and composition of services so that it can help SMEs to cooperate

with other SMEs to produce components and applications adapted to local business needs.

Traditionally, an ecosystem is defined as a biological community of interaction organ-

isms and their physical environment. Like the individuals as plants or animals in a nature



ecosystem, enterprises have to form associations and clusters in order to flourish. As a con-
sequence, the notion from biology, ecosystem, is widely used to describe the increasingly
interrelated nature of enterprises as competing and evolving organisms in a business envi-
ronment. In this business ecosystem, customers obtain goods and services of value. In the
meanwhile, they also co-evolve their capabilities, their role, and tend to align themselves
with future directions. The innovative thought of the DBE relies on developing an Informa-
tion and Communication Technology (ICT) technology-based ecosystem, where software
components, applications, services, knowledge, business models, training modules etc are
regarded as ”digital species” interacting with each other in a ”digital environment”. These
species can evolve in the way that, services can combine with other services to produce
more new and innovative services, more adaptive species can reproduce while less adaptive

species die out from the system based on laws of market selection.

1.3 Introduction to network topology (S7)

1.3.1 Objective

SMEs as users of the DBE are in different physical locations, thus the communication
between them will be implemented as in a distributed computing system, called nervous
system. The platform of the DBE will be built on a decentralized peer-to-peer architecture
due to its advantages such as self organization, load-balancing, fault tolerance. Moreover,
the integrated P2P architecture has to be flexible enough to fulfil the requirements of all

DBE services built on it.

In this project, Federated Advanced Directory Architecture (FADA) is an important com-
ponent in the “nervous system”. It is used for clients to find and download service proxies
based on corresponding unique identifiers, which have been registered with FADA by
service providers. This technology has been applied to networks in the tourism sector.
Moreover, FADA network uses the mathematical tool Kalman filter, to model the net-

work delay for lease renewal so that it can overcome the limitation of its ancestor, Jini



technology which can only be used in some low-latency networks such as in LAN, due to
without taking variable net latency for lease renewal into account. During the system’s
operation, the network topology is assumed to be dynamic, constantly changing over time
with node joining in and leaving out. Thus, it is a challenging research problem for us
to investigate how the performance and network resilience of the FADA network within
the DBE depends on the network topology and dynamics. On the other hand, in deliver-
able provided by UBHAM [2], how different topologies affect the time taken to solve the

set-cover problem and effects on diversity maintained in SMEs are discussed.

1.3.2 Owur approach

We build up a two coupled networks model as a simplified version of the DBE, consisting of
a business network layer where business process between different SMEs happen and a P2P
communication layer supporting the communication in the DBE, where FADA is applied.
Through discrete event simulation, we investigate the effects of different evolutionary
principles inspired by random graph and scale-free networks on the performance of the

FADA network. We find several rules to design a resilient and efficient FADA network.

1.4 Organisation of the report

The rest of this report is organized as follows.

Chapter 2 In this chapter, we provide some background information about the P2P
network and literature review on topologies of complex network which are applicable to
our research.

Chapter 8 We present the two coupled networks model in details.

Chapter 4 We explain detains of simulations on the model will be and discuss simula-
tions results.

Chapter 5 We finalize with conclusions of the work and the direction of future work.



Chapter 2

Background and Related work

2.1 Studies on Topology of Peer-to-peer Network

Recently, Peer-to-peer (P2P) networks have attracted significant attention in both academia
and industry due to the widely usage of P2P systems today. Besides the benefit of shar-
ing huge amounts of data, P2P networks present advantages including adaption, self-
organization, load-balancing and fault tolerance. However, despite of these strengths,
there are still several challenges for the systems to consider for more widely usage, which
are primarily aspects of scalability and efficient search. Many works have focus on how
to achieve both scalability and functionality of the P2P systems. In [3] ,[4], they study
the topologies and protocols of the systems and users’ behavior and evaluate the perfor-
mance and to investigate possible improvements of better scaling etc. Efficient search
techniques such as CAN [5], Chord [6], Pastry [7], Tapestry [8], Yappers [9] and Grapes
[10] can offer fast lookups and still keep the systems scalable. Moreover, different routing
algorithms have also been widely studied to improve performance, e.g in [11], presenting
a cost effective broadcast algorithm for fully decentralized P2P networks, implemented
on a scale-free topology, based on Barabdsi and Albert’s model in [12]. Nevertheless, we
have to notice that the work mentioned above, as the studies of topologies, efficient search
techniques and routing algorithms perform well for the systems in a well-behaved fash-

ion that they are intended for and of a certain degree of topology, where their analytical
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and empirical studies base on. But, we need to be aware that topology itself has signifi-
cant impact on the performance, network resilience, scalability, and communication cost.

How topology affects the results of studies on P2P networks is an important open problem.

Appropriate models of the topological structure of a network are essential for the anal-
ysis and development of it. Many researchers have made significant effort in developing
topology generators for e.g Internet simulations. Waxman introduced one of the most
commonly used method in [13] for graph generation, where the probability of an edge be-
tween two nodes relates to the Euclidean distance between the two nodes. Due to several
serious drawbacks of the Waxman model for generating Internet topology, some modified
methods such as [14] have been proposed. In [15], Zegura et al. evaluated different graph
generation methods by a comprehensive set of metrics that characterize the graphs pro-
duced. However, these methods have not yet been scaled to apply to much larger size
networks. In [16], Paxson and Floyd stated that the difficulty of modelling and simulating
the Internet is because the Internet is heterogeneous and changes constantly so that we

do not know how to simulate its behaviors.

Therefore, in order to provide an appropriate topological model of the FADA P2P net-
work in the DBE, we combine graph-theoretic and system requirements to derive rules for
designing a robust and efficient FADA network. We introduce two dominating network

topologies of complex networks which are relative to our work in the following section.

2.2 Topologies of Complex Networks

The network of FADA nodes working together is a complex network. There are some
research studies on computer network that relate to the field of statistical physics and
complex networks, e.g in [17]. Moreover, a lot of studies on complex networks illuminated
how specific topologies or connectivity patterns are based on the construction and growth

of such networks.
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Complex networks are usually regarded as graphs for topological analysis. Therefore,
we regard FADA network as a undirected graph where nodes represent FADA nodes, and
edges correspond to virtual connections between the nodes. For the purpose of better un-
derstanding of our work, we firstly introduce some graph-theoretic properties of topology

that are used in the report.

Degree distribution

The number of edges connected to a vertex is called the degree of the vertex. In a network,
vertices always have different degree. The node degrees is characterized by a distribution
function P(k), which is the probability that a randomly chosen node has exactly k con-
nections.

Average path length

The average path length is the average of the shortest path lengths from each node to
every other nodes. Small average path length leads to better responsiveness. In the DBE,
it determines how fast requests propagate throughout the FADA network. Based on the
complex network theory, there are currently random graph, small-world and scale-free

networks as options for network topologies.

2.2.1 Random Graph

The random graph was introduced by Erdos Renyi as an early effort to model complex
networks in [18], in which edges are distributed randomly and the presence or absence of
any edge between two nodes in the network is dependent on a fixed connection probability
p. We abbreviate it to ER random graph in the following sections in this report. The

degree distribution of a ER random graph has been found to follow a Poisson distribution:

k_ —z

P(k) = (Z)pku e 2

o ko
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Here k represents nodes having exactly k£ edges, n is the total number of edges and N

is the number of nodes in the network. Moreover, the average path length of a random

Figure 2.1: An example of random graph: a snapshot of the FADA network of N = 100
nodes, by using random graph model setup with connectivity probability p = 0.04.

graph has been found to scale with the number of nodes: ¢ ~ %
Numerous networks, particularly in epidemiology studies, have been viewed and analyzed

as random graphs. However, random graphs fail in describing the structural properties of

some real-world networks.

2.2.2 Scale-free Network

Recently, some real-world networks, such as networks of movie actor collaboration [19][12],
science collaboration [20], WWW [21][22] and Internet [23], have been found to have a
degree distribution that follows a power-law with different exponents: P(k) ~ k=", which
deviates from poisson distribution of random graph. The power-law distribution means
that a very few network nodes were far more connected than other nodes. It indicates the
networks can self-organize to a scale-free state, where the highly connected “hub” nodes

strongly affect the structure and dynamics of the networks. Moreover, the average path
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length of a scale-free network has been found to increases approximately logarithmically
with the number of nodes N. Furthermore, it has also been observed that ¢ of a scale-free

network is smaller than a random graph with the same network size and average degree.

Figure 2.2: An example of scale-free network: a snapshot of the FADA network of
N =100 nodes, by using scale-free model setup, started with two nodes.

In 1999, Barabasi and Albert presented in [12] that the origin of this scale-free behavior

was found to be the consequence of two mechanisms:

1. Growth of nodes: at each time step, a new node is added, with some edges connecting

to nodes already present in the network.

2. Preferential attachment to well connected nodes: the probability of a new node
connecting to a node depends on the degree of node i. In other words, a new node

is more likely to connect to nodes that are highly connected.

However, by evaluation, we find that all these network topologies have their own advan-
tages with respect to different aspects. For example the ER random graph is more robust
to attack than a scale-free topology, while it is less robust to random failure. Thus we

can not use one of them directly to construct our network. Nevertheless, in this report,
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we show that it is useful to apply their evolution principles to build up the network of the
DBE and set up the rules for communication of SMEs using the system. Through discrete
event simulation and analysis, we find out what effects of different evolution principles on

the properties of system are significant.
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Chapter 3

Review of the work

3.1 Scope of the work

The concept of DBE is actually based on the idea that the behavior of self-organization and
evolution in biological systems can be also exhibited by software systems. The structure of
the DBE is as follows. SME clients submit their service descriptions to the DBE (each SME
has a specific service ecosystem, consisting of a pool of services). DBE servers aggregate
and recombine these services into service chains and form complex services. Based on the
feedback from users, successful service chains cross-over and mutate while useless service
chains die. Thus, when SME consumers request services to the DBE, they can obtain
the most suitable service chain description according to their requirements and invoke the

services at the SME providers’ end.

3.2 Communication in the DBE by FADA

In the DBE, different providers who offered services have different physical locations and
may be built on disparate platforms, so it is difficult to develop a shared architecture
for them. A proposed solution to the communication in the DBE is SUN Microsystems’
Federated Advanced Directory Architecture (FADA). It is the enhanced technology of the
Jini Networking Technology, which is portable and able to adapt to dynamic network

conditions rapidly, making it a good solution for linking virtually any service or device on
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any platform without having to re-engineer legacy applications and services. Furthermore,
FADA is designed as a peer-to-peer dynamic distributed system in which different lookup
servers (FADA nodes) work together to provide lookup server function from any entry

point of the FADA system and access services through the network.

Differently from the Jini Network technology, which works over LAN, the FADA net-
work is designed to work over WAN, such as Internet. This requirement is achieved using
the following implementation [24]: 1) In LAN, each computer can reach any other com-
puter. However, this is not always true in the Internet due to the firewall. Therefore, in
FADA, each node uses one and only one fixed port for communications so that network
administrators can easily select a free port and give it to the FADA node that will lie
behind the firewall. 2) FADA does not use broadcast or multi-cast mechanisms which can
not be used in the Internet to discover available services, but uses a flooding algorithm. 3)
FADA uses HTTP as the basic communication channel, which means that clients of the

FADA can be in a firewalled network, as long as they have access to the Internet via HTTP.

This FADA network can be viewed as an undirected graph where nodes represent FADA
nodes, and edges correspond to virtual connections between the nodes. Several topologies
for the FADA network have been considered, such as trees. However, due to some draw-
backs of these topologies that are difficult to overcome, the topology of the FADA network
is chosen to be not fixed and unknown in advance. But, by applying the FADA network
on the communication of DBE,; it is challenging to investigate how the performance of the
P2P communication network is affected by the ecosystem dynamics and evolution princi-

ples.
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3.3 Two coupled networks model

We present our two coupled networks model as the simplified version of the DBE in the

Fig.3.1 below.

SME Ecosystem

Business Network |

i \ Network Services

P2P Network

Figure 3.1: Global view of the work

The upper layer is called the business network layer, in which SMEs interact with each
other for service exchange and migration. SMEs in different physical locations have been
clustered according to their region. We can regard the business network layer as an
undirected graph, in which vertices represent individual SMEs and edges correspond to
open connections between the SMEs. The lower layer is called the P2P communication
layer, based on the FADA network as described above. The interactions between these

two layers are shown in the Fig.3.2.

The details of the communication process in Fig.3.2 are illustrated as follows.

1. Once a service provider wants to publish a service, it writes a service proxy which
can communicate with the real service and registers the proxy in at least one FADA

node.

2. When an SME, as a service consumer joins the system, it sends a lookup request
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SME
Service Provider

Service Provider

Figure 3.2: Communications in the DBE.

containing information such as price and functionality of a specific service, to a

FADA node which is called an initiator node of the request.

3. The initiator node makes a lookup in its own data and uses a flooding algorithm to
propagate the request to its neighbors, and its neighbors’ neighbors, limited by the

number of hops away from the initiator.

4. FADA nodes who find matches return these proxies to the initiator via a direct call
instead of passing through previous nodes, which allows a fast response and results

in a new connection in the network.

5. Service consumers select the best solution among the matches and contact the FADA

node which contains the selected proxy, and downloads the proxy from it.

6. By using this proxy, the service consumer can communicate with the service provider

for the real service.

SMEs join in and leave the system frequently as in other P2P networks. Some SMEs

interact with the system as service consumers and also providers (executing actions 1-6
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above). On the other hand, some SMEs who do not have IT infrastructure use the system

as service consumers only (not able to execute action 1).

3.4 Search algorithm in the FADA P2P network

Recently, efficient algorithms for searching in graphs have obtained a lot of interests. In
[25], Kleinberg studied search algorithms in a two-dimensional lattice, where a number of
“long range” links are added in, controlled by an exponent which is related to the lattice
distance between two nodes. He found that the delivery time to forward a message be-
tween a random source and target in a network is in a polylogarithmic relationship with
the size of the network only when the exponent equals 2. But due to the ad hoc fashion of
a P2P network, there is no global information about the position of the target node as is
the scenario in Kleinberg’s method. To simply locate files, Napster! uses a central server
that contains an index of all the files every node is sharing when they join the network.
However, this method leads to an unwanted situation because the central server becomes
a single point of failure. Therefore, instead of having a central sever, Gnutella and Freenet
forward queries to one’s neighbors until the target is found. They have been found hav-
ing power-law degree distributions. Furthermore, Adamic et al. in [26] introduced several
search strategies in power-law networks and compared the search cost in each. They found
that by using random walk search in power-law networks, the search cost s, defined as
the number of steps to approximately reveal an entire graph, scales sublinearly with the
size of the network N: s ~ N 3(17%), where 7 is the exponent of a power-law distribution.
Moreover, they found search by visiting highest nodes in sequence gained a better scaling,

D _4
which is s ~ N2~ 7.

Differently, in the FADA P2P communication network of our model, we use the flood-
ing algorithm described in step 3) above for searching. A lookup request is sent to an
initiator node and forwarded to the initiator’s neighbors’ and its neighbors’ neighbors and

so on. In order to avoid cycles during propagation of the request, each request is associated

!Napster was shut down by leagal attacks from the music industry for non-technical reasons.
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with an universal identifier. These request IDs are stored in a temporary registry in every
FADA node. If an identifier has been found in the registry in a FADA node, meaning the
request has already reached the node, then the request is dropped automatically without
any further action. Requests IDs are deleted from the temporary registry after a certain
amount of time. During the flooding process, new connections are generated between the
nodes which contain the requested file and the initiator node. The reason for having this
behavior is that we think in the real world, there are several FADA nodes which can be
discovered more easily than others and clients of the FADA network usually use these
nodes to perform lookup operations initially. Therefore, it is an ideal situation to have

shortest connections between them.

Our analysis on the performance and dynamic behavior of the system described above
allows us to investigate possible rules to design a topology for the P2P communication
network in the DBE that is resilient against failure of nodes, adapts well with behavior of
the evolutionary self-organizing system and is efficient in obtaining more required services

and similar networks.
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Chapter 4

Model description

In this chaper, we describe the details of our simulation and the evaluation methodology.

The simulation procedure consists of two main stages which are 1) Initialization stage

and 2) Evolving stage.

In the initialization stage, we statically construct our model in the following way:

e Firstly, we setup the FADA network by using the Random graph model or Barabasi
and Albert.

e Assume the number of SMEs in the network is numSM Es = 1000. Among these
SMEs, several SMEs are randomly selected to initially register their services proxies
in FADA nodes. The amount of these selected SMEs is set to be iniSM Ereg = 20.
The number of FADA nodes that are used to register a specific service proxy in is

numReg = 3.

Network topology of a P2P network is always dynamic and changing constantly because
nodes continuously enter and exit the system. New nodes can join in and existing nodes
can leave at any time. Therefore, we model the two coupled networks evolve over time as

in an evolving stage as follows:
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e The rate of new SME joining the network is set to be 1 SME/time step. FADA nodes
have been assigned limited space so that the overload of registries on a single node
can be avoided. Each of the new joining SMEs registers its proxies in numReg = 3

randomly selected FADA nodes, whose available space is large enough to store the

proxy.

e At each time step, we assume numRequest = 10 requests are sent to the system

looking for specific services.

e According to the request information (e.g service type, initiator, radius of request),
FADA nodes work together to look for the request by using the flooding algorithm.
The request can reach other FADA nodes which are numHops = 5 hops away from

the initiator.

e We assume a linear relationship between the size of the business network and the
FADA network. Due to the rate of new joining SMEs being set to be 1, at each time

step, one new FADA node is generated to serve the system accordingly.

Up to this stage, nodes in the P2P communication network contain the following informa-

tion.

e ID: an identifier of a FADA node.

e Neighbors: a list of nodes that connect to a FADA node which can therefore be

contacted and cooperated with.
e regServiceType: descriptions of registered services interfaces to be searched for.
e proxyID: an identifier of a proxy to be searched for and returned.

e proxyLeaseTime: an indicator of the remaining time that a proxy can be registered

in a FADA node.

e requestID: identifier of a request.

In our simulation, there are three important aspects, which are setup, registration and

new connections for new joining nodes. Following the discussion on the current topologies
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of complex graphs in section 2.2, we apply the different evolution principles of random
graph and scale-free network to investigate the effects of the different mechanisms on the

system performance, such as network resilience, efficiency and reachability of requests.

Our studies are through discrete event simulation, summarized by different cases in the

table 4.1 below.

Table 4.1: Different mechanisms used in setup, registration and new connections from
new nodes

Case No. | Setup Registration New connections from new nodes
1 SF Preferential Preferential
2 SF Preferential Random
3 SF Random Preferential
4 SF Random Random
5 RG Preferential Preferential
6 RG Preferential Random
7 RG Random Preferential
8 RG Random Random

The objective of the setup process is to construct a network with N = 100 nodes in the
initialization stage. SF represents the scale-free model. In this case, the network starts
with V = 2 isolated nodes. At each time step, one new FADA node joins in with m = 2
new edges connecting to other FADA nodes, each of which preferentially attaches to a
node ¢ with degree k;, with the probability k;/>_; k; indicating that nodes with high de-
gree attract more new connections. RG represents the random graph model that is used,
where N = 100 initially isolated nodes make connections according to the connectivity
probability p. In order to obtain a fair level of comparison, the p has been chosen to be
p = 0.04 so that after the setup procedure, the total number of edges generated by using

RG equalling to p N(N — 1)/2, is approximately the same as in SF.

Registrations of service interface proxies in a certain amount of FADA nodes by SMEs
happen in both the initialization stage and the evolving stage. New connections for

new joining nodes are only considered when the network enters its evolving stage. Pref-
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erential mechanism in registration means proxies are more likely registered in nodes with
high degree. On the other hand, random means registering proxies in randomly selected
nodes. The explanation of the two mechanisms for new connections for new joining

nodes are similar as in the setup process.

The connectivity of the FADA P2P network can be represented by a N x N adjacency
matriz C. The value of an element Cj; is either one or zero. The connections between
FADA nodes have to be symmetric. Thus, if node 7 is in node j’s neighbor list and node j
is also in node 4’s neighbor list, then ¢; ; = ¢;; = 1, or vice versa. This variable is used in
the simulations to evaluate the degree distribution and network resilience in the following

section.
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Chapter 5

Simulation results

In this section, we show the simulation results on degree distribution, network resilience,
availability and efficiency, when the network evolves to N = 600. We observed that 600
nodes in the network is a large enough size to ensure that the results are substantially the

same if the simulations are re-run, while still keeping the simulations feasible.

5.1 Degree distribution

In this section, we study the degree distribution of the FADA network by plotting the
probability of nodes having degree k as a function of k. Fig.5.1 and Fig.5.2 show the re-
sults of the FADA network by using scale-free model setup and ER random graph model
setup respectively, where (a) to (g) refers to different cases, case 1 to 8 as presented in

table 4.1 accordingly.

Power laws have been found in many different fields where networks are applied, compre-
hensively presented in [27]. We are interested in determining whether the FADA network
with its evolution behavior falls into this category. We find that the degree distribution of
the FADA network roughly follows a straight line on a log-log scale, and most of the nodes
have only a few links while only some so-called ‘hub’ nodes have many links. This behavior

is similar to the power-law distribution observed in other people’s work. By comparing
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Figure 5.1: Degree distribution of FADA network under scale-free model setup, with
network size of N=600. Referring to table 4.1, case 1: preferential registration and
preferential new connections for new nodes; case 2: preferential registration and ran-
dom new connections for new nodes; case 3: random registration and preferential new
connections for new nodes; case 4: random registration and random new connections
for new nodes.

results in (a) to (h), we can see that no matter what mechanisms in the evolution of the
network have been used, the degree distributions under different settings are very similar
to each other. One of the reasons is that in our model, the nodes that join the system
earlier have always more chances to get more links. However, in the FADA network, a “fat
tail” of its degree distribution has been found. We think this “fat tail” occurs because of

the randomness due to the links generated during the lookup process by using the flooding
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Figure 5.2: Degree distribution of FADA network under ER random graph model
setup, with network size of N=600. Referring to table 4.1, case 5: preferential reg-
istration and preferential new connections for new nodes; case 6: preferential regis-
tration and random new connections for new nodes; case 7: random registration and
preferential new connections for new nodes; case 8: random registration and random
new connections for new nodes.

algorithm.

5.2 Average number of links

In order to study the average number of links of FADA nodes in the network, we firstly

denote the number of links connected to node ¢ by FE;, thus the average number of links
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for the whole network E can be calculated as follows:

1
E= Z E;. (5.1)

Here N is the size of the network. We plot E versus time in Fig.5.4. We firstly show the
simulation result of F of the network evolves to N = 1400 under one specific set of settings.
As the simulation consumes lots of resources and takes a long time, it is not feasible to be
continued after it evolves to N = 1400. In Fig. 5.3, we notice that E tends to converge to
Figure 5.3: Average degree of the FADA network when it evolves to N = 1400 nodes,

under the setting of case 1: preferential registration and preferential new connections
for new nodes;
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some limit. However, although the change of E is decreasing as time evolves, we still can
not claim the exact convergence value from the result. Despite of this, we conjecture that
when the time goes to infinity, £ will converge to the initial value of E at t = 1. Because
as time elapses, new nodes join in with a fixed number of new connections as and there
is no extra connections generated during lookup procedure after £ = 200, as the size of
the network grows, the average degree of nodes should be getting close to the number of

connections that a new node brings in the network when it joins.

As we have already shown and discussed the result of F of the network when it evolves
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to N = 1400 in one case as above, by considering consumption of resources and time,
it is not necessary to run the experiments so long for all the cases. The simulations for
investigating E' under different cases of settings ran for 500 time steps and the number of
nodes in the network evolves from N = 100 nodes in the initial setup stage to N = 600
nodes in the evolving stage. Although, the experiments probably stop too soon to confirm
the convergence for all cases, results are able to show the effects of different settings on
the E of the network which are interesting to investigate. Curves in Fig.5.4 (a) and (b)

correspond to network under SF setup and RG setup respectively.

It is shown that in the FADA network under all settings in case 1 to case 8, the av-
erage number of links of nodes increases steeply as time elapses until at approximately
t = 100, F starts to decrease exponentially. We find the reason of this phenomenon is that
when t <= 100, FADA network can find proxies to request, so new connections have been
made between FADA nodes during lookup procedure. Thus, the average number of links
increases before t == 100. On the other hand, when ¢ > 100, the DBE system fail rate of
answering a request is nearly 100% so that there is no new connections to appear between
FADA nodes during the lookup procedure (this is discussed in detail in section 5.5). As
time elapses, new nodes join in the network constantly. However, they make connections
to only a few existing nodes. As a result, as the size of the network increases, the average

number of links per node decreases after t = 100.
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(b) By ER random graph model setup: case 5: preferential registra-
tion and preferential new connections for new nodes; case 6: prefer-
ential registration and random new connections for new nodes; case
7: random registration and preferential new connections for new
nodes; case 8: random registration and random new connections
for new nodes.

Figure 5.4: Average number of links per node in the FADA network under different
settings referring to case 1 to 8 in table 4.1, with network size of N=600.
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5.3 Average path length

In this section, we study the average path length ¢ of FADA network. Average path length
is an important topological property of a network, as discussed in section 2.2. There is no
closed formula to compute it yet. But it is widely accepted that this £ follows some scaling
form as a function of a network model’s parameters, e.g. size of network N, connection

probability p and so on.

In our simulation, we use the Dijkstra algorithm to compute the shortest path length
¢;; between any two nodes: node 7 and node j. From this we can obtain the average path

length for the whole network as:

(= % ZZ@ (5.2)
i

where i, = 1,2,..., N. By observation, we find that when the network grows up to 600
nodes, the number of edges in the network becomes very large so that the computation
of shortest path is a computationally intensive process. Therefore, we present the results
of average path length of network of size up to 600 nodes here only. While we believe
that, based on the results, we can also deduce the average path length of network when it
evolves further. We plot the ¢ versus the size of the network N in Fig.5.5. Curves in (a)
and (b) correspond to the FADA network using SF model setup and ER random graph
model setup respectively.

It is shown that as the FADA network evolves, the average path length decreases until
it evolves to N = 200 (corresponding to ¢ = 100), ¢ start to increase monotonically.
The critical point ¢ = 100 happens for the average path length as the same as for the
average number of links studied in the section above. We consider the reason is the same
as discussed in section.5.2. When ¢t <= 100, the average number of connections in the
network increases, so the distance between any two nodes is shorter. On the other hand,
when ¢ > 100, the average number of connections decreases. Consequently, the distance

between any two nodes is longer.
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(a) By scale-free model setup: case 1: preferential registration and pref-
erential new connections for new nodes; case 2: preferential registration
and random new connections for new nodes; case 3: random registra-
tion and preferential new connections for new nodes; case 4: random
registration and random new connections for new nodes.
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(b) By ER random graph model setup: case 5: preferential registration
and preferential new connections for new nodes; case 6: preferential
registration and random new connections for new nodes; case 7: random
registration and preferential new connections for new nodes; case 8:
random registration and random new connections for new nodes.

Figure 5.5: Average path length in the FADA network under different settings refer-
ring to cases in table 4.1, with network size of N=600.
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Moreover, by comparing curves in Fig. 5.5 (a) and (b), we find that the values of ¢ of
networks by using random new connections for new joining FADA nodes in case 2 and case
4 in Fig. 5.5 (a), and case 6 and 8 in Fig. 5.5 (b) are bigger than other cases. Particularly,
the ¢ of network under settings of case 8 is the largest among all cases. As in a network,
the shorter the average path length, the better performance of finding requested proxies.
Therefore, we can conclude that the FADA network by using random new connections for

new joining nodes results in worst performance with longest average path length.

5.4 Network resilience

In order to address the resilience of a network with different topologies, we investigate
the impact of random failures and attacks on the network structure. The network frag-
mentation process under failures and attacks is studied by plotting the relative size of the
largest cluster S as the function of f, the percentage of removed nodes. The quantity S
is calculated by

size of the largest cluster

S = . 5.3
initial size of the network (5:3)

The metric S has been considered as an interesting metric in [28] to show the maximum
number of nodes that can communicate with each other. In addition, we also study the
average size of the isolated clusters (s) as a function of f. We use the depth-first search
algorithm to locate components in different clusters to calculate S and (s). The random
failures of nodes are simulated by removing randomly selected nodes from the system,
while attacks to the system are simulated by removing the most highly connected nodes.
Links connecting to these removed nodes are cut off from the network without rewiring.
Fig. 5.6 and Fig. 5.7 show the results on the network resilience under different cases by
using scale-free model setup as and ER random graph model setup respectively, summa-

rized in table 4.1.

Firstly, we discuss the results on the network under attacks. We find that the relative
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Figure 5.6: Network resilience of FADA network with network size of N = 600 under
attacks and random failures, by scale-free model setup. Referring to table 4.1, case
1: preferential registration and preferential new connections for new nodes; case 2:
preferential registration and random new connections for new nodes; case 3: ran-
dom registration and preferential new connections for new nodes; case 4: random
registration and random new connections for new nodes.

sizes of the largest cluster S under attacks, presented by filled circles in Fig. 5.6 and
Fig .5.7, display the threshold-like behavior for all the settings, which has been observed
in [29][28]. We can see that when we increase the fraction of removed nodes, S decreases
steeply. Until f > f., we have S ~ 0, indicating the network is seriously fragmented when
the main cluster breaks into small pieces so that even the largest cluster contains only a

few number of nodes. On the other hand, the average size of isolated clusters (presented

Del 19.2 Network Topology From Combining Graph-theoretic and System Requirements
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Figure 5.7: Network resilience of FADA network with network size of N = 600 un-
der attacks and random failures, by ER random graph model setup. Referring to
table 4.1, case 5: preferential registration and preferential new connections for new
nodes; case 6: preferential registration and random new connections for new nodes;
case 7: random registration and preferential new connections for new nodes; case 8:
random registration and random new connections for new nodes.

by filled squares) that fall off from the main cluster, (s) reaches its peak value and if we
continue to remove nodes, (s) starts to decrease, with the result that most of the nodes

are from isolated clusters.

By observing the results shown in Fig. 5.6 and Fig .5.7, it is obvious that according

to the critical values f., we can divide them into two groups as group A: (a), (c), (e) and

Del 19.2 Network Topology From Combining Graph-theoretic and System Requirements
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(g) and group B: (b), (d), (f) and (h). Referring to the table 4.1, we notice that group
A is corresponding to cases that use preferential attachment to make connections for new
joining nodes, while group B is corresponding to random attachment. In Fig. 5.6 and
Fig .5.7, we can see that f. of group A is smaller than in group B, where f(f‘ ~ (.21 and

B ~ (0.32. Moreover, we find that (s)2 < 2 is always smaller than (s)2 > 3. There-
fore, we can deduce that by using preferential attachment to generate new links degrades

the robustness of the FADA P2P network against attacks because of its smaller threshold

fe of complete fragmentation.

Comparatively, the mechanisms of how to initially setup the FADA model (either by ER
random graph model or scale-free model) and of how SMEs register their service proxies
in FADA nodes play a less significant role in the resilience of the FADA system against
attacks. Despite of this, we can still observe that ()4, by using preferential registration
is always larger than by using random registration, indicating that using preferential reg-

istration also degrades the robustness of the FADA system against attacks.

For the robustness of the system under failure, we find that the system does not display
the threshold-like behavior as under attacks. S (presented by circles) decreases slowly
and almost linearly with the increasing f, where the values of (s) (presented by squares)
are between 1 and 1.5 for all the settings, indicating that despite of random failure, the
network remains a large cluster with a few isolated clusters consisting of a single node or of
two nodes, not a large cluster split into a few major clusters. Therefore, we may conclude
that with all the different settings as in table 4.1, even for the ER random graph setup,
random registration and random connections for new nodes, the FADA network is very
robust to random failure. This observation is different from the [29] where the scale-free
network is much more robust to random failure than exponential network. We conjecture
that this improved robustness of the FAD network to random failure is because of the “fat
tail” observed from results on the degree distribution, which is due to new connections

generated during lookup procedures.
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We conclude that due to the significant impacts of links generated during the lookup
mechanism, the FADA network has a similar behavior as a scale-free network in the as-
pect of degree distribution and network resilience under all the settings. Through our
simulation, we find that different settings can improve the network resilience to a certain

level although they do not change the actual character of the FADA network.

5.5 Availability

As illustrated in Section 4, at each time step, 10 requests are sent to the system looking
for proxies of specific services. The requests can reach nodes that are maximum 5 hops
from the source node. The availability of the FADA network under different schemes to
provide services proxies to specific requests is studied. We plot the request fail rate de-
fined as the fraction of unanswered requests out of the total number of requests v.s time
in Fig. 5.8. We have run the simulation until ¢ = 500, when the size of the network is
N = 600. However, because the request fail rate remains constant after ¢ = 200, for visual
purpose, we only present the result until ¢ = 200. We find that the FADA network is
unable to locate service proxies for requests when ¢ > 100 approximately. The reason
for this has been found to be the slow rate of registration and limited space of FADA
nodes. At the initial stage of setup, the FADA network has plenty of registered services.
However as time evolves, although we simulate continuous registration of services and
renewal of services proxies, some of these registered services still may not be renewed so
that they disappear from the network. Therefore, the amount of proxies in the network is
small, to make the system work well. This implies the unwanted scenario that when not
much SMEs registered their services proxies in the system or use it, the FADA network
will experience bad performance. It also points out the problem of the tradeoff between

the amount of registration of proxies in FADA nodes and the limited space of FADA nodes.

However, we can still observe the effects of different settings on the performance of the
system when ¢t <= 100. By comparing curves in Fig. 5.8 (a) and (b) when ¢t <= 100,

we can see that the request fail rate of case 8 is the highest among all, indicating that
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by using the ER random graph setup, random registration and random new connections,
the network experiences the worst performance of finding required service proxies. Except
for the case 8, the request fail rates of cases by using the ER random graph model setup
presented in Fig. 5.8 (b) are smaller than for cases using scale-free model setup presented
in Fig. 5.8 (a). Furthermore, by comparing curves in Fig. 5.8 (a), we find that the request
fail rate under settings of case 1, 2 by using preferential registration is smaller than case
3, 4 by using random registration. Therefore, we deduce that if the network is initially
constructed by using a random graph model and SMEs register the proxies of their ser-
vices more in highly connected FADA nodes, the ability of the FADA system answering

requests can be improved.

5.6 Efficiency

We investigate the efficiency of the FADA system by plotting the average minimum num-
ber of hops taken to answer requests as time evolves. Same as in the study of availability,
we have also run the simulation until ¢ = 500, when the size of the network is N = 600.
However, because the value of the average number of hops to answer requests remains
constant after t = 200, for visual purpose, we only present the result until ¢ = 200. The
minimum numbers of hops are averaged over the 10 requests at each time step. The
minimum number of hops is specified as follows. When requests are broadcasted in the
network, although limited by the maximum number of hops = 5, the proxies for a request
can be found when the number of hops is 2, 3 or 4 and so on. Sometimes, within 5 hops,
the FADA system can not find out the proxies of the services. When this happens, we set

the minimum number of hops to 6.

In Fig. 5.9, we can see that, when t > 100, the values of the average minimum num-
ber of hops remains 6, meaning that the system can not work at all, and the explanation
of this is the same as explained in section 5.8 on request fail rate. By comparing Fig. 5.9
(a) and (b), we find that the difference of effect by using SF setup as in (a) and RG setup

as in (b) on the efficiency of the system is not very significant. But by using SF setup,
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the fluctuation and randomness is less than using RG setup. Moreover, by comparing
the curves in Fig. 5.9 (b), we can see that the average minimum number of hops under
settings of case 1, 2 (preferential registration) is smaller than case 3, 4 (random registra-
tion), meaning that if SMEs register the proxies of their services more in highly connected
FADA nodes, the FADA system can find out answers to requests within less hops which

may improve the efficiency of the system.
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(a) By scale-free setup: case 1: preferential registration and prefer-
ential new connections for new nodes; case 2: preferential registra-
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(b) By ER random graph setup: case 5: preferential registration
and preferential new connections for new nodes; case 6: preferential
registration and random new connections for new nodes; case T:
random registration and preferential new connections for new nodes;
case 8: random registration and random new connections for new
nodes.

Figure 5.8: Availability of the FADA network to locate service proxies to specific
requests under different settings presented as case 1 to 8 in table 4.1, with network
size of N=600.
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(a) By scale-free setup: case 1: preferential registration and prefer-
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(b) By ER random graph setup: case 5: preferential registration
and preferential new connections for new nodes; case 6: preferential
registration and random new connections for new nodes; case T:
random registration and preferential new connections for new nodes;
case 8: random registration and random new connections for new
nodes.

Figure 5.9: Efficiency of the FADA network to locate service proxies to specific re-
quests under different settings presented as case 1 to 8 in table 4.1, with network size
of N=600.
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Chapter 6

Conclusion and Future work

6.1 Conclusion

Topology has been found to have significant impact on the performance of complex net-
works. In this paper, we introduced a Digital Business Ecosystem, which is aiming to
provide an open-source distributed environment that can support the spontaneous evo-
lution and composition of software services, components and applications for Small and
Medium Enterprises (SMEs). Due to the characteristics of rapid change and heterogene-
ity of the system, it is important and challenging to design a topology that is resilient to

failure of nodes and efficient for obtaining specific services.

We constructed and presented a novel “two coupled networks” model as a simplified ver-
sion of the DBE system. Inspired by studies on different topologies in the territory of
complex networks, we investigated the effects of different evolution principles of random
graph and scale-free networks on the system through numerous simulations. The results
showed that network properties such as degree distribution, resilience, availability and
efficiency are strongly affected by different mechanisms used in the simulations, which can

be summarized in the following points.

e Degree distribution: we can conclude that whatever the initial setup of the network,

either by random graph model or scale-free model, there is little impact on degree
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distribution. We observed the power-law distribution as in scale-free network in all

the simulations, but with a “fat tail”.

Awverage number of links: We find that the average number of links of nodes in-
creases steeply as time elapses until at approximately ¢ = 100, F starts to decrease

exponentially.

Average path length: We observe that the average path length ¢ decreases until
the network evolves to N = 200 (corresponding to t = 100), ¢ start to increase
monotonically. In addition, by using random new connections for new joining FADA

nodes results in worst performance with largest average path length.

Network resilience: we find our network is very robust against random failures of
nodes. Moreover, the network resilience against attacks can be improved if we use
preferential attachment for new connections from new joining nodes. We also ob-

served that preferential registration may degrade the robustness against attacks.

Availability and efficiency: the network can achieve better availability and efficiency
by using preferential registration of proxies of services. This conclusion with the
result on network resilience that preferential registration may degrade the robustness
implies a trade-off between the network resilience and both the availability and the
efficiency, when preferential registration is used. We also discovered that by using
a random graph setup, random registration and random connections for new nodes,

the network showed the worst performance among all setups.

Future work

One goal of our future work is to further investigate the interaction between business

networks in business ecosystems, and the communication infrastructure such as the FADA

P2P network. We will study how the evolutionary processes in the business network, such

as the migration of different services between different SMEs will affect the performance

of the communication network.
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