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Terms of engagement
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What’s the evidence?
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As anyone working in the field of
research use knows, a central irony is the
only limited extent to which evidence
advocates can themselves draw on a
robust evidence base to support their
convictions that greater evidence use will
ultimately be beneficial to public services

(Nutley, Walter, & Davies, 2007)



EU Kids Online
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" EUKids Online aims to
enhance knowledge of
the experiences and
practices of European
children and parents
regarding risky and safer
use of the internet

It aims to provide a
rigorous evidence base
to support stakeholders
in efforts to maximize
online opportunities
while minimizing the risk
of harm

Three phases of work
from 2006-2014




EU Kids Online’s top 10 findings
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1 . The more children use the internet, the more digital skills they gain and the more they climb the
‘ladder of online opportunities’.

2 . Not all internet use results in benefits, for these depend on their age, gender and socio-economic
status, on how their parents support them, and on the positive content available to them.

3 . Children’s use, skills and opportunities are also linked to online risks; the more of these, the more
risk of harm; thus as internet use increases, greater efforts are needed to prevent risk increasing.

4 . Not all risk results in harm, for this depends on their age, gender and socio-economic status, and
also on their resilience and resources to cope with what happens on the internet.

5 . Also important is the role played by parents, school and peers, along with national provision for
regulation, content provision, cultural values and the education system.

6 . Pornography tops children’s online concerns.

7 . Violent, aggressive, cruel or gory content comes next.

8 . What most upsets children is real/realistic rather than fictional violence, especially to the
vulnerable.

9 . Children’s concern about online risks rises markedly from 9 to 12 years old; younger children are
more concerned about content risks; older ones about conduct and contact risks.

10 . Children see video-sharing websites as most linked with violent, pornographic and other
content risks.



Ways of working
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Avoiding moral panics
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Intellectual/political conflicts
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The push for online child protection was
perceived to be a threat to privacy and
freedom of expression rights

(Raboy & Shtern, 2010)

Online privacy, child safety, free speech and
anonymity are on a collision course

(Szoka & Thierer, 2009)



Listening to what bothers children online
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When strangers message me on
the internet, sex sites that open
without me clicking on them.
(boy, 10, Austria)

Showing images of physical
violence, torture and suicide
images. (girl, 12, Slovenia)

Animal cruelty, adults hitting
kids. (girl, 9, Denmark)

Those things that show other
people’s suffering or torment as a
funny thing. (boy, 14, Hungary)

To take a photo of me without
my knowledge and upload it

Violence against women to an inappropriate website.
and children and perverted (girl, 10, Bulgaria)

humiliations and cruelty.

(girl, 14, Germany) ;
See people having sex or .

naked people.

(boy, 10, Portugal) Facebook shows scary
things even if you click on
something that does not look

or sound scary. (girl, 9, UK)
Propositions to meet from

people whom | do not know.
(boy, 12, Poland)

Scary things - | saw something at
A mate showed me once a my friend’s house and | can’t get it

video about an execution. It out of my head. (boy, 11, Ireland)
was not fun, but insane. | get

scared. (boy, 15, Sweden) | was shocked seeing a

starving African child who
was going to die and a
condor waiting to eat him.
(girl, 13, Turkey)



Working with stakeholders
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Life is complicated
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Highlights
Safer Internet Programme: Empowering and Protecting Children Online + et the outcomes of the mid-term
review of the work of the Coalition to
make the Internet a better place for
kids

Young people and children are today gst the bigg user groups of online and mobile

technelogies in Europe. The Safer Internet Prog aims at emp ing and pr ing cl
and young people online by awareness raising initiatives and by fighting illegal and harmful enline
content and conduct.
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The Safer Internet Programme |aunches calls for proposals to select and finance projects aimed at
creating a safer online environment for young people. It also supports two annual events, Safer Internet
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Safer Internet Centres: awareness raising and fighting illega 4
L
The Safer Internet Centres, present in 30 European countries, develop information/awareness raising
material and organize information sessions for children, parents and teachers. They also receive reports on
illegal content found on the Internet and give advice on how to stay safe online. The Centres have also
=&t up youth panels wheo are consulted on safer Internet issues and infermation material.
Vi t decisions much
p licated and
law enforcement bodies who exchange information and best practices related to criminal exploitation of
the Internet in dissemination of child sexual abuse material and a network of researchers who gather
information about uses, risks and consequences of online technologies for children's lives, Industry- O O
regulation is also encouraged. I Icu t
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A multi-stakeholder approach leading to complementary a

The Safer Internet Programme brings together stakeholders who can contribute to make the Internet
=afer: it funds, in particular, a network of NGOs active in the field of child welfare online, 3 network of

Europe's top tech executives and Commission affirm commitment to collaborate, not
compete to improve the internet for kids (06/06/13)

Network Technologies Newsflash (04/06/13)
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11/3/1937



Outcomes and impacts

EURGEEAN COMMSSON

OMMYNICATION FROM THE COMMISSION TO THE EVROPEAN

o 3 £ THE
PARLIAMENT. THE COUNCIL THE EVROPEAN ECONOMIC AXD SOCIAL
'COMMITTLE AND THE COMMITTEE OF THE REGIONS

[ - ——

EN

EN

Safer Children in a Digital World

The Report of the Byron Review

BE SAFE BE AWARE, HAVE FUN!

——

Uaod Natioss Avwiss

@ General Assembly

Ch"d

Online
protection

Statistical Framework and Indicators 2010

Prometion a8d protection of the 11ght o freedomn of opamion
and expression

Note by the Scrvtary-Genarals

ko

i
J enisa

Network Information Security in Education

Consolidoted ENISA contribution

Global challenges
and strategies

Tochnical Report

unicef@®

unite for chikdren

corxe o Bt 3 30sy 312
THE EROPEAN TNION

coNsost e

Lunser
CENALS

i Bim i

[EURGPEAN COMMISSION

The Protection of Children
Online

RISKS FACED BY CHILDREN ONLINE AND
POLICIES TO PROTECT THEM

OECD

@))OECD

www.eukidsonline.net  ee—




The EU Kids Online Network:
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Austria (ENG, AT) Belgium (ENG, FL) Bulgaria (ENG, BG) Croatia (ENG, HR)

= _p,;r

3o

Cyprus (ENG, CY)

Czech R. (ENG, C2) Estonia (ENG, EE)
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Germany (ENG, DE)

-“W RTC

'ﬂa‘ ;. ‘6‘

Ireland (ENG) ltaly (ENG, IT)

Denmark (ENG, DK)

Finland (ENG, FI) France (ENG, FR) Greece (ENG, EL)
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Hungary (ENG, HU) Iceland (ENG, IS)

Latvia (ENG, LV) Lithania (ENG, LT)

Netherlands(ENG, NL) Norway (ENG, NO)
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Romania (ENG, RO) Russia (ENG, RU)

Sweden (ENG, SE)

Switzerland(ENG, CH) Turkey (ENG, TR)
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Malta (ENG, MT)

|
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Luxembrg. (ENG, LU)
Poland (ENG, PL)

Portugal (ENG, PT)

Slovenia (ENG, SI)

Spain (ENG, ES)

UK (ENG)




