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Internet usage has been growing at a rapid pace over the last two decades.
The crux of this paper is to highlight the attitudes of participation, motivation
and educational awareness within risk management practices as a combined
strategy for computer users, in home and in organizations, to suppress the
growth of Malware in the internet. In the last decade, there has been a big
growth in Malware spread on the internet and different forms of Malware
continue to evolve. One such Malware is the ‘Zeus Trojan’. It is found that
Malware threat awareness and its damages provoke users to take notice of
malicious activities on the internet and safeguard electronic data and assets.
An industry outlook of the growth, evolution and spread of the Zeus Trojan
Malware suggests that IS security should start from individual level and not

Malware

Risk Management
Trojan

Zeus

with technology products.

Introduction

While the emergence of the World Wide Web has
enabled unprecedented access to information, it has
also created unprecedented opportunities to attack
information assets (Galbreth and Shor 2010). Many
computer users both at home and in organizations
have become vulnerable to many malicious threats.
“Given the pervasiveness of the personal computer,
Internet use and the blurred line between work and
home, IT security breaches on personal computers
can cause damages not only to individuals but also
to organizations” (Liang and Xue 2010: 395). One of
the major IT threats within Information Systems is
Malware. The OECD report describes Malware as “a
general term for a piece of software inserted into an
information system to cause harm to that system or
other systems, or to subvert them for use other than
that intended by their owners. Malware can gain
remote access to an information system, record and
send data from that system to a third party without
the user’s permission or knowledge, conceal that the
information system has been compromised, disable
security measures, damage the information system
or otherwise affect the data and system integrity”
(OECD 2009: 10). The web has been an arena for
Malware activities that causes losses and negative
consequences to those affected and IS professionals
are very concerned about these malicious activities.
A recent Q4 report published by McAfee (2010), a
world leading security Technology Company, re-
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vealed Malware growth was going to be high in
2011 and also uncovered around 20 million new
pieces of Malware in 2010 which equates to around
55,000 new Malware threats every day. One of these
types of Malware is the “Trojan horse’. This Malware
seems to perform a useful function but also contains
a hidden code that performs an unwanted mali-
cious task without the user’s knowledge. A deeper
analysis of the types of Malware shows that the most
prevalent Malware threats are Trojans - 59 % of all
cases (Panda Security 2011).

A part of this paper explains about a growing Mal-
ware threat — the ‘Zeus Trojan’, a financial data steel-
ing Malware, which has infected over 3.6 million
computers in the United States (Binsalleeh, Omerod
etal. 2010). This particular Malware has existed since
2007 and has evolved over time. A Symantec Secu-
rity report (Falliere and Chien 2009) named ‘Zeus’
as the ‘King of Bots’ and a Trusteer (2009) report
highlighted that ‘Zeus’ is probably the most painful
financial Malware in the World Wide Web, both in
terms of infection size and in terms of effectiveness.
The latest reports tell that the Zeus Trojan has now
attacked Blackberry and Android phones. In spite of
these warnings, the ‘Zeus Trojan” continues to infect
computers all over the world. An alarming fact from
research done by the security firm Trusteer (2009)
Computers on a sample of 10,000 consumer comput-
ers in 2009 found that 55% of computers having up-
dated Anti-virus were still Zeus infected. This infers
that Anti-virus solutions have not excelled in their
use and that Malware would continue to grow more
complex. A complete dependence on only technol-
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ogy for defence from malicious threats might not be
the way forward.

The remainder of the paper starts with an introduc-
tion to the Zeus Trojan Malware followed by avail-
able IS literature review. An incident relating to the
Zeus Trojan and current evolution of this Malware in
the industry allows author to discuss the importance
of soft security. Finally the conclusions are listed.

The Zeus (Trojan Horse) Malware

One of the first incidents of the Trojan Horse can be
traced back to early September 1986, when an intrud-
er broke into a large number of computer systems in
the San Francisco area, including nine universities,
fifteen Silicon Valley companies, nine ARPANET
(Advanced Research Project Agency Network) sites
and three government laboratories and left behind
recompiled login programs so that he could break
into those same systems easier the next time (Reid
1987). The name ‘Trojan Horse” “is inspired by the
legendary wooden horse built by the Greek army,
ostensibly as an offering to Athena, which in the
dark of night disgorged its bellyful of murderous
soldiers into the sleeping streets of Troy” (Denning
1990:288). Trojan horses require some level of user
interaction to initiate the infection process such as
clicking a web-link in an e-mail, opening an execut-
able file attached to an e-mail or visiting a website
where Malware is hosted (OECD 2009). Hence the
author assumes that there is always an end-user in-
volvement when Trojan Horses attack computer sys-
tems.

The Zeus is a Trojan Horse Malware that special-
izes in stealing banking credentials. The Zeus Trojan
commonly infects computers via email phishing at-
tacks or by ‘drive-by-downloads’, in which a Mal-
ware infects a user’s computer without their knowl-
edge when they visit a webpage (Cisco 2009). The
Zeus Malware stays alert to know when a user logs
into an account and then collects authentication cre-
dentials and passes the information to the hacker.
Zeus has reportedly infected over 3.6 million com-
puters in the United States (Binsalleeh et al. 2010).
The Zeus Trojan is an easy toolkit that can create
different versions of Zeus Malware. The program,
when installed, connects to a command and control
server where data is received from all Zeus infected
computers (Stevens and Jackson 2010). The hackers
then use this information to take over the user’s ac-
counts and transfer funds to a network of ‘money
mules’” who are overseas individuals having bank
accounts under fake identities. Once the money is
received by the mules they transfer the cash back to
the hackers and the mules are paid on a commission.
Although this Malware was first identified in 2007,
when it stole information from the United States De-
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partment of Transportation, it has not been possible
to completely eradicate this IT threat. The latest re-
ports of the Zeus Trojan is that the Malware is affect-
ing smart phones- Symbian and Blackberry handsets
and stealing online banking details (Wakefield 2011)
showing that it has evolved.

Literature Review

“Enterprises establish computer security policies to
ensure the security of information resources; how-
ever if employees and end-users of organisational
information systems (IS) are not willing to follow
security policy, then these efforts are in vain” (Her-
ath and Rao 2009:106). The author’s preferred way
to prevent Malware is to start motivating end-users
by involving them in security developments so that
they would not only become aware of the current
security threats they face but also they participate
effectively in prevention of security incidents. The
Protection Motivation Theory (PMT) (Rogers 1975)
invokes a protective behaviour in end-users and
might help to curb Malware incidents in the compa-
nies. This framework could be chosen because it has
been successfully applied in many cases to under-
stand the range of protective actions taken by indi-
viduals (Milne et al. 2000). The variables that capture
PMT are perceived security to threat, probability of
occurrence or vulnerability and efficacy of the rec-
ommended preventative behaviour. A lens into the
Zeus Trojan Malware effect on these variables might
help research to understand the applicability of the
PMT theory on Malware.

In the OECD (2009) report, awareness is shown as
an important line of defence against any forms of
Malware. Public and private sectors have brought
in awareness programmes to educate Internet users
about Malware. Few examples of awareness pro-
grams include the Australian National E-security
Awareness week, EU Safer Internet Plus Programme,
UK government’s Get Safe Online and United States
Onguard Online. These programs would help the
public to improve IS security at homes. Internet us-
ers at home could look for unusual symptoms on
their computers such as strange screen graphics,
unusual behaviour on reboot, unexpected sound
effects, reduction in system performance and simi-
lar symptoms to involve themselves in the security
measures. In case of organizations, computer train-
ing and education would protect the organizations
because employees become more computer literate
and protect organizational assets (Boss et al. 2009).

Another method of achieving awareness is by user
participation (Spears and Barki 2010). There is a link
seen between user-awareness and user participa-
tion. User participation raises organizational aware-
ness of security risks and controls within business
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processes that contributes to more effective security
control development and performance (Spears and
Barki 2010). User participation in IS security risk
analysis and control design can provide needed
business knowledge, thereby contributing towards
effective security measures. “By taking a multi-ap-
proach combining different activities, hazards and
disaster phases, participatory work is well placed
to deal with the complexity of disasters and the di-
versity of factors affecting people’s vulnerability”
(Rudolph and Ahrens 2006:215). Also one can find
that in organizations when end-users are involved
in the development of security policies a feeling of
closeness could be seen between the users and the
organization which would also motivate employees
to protect the organizational assets from the outside
threats.

The author would like to suggest that the combined
effect of user motivation (PMT), user awareness and
user participation might prove to be a strong strat-
egy to prevent the growth and evolution of Mal-
ware threats, such as the Zeus Trojan as explained
through the case below.

Empirical case — A Zeus Trojan Incident

In June 2009, Jacques Erasmus and his research team
at the security company Pervx discovered a list of
File Transfer Protocol (FTP) credentials of accounts
on domains that were high profile. The compro-
mised accounts are linked to companies that include
Bank of America, NASA, Monster, Oracle, Amazon
and Cisco. These accounts were compromised by the
Zeus Trojan which infected the victim’s computers
and then transferred the FTP credentials to a server
located at a remote location. This Malware attack
was discovered while the research team at Pervx
was investigating a wild infection. The investigation
followed the trail from the computer to the server
where a dump file containing all the credentials was
discovered. The report and the investigation details
were passed on to the US-CERT (United States Com-
puter Emergency Readiness Team) and companies
were informed of this attack. The security company
also created a list of domains so that companies can
check if any of their employee’s accounts have been
attacked. The security company later provided in-
structions to clean up the infection on affected do-
mains and suggested recommendations.

Continuing threat and evolution of the
Zeus Trojan

The Zeus has continued to be a major Malware
threat from 2007 and every year there are many in-
cidents connected to the Zeus Trojan. In Feb 2011,
William Hague, foreign secretary of UK, said that
some computers in the British government had been

infected with the ‘Zeus’ computer virus after users
opened an e-mail ,claiming to come from the “White
House’, and clicked on a link (BBC 2011). It is inter-
esting to note that this Zeus Trojan has many differ-
ent versions that have been created during the last
few years and has evolved to an extent that updated
Anti-virus solutions might not be able to detect the
virus. A recent McAfee (2010) report has recently
indicated that Zeus is also going moving towards
mobile attacks. Cyber criminals know that many fi-
nancial institutions use mobile SMS as a two-factor
authentication method and therefore they are modi-
fying the Zeus tool for starting similar attacks. From
a prevention point of view, many anti-virus solu-
tions are still ineffective on the Zeus Trojan. Security
companies inform users that the Zeus Trojan cannot
be detected by many technology products and pro-
vide step by step procedures to be followed thereby
enhancing end-user participation and motivation
from such Trojan attacks. One such example is given
by Symantec, a security company that stresses end-
users to exercise caution before opening e-mail mes-
sages and clicking URLs and not to fully rely on the
Anti-virus solutions to prevent the Zeus Malware.

Discussion

Though the above Zeus Trojan incident has been stat-
ed and cited in many security journals and security
websites, affected companies have not publicized
this attack incident possibly due to reputation dam-
age. However it is possible to presume to an extent
on the risk management procedures or policies that
have been changed because of such Malware attacks.
Some of the traditional Information System Security
(ISS) methods that are most commonly used include
ISS checklists, ISS standards, Maturity Criteria, Risk
Management and Formal methods (Siponen 2005).
A critical analysis of these methods suggests that
these methods are developed in isolation and that
most of the traditional ISS methods are based on
conceptual development offering little evidence to
their usability and relevance in practice. All the af-
fected companies in the Zeus Trojan incident would
have been completely depending on technical solu-
tions to prevent Malware attacks. After the incident,
the author could now see an effort from the websites
of few affected companies trying the educate end-
users on the Malware threats which in turn enhances
user participation to prevent Malware attacks to the
systems. For example, Bank of America (2011) has a
privacy and security site that educates users on the
types of online fraud and protection techniques that
involve user-involvement. Here, user-involvement
activities include checking for the bank’s trademark
when logging into the website, ensuring that the ad-
dress bar on the website turns green in colour, dele-
tion of suspicious mails and even reporting suspi-
cious mails to an e-mail address that handles such
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suspicious mails. A look into the NASA (2010) web-
site shows a new NASA Security Operations Cen-
tre (SOC) introduced in 2010 to fight Cyber-crime.
The centre has brought about many awareness pro-
grams to educate end-users on types of cyber-crime
and ways to prevent them. Meanwhile Cisco (2009)
recommends that all web-users should erase any
unsolicited request on the social networks as well
as avoid clicking any applications or links in suspi-
cious emails.

Threats such as the Zeus Trojan Malware which has
the potential to cause major impacts on a global scale
ought to be informed to the end-users. This would
make the users aware and curious to know more
about this dangerous Malware and the probability
of occurrence in the Internet. Next, when the end-
users understand that the Zeus Trojan has already
caused financial damage in the world and updated
Anti-virus solutions are unable to detect and remove
this threat, there is further progress in motivation by
increasing the perceived security to threat. Thirdly,
many of the security companies have provided step
by step procedures that require end-users to par-
ticipate in the prevention of Zeus Malware attacks.
These are treated as good practices when end-user
encounters suspicious e-mails, unknown website
links and illegal downloads and avoids them. If
these steps are proved successful then end-users un-
derstand the efficacy of the recommended preven-
tative behaviour. When all of the above points are
placed together, these become the three factors that
Protection Motivation theory is based on (Rogers
1975). Hence the author understands that the Pro-
tection Motivation Theory might be used to prevent
such Malware incidents through user motivation
and hopes future development of PMT theory to
prevent Malware attacks.

Finally the author strengthens his stand that the lat-
est security technology products cannot be complete-
ly dependent for removing Malware attacks. Hack-
ers sometimes tend to attack those security packages
that are rated high. Galbreth and Shor (2010) argues
that adoption of a product by increasing the prod-
ucts market attracts more attackers. Hence there is
also a danger if one over-relies on the latest technol-
ogy products in the markets. An interesting point to
think is whether security software companies add
features in their products with adequate regard for
the potential increase in vulnerability in a security
product. This means that a technology product that
can detect and remove Zeus version 2 might not be
able to do the same for Zeus version 3. With com-
petition among security companies for growth and
market, a critical approach might be needed before
adoption of technological products.
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Conclusion

From the study it is seen that although technology
products are used by individuals in organizations or
in homes, information security cannot be achieved
by completely relying on the technology products.
A growing Malware threat in the Internet space —
the Zeus Trojan is discussed through an incident
and its evolution. Discussions around the study
conclude that: a) a more user-involvement approach
is needed to improve information security through
a combined approach on participation, motiva-
tion and educational awareness. This approach is
unique because many research papers discussed us-
ing either motivation or participation alone for bet-
ter IS security but a combined effect could further
strengthen the IS security. b) IS Security should start
at the individual level where users would have to
take more precautionary measures to prevent attack
from evolving threats such as the Zeus and similar
Malware. Safe security procedures or suggestions by
Security industries are indicators about the necessi-
ty and strength of user participation and awareness
to combat Malware. c¢) Many technology products
lack strong detection and prevention techniques
for many types of Malware and one is expected to
shift from over-dependence on security technology
products towards individual preventative actions. It
is also seen that such security approaches might be
cost-effective and sustainable for the future.
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