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Map of government and private
surveillance agencies in the US
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Source: Washington Post. 2010. “Top Secret America,” Interactive Maps. Washington
Post, July 2010. http://projects.washingtonpost.com/top-secret-america/map/
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* |[n Washington and the surrounding area, 33
building complexes for top-secret intelligence
work are under construction or have been
built since September 2001.

— Together they occupy about 17 million square feet

— the equivalent of almost three Pentagons or 22
US Capitol buildings.



US Surveillance and Intelligence
Agencies



The Black Budget

 US funding for the National Intelligence Program’s agencies
totaled $52.6 billion 2014

 The top 5 spending agencies are

Central intelligence Agency

National Security Agency

National Reconnaissance Agency
National Geospatial-Intelligence Program
General Defense Intelligence Program

s wnh e

The Washington Post: http://www.washingtonpost.com/wp-srv/special/national/black-budget/



Spending mostly goes towards

Spending mostly goes towards

Data collection

Data analysis

Management

Facilities and support

Data processing and exploitation
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And targets 5 objectives

* Warning U.S. leaders about critical events ($20.1 billion)
* Combating terrorism ($17.2)

* Stopping spread of illicit weapons (56.7)

* Conducting cyber operations ($4.3)

* Defending against foreign espionage (53.8)



ACLU compiled a report of incidences where
individuals/groups’ first amendment rights have been
infringed upon by law enforcement agencies in 36 states

States in Which

Incidents Occurred
https://ww



Who is dangerous

Department of Homeland Security issued warnings
against:

* Veterans: right-wing extremists might recruit and
radicalize "disgruntled military veterans."

* Environmentalists: "mainstream organizations with
known or possible links to eco-terrorism.”

* Nation of Islam: sent a report titled “Uncertain
Leadership Succession Poses Risks”

FBI

* Improperly spied on American activists involved in First
Amendment-protected activities

e Listed the Green Party as potential future target of eco-
terrorism investigation.



What We Know the NSA Can Do
....50 Far
thank you: Jody Avirgan;
E.Snowden's Docs



http://www.wnyc.org/people/jody-avirgan/

It can track the numbers of both parties on a phone call, +
location, time and duration. (More)

It can hack Chinese phones and text messages. (More)
It can set up fake internet cafes. (More)
It can spy on foreign leaders' cell phones. (More)

It can tap underwater fiber-optic cables. (Clarification: Shane
Harris explains that there were reports the NSA was trying to
tap directly into cables using submarines, but is now more
likely trying to intercept information once it has reached
land.) (More)

It can track communication within media organizations like Al
Jazeera. (More)

It can hack into the UN video conferencing system. (More)
It can track bank transactions. (More)
It can monitor text messages. (More)

It can access your email, chat, and web browsing history.
(More)

It can map your social networks. (More)
It can access your smart-phone app data. (More)


http://www.theguardian.com/world/2013/jun/06/nsa-phone-records-verizon-court-order
http://www.scmp.com/news/china/article/1266821/us-hacks-chinese-mobile-phone-companies-steals-sms-data-edward-snowden
http://www.theguardian.com/uk/2013/jun/16/gchq-intercepted-communications-g20-summits
http://www.theguardian.com/world/2013/oct/24/nsa-surveillance-world-leaders-calls
http://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-world-communications-nsa
http://www.spiegel.de/international/world/nsa-spied-on-al-jazeera-communications-snowden-document-a-919681.html
http://www.reuters.com/article/2013/08/25/us-usa-security-nsa-un-idUSBRE97O0DD20130825
http://www.spiegel.de/international/world/spiegel-exclusive-nsa-spies-on-international-bank-transactions-a-922276.html
http://www.bbc.co.uk/news/world-us-canada-25770313
http://www.theguardian.com/world/2013/jul/31/nsa-top-secret-program-online-data
http://www.nytimes.com/2013/09/29/us/nsa-examines-social-networks-of-us-citizens.html?_r=0&pagewanted=all
http://www.spiegel.de/international/world/how-the-nsa-spies-on-smartphones-including-the-blackberry-a-921161.html

It is trying to get into secret networks like Tor, diverting users
to less secure channels. (More)

It can go undercover within embassies to have closer access
to foreign networks. (More)

It can set up listening posts on the roofs of buildings to
monitor communications in a city. (More)

It can set up a fake LinkedIn. (More)
It can track the reservations at upscale hotels. (More)

It can intercept the talking points for Ban Ki-moon’s meeting
with Obama. (More)

It can crack cellphone encryption codes. (More)

It can hack computers that aren’t connected to the internet
using radio waves. (Update: Clarification -- the NSA can access
offline computers through radio waves on which it has already
installed hidden devices.) (More)

It can intercept phone calls by setting up fake base stations.
(More)

It can remotely access a computer by setting up a fake
wireless connection. (More)


http://www.theguardian.com/world/interactive/2013/oct/04/tor-high-secure-internet-anonymity
http://www.spiegel.de/fotostrecke/photo-gallery-spies-in-the-embassy-fotostrecke-103079.html
http://www.spiegel.de/international/germany/cover-story-how-nsa-spied-on-merkel-cell-phone-from-berlin-embassy-a-930205.html
http://www.independent.co.uk/news/uk/home-news/gchq-used-quantum-insert-technique-to-set-up-fake-linkedin-pagesand-spy-on-mobile-phone-giants-8931528.html
http://www.spiegel.de/international/europe/gchq-monitors-hotel-reservations-to-track-diplomats-a-933914.html
http://www.nytimes.com/2013/11/03/world/no-morsel-too-minuscule-for-all-consuming-nsa.html
http://www.washingtonpost.com/business/technology/by-cracking-cellphone-code-nsa-has-capacity-for-decoding-private-conversations/2013/12/13/e119b598-612f-11e3-bf45-61f69f54fc5f_story.html
http://www.nytimes.com/2014/01/15/us/nsa-effort-pries-open-computers-not-connected-to-internet.html?hp
http://www.dailymail.co.uk/news/article-2530859/NSAs-elite-hacking-unit-intercepted-computers-ordered-online-installed-Spyware-steal-data-toughest-targets.html
http://arstechnica.com/information-technology/2013/12/inside-the-nsas-leaked-catalog-of-surveillance-magic/

It can fake a USB thumb drive that's actually a
monitoring device. (More)

It can crack all types of sophisticated computer
encryption. (Update: It is trying to build this capability.)
(More)

It can go into online games and monitor
communication. (More)

It can intercept communications between aircraft and
airports. (More)

It can physically intercept deliveries, open packages,
and make changes to devices. (More) (h/t)

It can tap into the links between Google and Yahoo
data centers to collect email and other data. (More)

(h/t)
It can monitor, in real-time, Youtube views and
Facebook "Likes." (More)

It can monitor online behavior through free Wi-Fi at
Canadian airports. (More)



http://www.gizmodo.com.au/2014/01/a-peek-inside-the-nsas-spy-gear-catalog/
http://www.usatoday.com/story/news/nation/2014/01/02/nsa-computer-break-encryption/4294871/
http://www.nytimes.com/2013/12/10/world/spies-dragnet-reaches-a-playing-field-of-elves-and-trolls.html
http://www.nytimes.com/2013/11/03/world/no-morsel-too-minuscule-for-all-consuming-nsa.html?pagewanted=3&_r=4&hp&pagewanted=all&
http://www.spiegel.de/international/world/the-nsa-uses-powerful-toolbox-in-effort-to-spy-on-global-networks-a-940969-3.html
https://twitter.com/Kwisthoutmedia/status/424280054886330368
http://www.washingtonpost.com/world/national-security/nsa-infiltrates-links-to-yahoo-google-data-centers-worldwide-snowden-documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html
https://twitter.com/virtuous_sloth/status/424595009887694848
http://investigations.nbcnews.com/_news/2014/01/27/22469304-snowden-docs-reveal-british-spies-snooped-on-youtube-and-facebook?lite
http://www.cbc.ca/news/politics/csec-used-airport-wi-fi-to-track-canadian-travellers-edward-snowden-documents-1.2517881

It can shut down chat rooms used by Anonymous and
identify Anonymous members. (More)

It can use real-time data to help identify and locate
targets for US drone strikes. (More)

It can collect the IP addresses of visitors to the
Wikileaks website. (More)

It can spy on US law firms representing foreign
countries in trade negotiations. (More)

It can post false information on the Internet in order to
hurt the reputation of targets. (More)

It can intercept and store webcam images. (More)

It can record phone calls and replay them up to a
month later. (More)

It can harvest images from emails, texts,
videoconferencing and more and feed it into facial
recognition software. (More)



http://www.bbc.com/news/technology-26049448
http://www.washingtonpost.com/world/national-security/nsa-growth-fueled-by-need-to-target-terrorists/2013/07/21/24c93cf4-f0b1-11e2-bed3-b9b6fe264871_story.html
https://firstlook.org/theintercept/article/2014/02/18/snowden-docs-reveal-covert-surveillance-and-pressure-tactics-aimed-at-wikileaks-and-its-supporters
http://www.nytimes.com/2014/02/16/us/eavesdropping-ensnared-american-law-firm.html?hp&_r=0
https://firstlook.org/theintercept/2014/02/24/jtrig-manipulation/
http://www.theguardian.com/world/2014/feb/27/gchq-nsa-webcam-images-internet-yahoo
http://www.washingtonpost.com/world/national-security/nsa-surveillance-program-reaches-into-the-past-to-retrieve-replay-phone-calls/2014/03/18/226d2646-ade9-11e3-a49e-76adc9210f19_story.html
http://www.nytimes.com/2014/06/01/us/nsa-collecting-millions-of-faces-from-web-images.html

just now

* A new European commission counter-terror plan
will require the blanket collection and storage for
up to five years of personal data records of all
passengers flying in and out of Europe

* breaches a recent European court of justice ruling
that blanket collection of personal data without
detailed safeguards is a severe incursion on
personal privacy.
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